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Abstract
The U.S small and medium businesses (SMBs) are constantly attacked by cybercriminals.
Alarmingly, the number of victimized SMBs is growing considerably every year. This results in
the increasing loss of billions of dollars and risks to the national economy. The problem
addressed was the rising number of cyberattacks critically harming SMBs resulting in revenue
loss, damages to reputation, and business closure. The purpose of this research was to reveal the
contemporary barriers and challenges that impact cybersecurity competencies of SMBs. This
study used semi-structured interviews of participants who are currently working as cyber
professionals in SMBs across industries. The goal of this research study was to reveal elements
preventing SMBs from effectively defending against cyberattacks. This study provided a deeper
understanding of challenges SMBs face in order to defend their digital infrastructure through
experiences of employees currently working in SMBs. The findings revealed thirteen themes
addressing both organizational and technical challenges of SMBs in fighting against the vicious
cyberattacks. In addition, in the thirteen themes, there are recommendations that participants
suggested SMBs should implement to mitigate cyberattacks. This research study offers
breakthrough information to cyber professionals, businesses, business leadership, educators,
cybersecurity vendors, and researchers.
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Managing Cyber Defense as a Business Threat for Small and Medium Enterprises
Section 1: Foundation of the Study

The outgrowing number of cyberattacks against the private sector has devastated many
businesses, resulting in billions of dollars in losses (Shoemaker et al., 2019). By 2021, the
estimated cost of cybercrime is estimated to reach $6 trillion. Importantly, while the issues of
cybersecurity in U.S. enterprises are closely examined by researchers and cyber professionals,
cyber breaches in U.S. small and medium businesses (SMBs) are often neglected (Kauspadiené
et al., 2019). In fact, small and medium enterprises are victims of 72% of all cyber breaches on
U.S. businesses (Fielder et al., 2016). Because U.S. SMBs are the backbone of the national
economy and the foundation for national security, this qualitative research study explored and
analyzed the problems of cybersecurity impacting business.

This section provides the foundation of the present study on cyber defense in U.S. small
and medium business. To begin, the background of the problem will provide the context of this
study, with respect to identifying issues and real-world challenges leading to the problem of U.S.
businesses continuing to fall victim to cyberattacks. In addition, the problem statement, with
general and specific problem, will be presented to illustrate the gap between existing literature
and current business practice. Following the problem statement, the purpose statement describes
the focus of this study and its design. Related to the purpose statement, the nature of the study
discusses the method and design of this research and the rationale for choosing specific types.
Importantly, research questions with overarching concepts that guided the direction of this study
will be presented. As followed, the conceptual framework proposes three concepts tied to
cybersecurity and the business field. Next, the significance of the study, with reduction of gaps,

relationship to field study, and biblical integration will be discussed. As well, the definition of



terms describes terms that might not be well known to readers. Then, assumptions, limitations,
and delimitations are provided. A comprehensive literature review focusing on cyberattacks,
cyber defense, and conceptual frameworks finishes this section on the foundation of the study.
Background of the Problem

Despite excessive investments, the latest security countermeasures, and costly cyber
incidents, small and medium businesses continue to be the prime target for cyberattacks that
have caused unmeasurable damages to their organizations (Wang, 2019). In fact, 60% of all
reported cyber incidents in the U.S. private sector are from SMBs (Hewes, 2016). Hewes (2016)
predicted that U.S. SMBs are expected to see a 26% increase in cyberattacks in the near future.
Therefore, the cybersecurity and business fields must address the increasing cyber victimization
of U.S. SMBs. Given the current antagonistic state of cybersecurity in SMBs, this study sought
to extensively explore the problem of the growing number of cyberattacks severely threatening
SMBs.

With the existence of cyberspace comes the need for cybersecurity. Since the boom of the
Internet in the 1990s, cyberattacks have propagated exponentially, as attacking via the
cyberspace is highly profitable and mostly anonymous for attackers (Smith et al., 2019). In fact,
96% of cyberattacks against SMBs are financially motivated, while organizations’ poor
understanding of security, ineffective deployment of defense mechanisms, and organizational
and technical barriers result in more than 90% of compromises (Schiavone et al., 2014).
Additionally, besides revenue loss, business reputation is dramatically devastated, which causes
long-term and, in some cases, unrestorable destruction to small and medium enterprises,
jeopardizing their ability to recover (Morse et al., 2018). In the aftermath of a cyberattack, a

company may suffer from any of the following: degraded employee morale, decreased market



valuation, loss of shareholders, declined stock price, and dysfunctional integrity (Smith et al.,
2019).

In an effort to explore the uncontrollable widespread increase in the number of
cyberattacks against SMBs, researchers have attempted to gain insight into this contemporary
business problem. Nevertheless, the majority of current researchers approach the topic of
cybersecurity in business with merely two dichotomies (Donalds & Osei-Bryson, 2019). These
two dichotomies are technology-assisted attacks and technology-focused attacks. As a result,
these dichotomies disregard organizational structure, administrative elements, and nature of the
victimized SMBs. Given this significant gap, this study attempted to explore the problem of
SMBs continuing to fall victim to cyberattacks from both technical and organizational
perspectives.

Problem Statement

The general problem addressed was the escalating number of cyberattacks in the private
sector resulting in losses of billions of dollars annually that threatens the stability and growth of
the U.S. economy (Bernardo, 2015; Osawa, 2017; Paul & Wang, 2019). The average cost of
cybercrime per company is $8.6 million resulting from business interruption, damaged
equipment, and loss of data and revenue (Stanciu & Tinca, 2017). Unfortunately, according to
Denning and Denning (2016), the current reports and findings about cyberattacks and
vulnerabilities in the private sector are significantly limited and ineffective, as enterprises are not
fully aware of the possible cyber catastrophe that could cause unrecoverable damage to SMBs
across industries. More importantly, SMBs are being attacked more frequently than large-sized
firms (“SMBs Are a Huge Target for Hackers,” 2017). With the lack of existing reports and

findings about cybersecurity, the recommended approach was to examine the ongoing problem



of cyberattacks in businesses starting from barriers for cybersecurity improvements and
challenges for implementing security mechanisms and organizational strategies (Borum et al.,
2015; Kure & Islam, 2019; Miraglia & Casenove, 2016; Taitto et al., 2018; Zweighaft, 2017).
The specific problem addressed was the growing number of cyberattacks critically threatening
SMBs of the U.S. private sector resulting in revenue loss, damages to reputation, and business
closure (Paoli et al., 2018; Tagarev et al., 2017).
Purpose Statement

The purpose of this qualitative research was to reveal the contemporary barriers and
challenges that impact the latest cybersecurity competencies of small and medium enterprises,
through a study of the perception and experience of these organizations regarding cyber defense
as a business risk. This study explored the increase of cyberattacks based on technical factors and
organizational elements, considering that the effectiveness of cybersecurity requires both
technology and business strategies (James, 2018). The research focused specifically on SMBs in
the U.S. private sector with fewer than 250 employees. The main objective was to identify the
impacts of technical barriers, business strategy, and organizational elements causing cyber
vulnerabilities that may result in SMBs becoming cyber victims. Therefore, the cyber-defense
capabilities of SMBs were the primary focus of this study. Because existing studies approach the
issues of cyberattacks in the business field with either technology-assisted attacks or technology-
focused attacks (Donalds & Osei-Bryson, 2019), this study fulfills the gap in both cybersecurity
and business fields by adding the human factor and organizational effectiveness elements to the
existing body of knowledge. The end goal is to provide SMBs with breakthrough information
that could initiate changes in their organizations to defend against the ever-increasing number of

cyberattacks in the business sector.



Nature of the Study

The nature of the study section discusses in great detail the research method and design
selections for the study. First, the first component of the nature of the study will address the three
research methodologies, quantitative, mixed, and qualitative methods, as well as the determining
factors for the selected methodology for the study. Second, the discussion of research design will
review five research designs: narrative, phenomenology, grounded theory, ethnography, and case
study. This section will also give a detailed description and weaknesses of each research design.
Then, a thorough explanation for the selected research design for this study will be provided. The
objective of the nature of the study was to establish a solid foundation for the strategies and
processes to reveal new findings and create a better understanding of the ongoing problem of
cyberattacks against U.S. business.
Discussion of Research Method

Quantitative. Quantitative research is designed to collect structured and statistical data to
provide empirical results or evidence by testing hypotheses and objectivity (Creswell &
Creswell, 2017). As a result, this method is highly effective in determining relationships and
performance measures. In terms of the application of quantitative methods in solving business
problems, business professionals from across various industries rely more on quantitative
research (76%) than qualitative research (10%) or mixed research (14%) (Cameron & Molina-
Azorin, 2011). Nevertheless, weaknesses in the nature of quantitative methods are a concern for
researching cybersecurity in business, such as reductionistic approach and concise and narrow
focus. One reason for this is that quantitative research methods exclude organizational cultures,
relationships, and emotional conditions of participants (Collins & Cooper, 2014). In addition,

findings of quantitative research do not consider human-factor issues such as “credibility,



dependability, transferability and confirmability” (Sinkovics et al., 2008, p. 689), which could be
utilized to effectively embrace the attitudes and ideals of stakeholders with respect to
cybersecurity in business. As a result, quantitative research methods are not appropriate for
exploring the perception and experience of businesses in defending their organizations against
cyberattacks.

Mixed Methods. Mixed methods are a combination of qualitative and quantitative
methods. Mixed methods provide researchers a unique approach to their studies because the
features and characteristics of both quantitative and qualitative methods are included in the
research process (Schoonenboom & Johnson, 2017). Theoretically, mixed methods could fill the
conceptual gap of both quantitative and qualitative methods because these methods are highly
useful in helping researcher and readers in understanding contradictions between qualitative
findings and quantitative results (McKim, 2017). In addition, the use of mixed methods offers
the flexibility and adaptability for researcher through employing approaches from both
quantitative and qualitative methods. With the increasing complexity of business problems,
management demands a comprehensive approach that is highly reliable in solving real-world
problems while providing a realistic solution. As a result, mixed methods are rapidly gaining
more acceptance (Cameron & Molina-Azorin, 2011). Nevertheless, the application of mixed
methods in the business field is considered risky because most researchers mistakenly identify
the wrong type of research and the interdependency of qualitative and quantitative components
(Schoonenboom & Johnson, 2017). Because cyber defense is a contemporary challenge for
businesses, researchers studying this topic can ill afford to err in the research method selection
process. Therefore, mixed methods are not typically utilized for exploring issues of cybersecurity

in small and medium enterprises.



Quialitative. Qualitative methods are oriented toward exploration and explanation, while
being subjective with research purposes (meaning and interpretation) and procedures (Creswell
& Creswell, 2017). This unique nature allows the researcher to focus on gaining the depth and
exploring the richness of a given study with a holistic and naturalistic approach. In fact, there are
two main advantages for researchers utilizing qualitative methods in the business environment.
These advantages are uncovering “new aspects affecting security operations” and presenting
“context-driven insights” to analysts and managers working in companies (Nyre-Yu et al., 2019,
p. 438). Additionally, the use of qualitative methods allows small and medium enterprises to
share their cybersecurity experience with researchers in a more meaningful way than other
methods (Kabanda et al., 2018). Using qualitative methods is the most appropriate approach for
the researcher to reveal the current challenges and barriers impacting cybersecurity competencies
of participants through exploring their perception and experience regarding cyber defense as a
business risk. Therefore, this study employed qualitative methods to analyze small and medium
companies.

Discussion of Research Design

Narrative. As the name suggests, narrative design focuses on the experiences of
individuals through their lives and stories (Creswell & Poth, 2018). This research design
prioritizes concrete events of participants’ experience, “rather than focusing on constructs,
opinions, or abstractions” (Carless & Douglas, 2017, p. 307). In other words, “narrative accounts
embrace the particularity and complexity of individual’s lived experience” (Carless & Douglas,
2017, p. 307). Therefore, it is suitable for researchers attempting to describe individual

experiences through the context of personal stories. This design is widely used in many social



and humanities subjects. There are two approaches for conducting a narrative research study.
They are thematic analysis and case-centered approach (Bruce et al., 2016).

Despite the popularity of narrative design in the social science field, researching
cybersecurity in business with this type of approach has many obstacles for exploring issues and
barriers of cyber defense within private entities. With the nature of this design, researchers
depending on “reporting individual experiences and chronologically ordering the meaning of
those experiences” (Creswell & Poth, 2018, p. 68) would capture the big picture of cyber-
defense capability inaccurately due to distorted information provided by participants. Also, a
narrative design study requires researchers to present participant experiences and stories in a
manner that public audiences can understand through personal perspectives (Creswell &
Creswell, 2017). This causes a problem, as not all public audiences are familiar with the
cybersecurity field. Therefore, given these two challenges of this design, researching
cybersecurity in business requires a more appropriate approach.

Phenomenology. Phenomenological design is a highly effective way or means to explore
and explain the universal essence of participants’ lived experiences through reflecting on those
experiences and different forms of intentionality (Poulsen & Thaggersen, 2011). Specifically, this
design emphasizes the subjective reality and social constructs of participants in order to fully
understand their behavior and point of view (Austin et al., 2009; Krathwohl, 2009). Within the
phenomenological design, there are two approaches. They are hermeneutic and transcendental.
Hermeneutic phenomenology is the systematic reflection of participants’ perspectives on the
lived experience (van Manen, 2016), while researchers analyze and categorize personal
experiences and notions to explore the depth of lived experience in the transcendental approach

(Creswell & Poth, 2018).



The phenomenological design has two disadvantages that affect the outcomes of a study.
The first disadvantage is finding qualified participants to study and the second is researcher bias.
Because the goal is to be able to describe the shared meaning of experiences, finding participants
with a specific experience requires extensive time and effort, especially for sensitive research
topics. In addition, researchers could mistakenly inject biases and distortion into a given study
during the grouping process of participants’ lived experiences (Tufford & Newman, 2012). This
possibility would lead the study to a wrong conclusion. Given the nature and weaknesses of
phenomenological design analyzed, this approach hinders the exploration of the growing number
of cyberattacks critically threatening SMBs in the United States.

Grounded Theory. Grounded theory focuses on the generation or exploration of a theory
by grounding data from individuals or groups who have experienced some process or action
(Creswell & Poth, 2018; Strauss & Corbin, 1997). This type of research design is commonly
applied in the fields of management and organizational research (Alammar et al., 2019).
Grounded theory design is a highly structured, yet flexible methodology (Chun Tie et al., 2019).
As a result, the grounded theory researcher is enabled to “produce or construct an explanatory
theory that uncovers a process inherent to the substantive area of inquiry” (Chun Tie et al., 2019,
p. 2). Compared to other qualitative designs, the framework of grounded theory is distinctive as
it relies on coded data and comparisons of acquired information (Stake, 2010).

While the use of grounded theory could reveal unique patterns, similarities, and
categories regarding the universal essence of a research topic, the subjectivity of collected data
may lead researchers to challenges in establishing validity and reliability in the research
(Creswell, 2013). This means that the outcomes of a grounded theory research can be inaccurate

and invalid due to subjective errors from the data collection process. Additionally, during the
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process of grounding data to generate or explore a theory, it is very difficult for researchers to
detect and prevent their bias, which sways the research outcomes (Creswell & Poth, 2018). As a
result, Alammar et al. (2019) indicated that a grounded theory research is a learning curve in
which the researcher must be highly adaptive or “even retreat to other qualitative research
methods” (p. 241). Therefore, given the weaknesses of grounded theory research design, this
qualitative research design was deemed inappropriate for exploring the problems of
cybersecurity in U.S. SMBs.

Ethnography. An ethnographic research design is often a choice of social science
researchers, specifically in the anthropology field (Creswell, 2013). The ethnographic study
focuses on the shared culture of a specific cultural group that behaves in distinct circumstances
(Creswell & Creswell, 2017). Researchers employing an ethnographic design conduct empirical
fieldwork to explore and compare cultural similarities and differences of a cultural group through
data collection techniques such as participant observation and interviews (Creswell & Poth,
2018). For any ethnographic research, there are two approaches. A researcher employing an
ethnographic design can take either an emic (inside or folk) or etic (outside or analytic) approach
to describing a particular cultural group being studied (Creswell & Creswell, 2017).

Although ethnographic research design is commonly used in the anthropology field, there
are many disadvantages for a researcher using this design in the fields of business and
cybersecurity. The ethnographic research design has two major weaknesses, which are
challenges in defining the spatial and temporal boundaries and difficulty in determining and
understanding the context of the study (Hammersley, 2006). Defining the spatial and temporal
boundaries is considered highly challenging for a researcher attempting to study a cultural group

sharing similar experiences and backgrounds. The main reason is that behaviors of members in
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any particular group being studied often change unpredictably, for which defining specific
boundaries is nearly impossible (Ayala et al., 2019). Furthermore, employing an ethnographic
design requires the researcher to understand the contexts and circumstances of the cultural group
(Creswell & Poth, 2018). This requirement means that, for researchers who are outsiders to the
cultural group being studied, the research with an ethnographic design will take considerable
time and effort to ensure the accuracy of research outcomes (Hammersley, 2006). In short, the
best way for a qualitative researcher with an ethnographic design to achieve research goals is to
be a member of the group being studied for an extended period of time. Therefore, given the
weaknesses of the ethnographic design, the ethnographic design was deemed inappropriate for
the researcher to conduct the study on the ever-increasing cyberattacks in U.S. SMBs.

Case Study. This type of research design concentrates on in-depth exploration of one or
more cases concerning an individual or a group of individuals within the boundaries of life
(Naumes & Naumes, 2012; Yin, 2018). The use of a case study design allows the researcher to
determine the what and the why of several events. In addition, the case study design supports the
researcher in collecting data and recognizing changes during the research process (Yin, 2018).
These characteristics make case study design appropriate for researchers to explore the
complexity and richness of a case or set of cases. That intention could be achieved through a
collection of measures from carefully identified participants to describe the phenomenon or
themes (Bitektine, 2008).

For this study, the researcher chose the application of case study design to explore the
complexity and patterns of the contemporary challenges of cybersecurity in businesses. Given
that cybersecurity is an emerging field with multiple research gaps, the nature of case study

design supported the researcher in capturing the how and why questions of cybersecurity in
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companies. Indeed, this research design is considered a powerful tool, allowing researchers to
make in-depth and multi-faceted explorations of complex challenges in real-life settings,
especially in the fields of business, law, and policy (Crowe et al., 2011). Importantly, the use of
case study design provided the researcher with detailed qualitative information and permitted the
investigation of otherwise impractical situations. Therefore, case study design was used to
effectively explore multiple aspects of cyber-defense issues in U.S. businesses.
Summary of the Nature of the Study

This study employed qualitative method with case study design. With the employment of
the qualitative method, this study developed a further understanding than would have been
possible using the quantitative design about the contemporary barriers and challenges that impact
the latest cybersecurity competencies of U.S. SMBs, through a study of the perception and
experience of these organizations regarding cybersecurity as a business risk. Of the narrative,
phenomenological, case study, and grounded theory research designs, case study design method
provided the most applicable instrument for the researcher to explore the in-depth and
multifaceted challenges of cyberattacks in companies. Specifically, case study design supported
the researcher to capture the how and why questions of cybersecurity. Thus, the employment of
qualitative method with case study design was selected as most suitable for this research.
Research Questions

This study addressed the problem of the growing number of cyberattacks against small
and medium enterprises within the U.S. private sector (Paoli et al., 2018; Tagarev et al., 2017).
This qualitative study relied on one central research question and sub-questions to explore the
connection between cyberattacks and cyber-defense capabilities of small and medium

enterprises. The central research question addressed the problem being studied in this research,
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which is the ever-increasing number of cyberattacks against U.S. small- and medium-sized
businesses. More importantly, there were sub-questions concerning cybersecurity in U.S.
businesses. First, these sub-questions focused on several types of challenges restricting business
organizations from improving capabilities of their cyber defense. The researcher categorized
challenges impeding cyber capabilities of companies into two categories: technical and
organizational. Second, there were sub-questions attempting to explore mitigations for the
problem of U.S. SMBs increasingly falling victim to cyberattacks. The mitigations that were
explored by sub-questions focused on cybersecurity and organizational mechanisms.

The central research question and sub-questions were:

RQ1. Why do small- and medium-sized businesses increasingly fall victim to

cyberattacks?

RQ1a. What are the existing types of barriers that impede enterprises from improving

cybersecurity capabilities?

RQ1b. How impactful are organizational barriers on small and medium enterprises in

improving their cybersecurity capability?

RQ1c. How impactful are technical barriers on small and medium enterprises in

improving their cybersecurity capability?

RQ1d. What are the practical cybersecurity mechanisms that could boost the cyber-

defense capabilities of small- and medium-sized businesses?

RQ1le. What are the practical organizational mechanisms that could boost the cyber-

defense capabilities of small- and medium-sized businesses?
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Conceptual Framework

This qualitative study explored the contemporary problem of SMBs continuously being
targeted and victimized by cyberattacks. With this in mind, theories that address both the
cybersecurity field and the business field were the most appropriate for use in this study. More
importantly, the appropriate theories for this study were those that cover both technology and
organizational elements of the problem of the ever-increasing cyberattacks against U.S. SMBs.
There are numerous theories that explore these two fields conjointly. The most relevant theories
suitable for this study were the theories of cyber situational awareness (CSA) (Kemper, 2019),
cyber defense mechanisms (CDM) (Reagin & Gentry, 2018), and Control Objectives for
Information and Related Technology (COBIT) 5 (Sunthonwutinun & Chooprayoon, 2016).
Cyber Situational Awareness Theory

Cyber situational awareness (CSA) is a fundamental theory in the cybersecurity realm,
used by public and private entities and other stakeholders to enhance the cyber-defense
capability of the organizational decision-making process (Franke & Brynielsson, 2014). The core
of cyber situational awareness theory consists of three primary components: detection (level 1),
understanding of the situation (level 2), and impact assessment on future (level 3) (Péyhonen et
al., 2019). These components provide the foundation for decision makers in organizations to
make accurate conclusions, consider input for decision-making processes, and strengthen
evaluation ability with respect to information assurance and digital security. With 90% of cyber
breaches resulting from human error, the more unaware that employees are about cyber
vulnerabilities, the higher the possibility of cyberattacks against their businesses (Kemper, 2019).
The application of cyber situational awareness theory addresses the human factor aspects of risk-

causation of cyberattacks. By understanding how employees in SMBs perform at each level of
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this theory, this study revealed possible weaknesses in their decision-making processes that may
result in vulnerabilities. Correspondingly, attacks caused by human factors were a major concern
for participants. They claimed that human factor is the weakest link in any organization’s cyber
defense. In fact, weaknesses of human factor were a major theme of the data collection.
Interestingly, cyber situational awareness was valued considerably by participants as they
believed employees with cyber awareness could have limited popular cyber risks. Furthermore,
given that 90% of cyberattacks originate from employees’ lack of awareness (Kemper, 2019),
cyber situational awareness theory was the most effective instrument to investigate challenges
and barriers of cyber defense in terms of its non-technical dimensions. Cyber adaptability of
several government entities has been greatly enhanced by improving security awareness
(POyhdnen et al., 2019); therefore, this theory is fundamental in the cybersecurity field and the
business field. Based on the data analysis, cyber awareness was the fundamental component of
many themes. In other words, CSA theory is the essence for the themes of the lack of knowledge,
the human factor is the weakest link, security policies, and cultivating an organizational culture
for cybersecurity.
Cyber Defense Mechanisms Theory

Cyber defense mechanisms (CDM) theory is a component of cyber deterrence, which
focuses on a denial-of-attacks strategy (Ryan, 2018). The rationale for applying cyber defense
mechanisms theory in businesses is to discourage attackers in conducting cyberattacks, as the
cost/benefit calculus is impacted by defensive mechanisms. There are two approaches to
implementing defense mechanisms: passive and proactive. Common passive mechanisms in
businesses are anti-virus software, firewalls, and other similar measures. In one study, CDM

theory has pointed out that a majority of victimized businesses relied solely on passive measures
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and their networks were penetrated in less than 12 hours (Barnes, 2018). Cyber professionals
believe that the frequency of cyberattacks against businesses can be reduced significantly when
proactive mechanisms are implemented, as this limits the number of threat actors. From the
perspectives of both the cybersecurity and business fields, the theory of cyber defense
mechanisms serves as the technical framework and standard for private entities in toughening up
their defense capability. Applying this theory toward the exploration of the growing number of
cyberattacks against small- and medium-sized enterprises addressed the technical aspects of the
cyber problem. Unfortunately, participants revealed that many SMBs do not have the technical
structure for both passive and proactive mechanisms. They confirmed the benefits the denials-of-
attacks strategy and passive defense instruments as addressed by CDM theory. By analyzing
CDM theory and collected data, it shows that CDM theory serves greatly as a conceptual
frameworks for SMBs to build their defense mechanisms due to the current context of
technology in SMBs. CDM theory precisely addressed concerns of participants in various
themes. These themes are technology deficiencies, the advancement of technology, the lack of
investment in cybersecurity, the obsolete technological infrastructure, and outsourcing
cybersecurity.
Control Objectives for Information and Related Technology (COBIT) 5

COBIT 5 is a well-known framework serving both the cybersecurity and business fields.
In fact, it is the only framework for the governance, internal control, and management of
enterprise information technology (Rubino et al., 2017). Many companies are relying on COBIT
5 to develop technology strategies and implement security safeguards. Specifically, decision
makers adopt five domains of COBIT 5 for enhancing control environment, internal control

system, and risk assessment. The five domains, which cover both technical and non-technical
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aspects of an enterprise and its business process, constitute the governance of enterprise
information technology (IT), IT governance, management, control, and audit (De Chaves et al.,
2011). The application of COBIT 5 is vital to all businesses across industries as technology is the
foundation for cybersecurity, operation, production, and strategy. Therefore, this framework was
the strategic tool that exposed the strengths and weaknesses of SMBs in securing their
infrastructure and assets in the cyberspace. Under the lens of COBIT 5, governance, compliance,
IT operations, security and risk management, and IT audit and governance of business were
examined meticulously (Alkhaldi et al., 2017). Because COBIT 5 is the conceptual bridge
between the fields of cybersecurity and business, this study of the ongoing problem of growing
cyberattacks in small and medium enterprises depended greatly on its components in order to
explore both human factors and technical challenges of the current situation. While COBIT 5
covers comprehensively vital components of business cybersecurity, only a few components of
COBIT 5 applied to the current circumstances of security in SMBSs, as revealed by participants.
COBIT 5 addressed in detail many components for a strong IT infrastructure. However, SMBs
do not have the elements that COBIT 5 addresses. For example, based on collected data, having
a strong cybersecurity team in a company is almost non-existent, therefore, having that team
conducting IT audit is non-applicable in the context of SMBs. Nevertheless, COBIT 5 set clear
guidelines for management to build and protect digital assets. Therefore, COBIT 5 serves as a

model for SMBs to upgrade strategically and manage effectively.
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Summary of the Conceptual Framework

The researcher designed the conceptual framework shown in Figure 1 to illustrate how
cyber situational awareness theory, cyber defense mechanisms theory, and COBIT 5 interact
with one another in strengthening cyber-defense capability of businesses. Conceptual
frameworks exploring a problem in these two fields must be comprehensive and effectual to
expose the issues of participants in detail. They not only cover both technical and non-technical
aspects of cyberattacks but also all of the components and organizational levels of businesses.
Specifically, cyber situational awareness targets vulnerabilities caused by employees’ negligence

that make businesses become easy targets for threat actors. It addresses human factors, training
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programs, and organizational implementation. Cyber defense mechanisms theory focuses on the
technical dimension of businesses, with respect to improving cyber-defense capability and
deterring threat actors. Additionally, COBIT 5 strengthened this study by uncovering flaws in
cyber defense of SMBs with five components that comprehensively cover all areas of an
enterprise. With these three powerful frameworks, this study revealed the contemporary barriers
and challenges impacting cyber-defense capabilities that have allowed businesses to continue to
fall prey to cyberattacks.

Definition of Terms

Terms are critical to understand the significance and objectives of this study. This
definition of terms helps readers to better understand the research study. Technical and
ambiguous terms commonly used in cybersecurity and business fields are defined. More
importantly, these terms are the latest specialized terminologies used in both cybersecurity and
business fields. Below are terms listed and defined in alphabetical order.

Advanced Persistent Threat (APT):

A cybersecurity vulnerability that enables a threat actor to gain unauthorized access and
stealthily control over an organization’s system for an extended period without awareness of the
network owner (Bahtiyar, 2018).

Backdoor:

Backdoor is a means for cyber perpetrators to negate authentication procedures and
bypass security mechanisms to access information systems or encrypted data (Singh Kunwar et
al., 2018). Attacks enabled by backdoor are often related to software and databases of the

victimized business (Dai et al., 2019).
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Business Continuity Planning (BCP):

The administrative procedures prepare for and maintain business activities following
disruption and disaster to mitigate both internal and external risks (Fisher et al., 2017).
Compromised Systems:

Describing a computer network of an organization that has been maliciously broken into
by threat actors without the administrators’ awareness (Khosroshahy et al., 2013). In
cybersecurity, compromised systems are often associated with botnet attacks.

Cybersecurity Awareness:

Understandings with attitudes and behaviors that assist an organizational structure in
protecting computer systems and information assets (Li et al., 2019). Cybersecurity awareness
typically focuses on preventing cyber threats.

Defense in Depth:

A strategy of cyber defense that relies on a collection of defensive mechanisms to defeat
attacks on networks and systems (Cleghorn, 2013).

Distributed Denial of Service Attack (DDoS Attack):

A type of cyberattack that disrupts services of information systems by overwhelming
network infrastructure with a massive flood of traffic (Hoque et al., 2015).

Internet of Things (1oT):

A system of interdependently interrelated computing devices and digital machines
connected to the Internet with the capability of collecting and exchanging data (Boyes et al.,

2018).



21

Pen-testing:

A simulated cybersecurity assessment attempts to reveal and analyze the vulnerability
and capability of a network to provide gaps in cyber defense (Goel & Mehtre, 2015).
Assumptions

In qualitative research, assumptions are presumed facts that are believed to be true
(Marshall & Rossman, 2016). To accurately research the ongoing problem of growing
cyberattacks in small and medium enterprises, participants must possess the proficient
knowledge and experience with their organization’s cyber-defense mechanisms and
organizational factors required in order to provide accurate and valuable responses (Rajivan &
Cooke, 2018). Importantly, there was an assumption that each participant was truthful in
depicting his or her personal opinions and not those of another regarding the provided situations.
To provide a safe environment for participants to express their true opinions, specific parameters
were taken to ensure that anonymity and confidentiality were preserved for each participant
(Leedy & Ormrod, 2013). Response bias is a foreseeable risk for this assumption, as participants
may have responded inaccurately to cover organizational weaknesses and cyber vulnerabilities.
This bias is caused by the sensitive nature of the cybersecurity field, for which participants may
feel they weaken their organizations by providing details of cyber-defense vulnerabilities and
organizational information (Rajivan & Cooke, 2018). Responses might skew the accuracy of data
collection. The risk of response bias was mitigated with carefully constructed questions and
ensuring the anonymity of respondents (Dodgson, 2019; Jamshed, 2014). Finally, by collecting
data from participants working in various cybersecurity and IT roles, the researcher assumed that

the collected responses revealed the complexity and patterns of the research problem that leads to
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new theories addressing businesses increasingly falling victim to cyberattacks (Rajivan & Cooke,
2018).
Limitations

Many limitations have the potential to constrain the research process; however, for the
purpose of this qualitative case study, there were two potential limitations that were addressed in
conjunction with mitigation efforts that were utilized. The foremost limitation of the research
was that there is limited preexisting literature addressing cyber-defense capabilities of U.S.
SMBs. Therefore, there is a gap in the existing knowledge and core themes of the cybersecurity
field (Dawson, 2018). This limitation was somewhat mitigated with the application of the case
study design, which supported the in-depth and detailed examination of cybersecurity in
businesses. The last limitation, due to the nature of qualitative research, is that the study results
might have been unintentionally influenced by the researcher during the process of data analysis
and interpretation (Creswell & Poth, 2018). This risk was mitigated by strictly following data
analysis procedures and valuing all responses equally.
Delimitations

This study focused exclusively on participants from specifically sized and geographically
located business entities. Selected participants in this study were employees currently working in
cybersecurity and information technology roles in businesses located in the United States. The
main preference was employees directly involved with the cyber-defense capability of their
business organizations. Specifically, seven employees from both genders participated in this

study. The age range of participants was from 25 to 65 years.
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Significance of the Study

A cyber catastrophe will undoubtedly destroy economies and infrastructures of multiple
countries because they are virtually linked and dependent on each other in cyberspace (Kim,
2018). Specifically, a business victimized by cyberattacks will weaken other organizations in its
business network due to the interdependent relationship between companies in a business
network (James, 2018). The damage in prediction is likely true as, on the national level,
cyberattacks already cost the U.S. private sector billions of dollars annually. Therefore, this
study will contribute to stopping the predicted cyber catastrophe, starting from addressing the
rising number of cyberattacks against U.S. businesses. Specifically, this research reduces the
gaps between the fields of cybersecurity and business, establishes the ethical ground based on
Christian values and principles, and explores in depth the technology and cyber vulnerabilities in
U.S. businesses.
Reduction of Gaps

Due to the continuous growth in business and cybersecurity, perpetual gaps exist relating
to cyber defense in commerce. As a result, there are always gaps that need to be explored and
studied, to provide cyber professionals and business decision makers with the latest landscape of
cyber defense in commerce. These gaps promote a deficiency in knowledge and an abundance of
uncertainty, thereby significantly impacting the decision-making process of stakeholders and
promoting the increase of cyberattacks in recent years (Sallos et al., 2019). In order to deter the
success of cyberattacks, new studies are needed every year to identify existing problems of
cybersecurity in business and to keep pace with the continuously growing gaps generated by new
technology and business trends. For these reasons, the results of this study will reduce the gaps

by revealing the contemporary barriers and challenges impacting the cyber-defense capability of
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small and medium enterprises. The existing literature addressing cybersecurity in businesses
primarily emphasizes technology-assisted attacks and technology-focused attacks, while ignoring
other significant elements leading to motivation for threat actors’ cyberattacks such as the human
factors of stakeholders, organizational structure, business operation, and leadership (Donalds &
Osei-Bryson, 2019). Significantly, this study approached the cyberattack problem from both
technical and non-technical perspectives to provide a comprehensive picture of the ongoing
problem.
Implications for Biblical Integration

God created the field of business as an avenue by which His purposes could be fulfilled.
For the purpose of this qualitative study, three purposes were addressed, beginning with that of
improving the lives of God’s children (Keller & Alsdorf, 2014), promoting interactions and
fellowships of His children (1 John 1:17 NIV), revealing human beings’ weaknesses and
improving them (Act 3:19 NIV). Indeed, business contributes to the betterment of society with
products and services, serves as a medium for individuals to interact and collaborate, and
improves human flaws with occupational experience and workplace education and training. With
these divine purposes, any threat against businesses and its growth must be addressed to advance
our Creator’s providence. This theological principle is the fundamental philosophy for exploring
cyberattacks in this study that are not only depriving businesses of revenue, intellectuality, and
growth, but also directly endangering the stability of the society. More than that, the study of
businesses falling victim to cyberattacks represents the fight between good and evil. In this fight,
cybersecurity is the whole armor of God, for which it will stand against the schemes of the devil

(cybercrime) (Ephesians 6:11 ESV).
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Relationship to Field of Study

All elements of this study align with both the fields of business and cybersecurity because
it explored an ongoing problem of cyber-defense capability as a risk in companies. In 2014, the
average cost of cyberattacks is $8.6 million per business (Stanciu & Tinca, 2017) and 90% of
compromises are originated from victimized companies (Schiavone et al., 2014). Therefore, not
only were the practices, structure, and operation of businesses explored in depth but also the
technology and cyber vulnerabilities. In addition, all components of this study, such as
frameworks, participants, and implications for change, reside exclusively in the field of business.
In other words, this research associates closely with technology, operation, human resources, and
development of the business umbrella. Therefore, exploring the ongoing problem of the
increasing cyberattacks against U.S. small- and medium-sized enterprises is directly related to
the business field.
Summary of the Significance of the Study

In brief, this study focused on cyber defense in businesses, specifically their cyber-
defense capability, which contributes significantly to the business field. Particularly, this
research reduces the existing gap by focusing on both non-technical and technical dimensions of
the problem, instead of technology-assisted attacks and technology-focused attacks. In addition
to adding to the body of knowledge, the results of the study will serve as the agent for change for
cyber professionals and businesses to implement appropriate strategies. By strengthening
cybersecurity, customer loyalty and trust, business reputation, and productivity will be enhanced
by more than 89% (“Strong Cybersecurity Helps Businesses to Grow,” 2017). From a
theological perspective, cyber defense in business is the fight between good (business growth)

and evil (cybercrime), for which God is with those people who put forth light in darkness (Isaiah
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5:20; Psalm 37:9). With divine cause and providence, this study shed light on breakthrough
knowledge regarding the ongoing problem of cyberattacks in businesses.
A Review of the Professional and Academic Literature

The review of professional and academic literature, presented in this study, addresses two
fundamental domains of cybersecurity and three conceptual foundations. Importantly, this review
discusses both technical and non-technical components of cybersecurity in businesses. First, the
first topic to be addressed is that of cyberattacks, including elements of cost, common types, and
threat landscapes. Following the section on cyberattacks, the cyber defense section focuses
exclusively on methods and mechanisms to support and improve cyber capabilities in businesses.
This section discusses the building of a proactive defense, defense capabilities, risk management,
cyber-defense mechanisms, disaster recovery and business continuity, and weaknesses of cyber
defense. Finally, the section on theories and principles of cyber defense will examine the
conceptual connection between technology and enterprise, in which the improvements of cyber
capabilities are discussed in terms of organizational changes, policies, training, and governance
in U.S. businesses. Particularly, cyber situational awareness theory, cyber defense mechanisms
theory, and Control Objectives for Information and Related Technology (COBIT) 5 were the
primary framework of theories and principles of the cyber defense section. In short, this review
of the professional and academic literature is a thorough overview of cyberattacks, cyber
defense, and relevant theories and principles of cybersecurity in U.S. businesses.
Cyberattacks

Understanding the components of cyberattacks against small- and medium-sized
businesses is the foremost step for U.S. SMBs to defend against cyberattacks. In doing so, U.S.

SMBs have the capability to recognize adversaries, attack approaches, vulnerabilities in IT
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infrastructure, and cyber damages. By reviewing the existing literature on cyberattacks, SMBs
will become more informed on the problem of companies continuing to fall prey to
cybercriminals. With that intention, this section examines the crucial components of
cyberattacks. These components are costs of cyberattacks, common cyberattack methods, and
threat landscape with respect to U.S. SMBs.

Cost of Cyberattacks. Cyberattacks have severe impacts on victimized businesses. As
reported, U.S. businesses lose billions of dollars to cyberattacks annually (Wang, 2019). Hence,
costs are inevitably the dominant aftermath that business victims bear after every cyber breach.
Therefore, the impacts of costs in the aftermath of a cyberattack must be analyzed in order to
better assess the cyber damages. With that intention, the effects of cyber damages in terms of
cost, background of security investments, financial costs, and impacts on reputation and
customer trust are discussed.

Background of Security Investments in Small and Medium Businesses. Typically,
business investments aim at creating value whereas, with the cyberattack pandemic,
cybersecurity investments aim to reduce loss incurred by perpetrators. As SMBs continue to fall
victim to cybercriminals (Paoli et al., 2018; Tagarev et al., 2017), the expenses to implement and
maintain countermeasures rise persistently. Chronopoulos et al. (2018) indicated that with the
new threat landscape, businesses are not only driven to spend a larger security budget but also to
invest more proactively. Compared to large organizations with tremendous investment in
cybersecurity, SMBs are more vulnerable, due to budget constraints and unskilled cyber human
resources (Hawkins, 2017). As a result, 72% of cyberattacks target SMBs (Fielder et al., 2016).
The information revealed by Hawkins (2017) and Fielder et al. (2016) is confirmed through data

collection. Among other discovered themes, the problems of the lack of investment in
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cybersecurity, problems of human resources, and lack of knowledge are greatly endangering
SMBs. According to Gordon et al. (2015), the recommended optimal security investment for
companies should be 36% of the expected financial losses from cyber breaches. Indeed, with a
10% decrease in security budget allocation in 2017, U.S. firms have suffered greater breaches
(Fielder et al., 2018). To mitigate cyber risks, businesses must strengthen two dimensions
simultaneously: people and technology. To optimize expenses of SMBs, Krishan (2018)
recommended that business decision makers implement strategic business continuity
management plans, maintain highly skilled incident response teams with extensive encryption
capability, and promote employee awareness and training with security culture as the objective.
In fact, awareness, training, and cultivating a cybersecurity culture were considered the strategic
solution to curb human errors which lead to many cyberattacks. These themes derived from
collected data pointed out that when human errors are limited, cyber criminals will less likely
attack a company. Additionally, SMBs should have their own security breach model based on
threat landscape, interconnectedness of systems, and past events, in order to allocate an
appropriate budget for security measures (Musman & Turner, 2018; Srinidhi et al., 2015).
Because a company can only be as strong as its weakest possible target, optimal security
investment to enhance defense capability is the significant factor in preventing a company from
becoming the next victim of a cyberattack pandemic.

Financial Cost. Financial cost as a consequence of cybercrime is inevitable. The Federal
Bureau of Investigation (FBI) Internet Crime Complaint Center (2018) reported that U.S. SMBs
lost $2.7 billion in 2018 and this number is expected to rise in the upcoming years. In an effort to
enhance their defense capability, 87% of businesses expect to increase their security budget in

the next 3 years, with 10% planning to spend double (“Strong Cyber Security Helps Businesses
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to Grow,” 2017). Unfortunately, when a breach is identified, it costs SMBs $28,000 instantly,
and the cost rises to $105,000 if left unresolved for a week (Kaspersky Lab, 2017). Given the
severe financial damage, the future cost will be much larger, as volumes of devices in SMBs
increase 55% by 2020. Specifically, the expenses commonly associated with an identified attack
are the cost of third-party consultants to investigate and resolve the damage, the cost of repairs
and/or replacement of systems and information, reduced revenue during downtime, and possible
compensation and litigation costs (Brasington & Park, 2016). The cost of cybersecurity that
Brasington and Park (2016) identified corresponds with information revealed by participants.
The collected data discovered further that SMBs cannot afford these cost. These expenses
illustrate that once becoming a victim of cybercrime, SMBs could end up bankrupted or could
take an immeasurable time to recover.

Damages to Reputation and Customer Trust. Victimized businesses suffer not only
financial loss but also reputational damage in the aftermath of a cyberattack. When a security
breach is made public, the reputation of a company is severely damaged, which leads to
immeasurable consequences and unrecoverable damages (Information Systems Audit and
Control Association [ISACA], 2019a, 2019b). For SMBs, the non-financial damages are brand
value and customer trust (Pharris, 2019). Morse et al. (2018) concluded from victimized
businesses that, regardless of organizational size, there is a strong correlation between security
breaches and negative stock price movements with long-term fluctuations. Factors affecting this
correlation are the erosion of customer goodwill and reduced investor confidence in business
leadership. It is important to acknowledge that SMBs will require a longer time with greater
effort to recover to pre-attack conditions as compared to large corporations, which have the

resources to absorb both financial and non-financial damages of a cybercrime (Heikkila et al.,
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2016). Additionally, to be more secure after falling victim, businesses often modify and
implement new security mechanisms. Inevitably, new implementations will somewhat impact the
existing business processes and organizational management, which may lead to unfavorable
operational effectiveness (Deane et al., 2019). With significant non-financial damages on
victimized businesses analyzed, cybercrime against enterprises is horrendous and can put an end
to unprepared victims.

Common Methods of Cyberattacks. Analyzing the common types of cyberattacks is to
acknowledge the malicious and deliberate attempts by threat actors to breach the information
systems of SMBs. As attacks are unpredictable, analyzing common attack methods will greatly
help businesses in anticipating future possible cyber breaches. In addition, by analyzing common
methods of cyberattacks, businesses will be better informed to develop effective measures to
mitigate common threats. This section explores and examines methodologies and approaches of
seven typical types of cyberattacks. They are business email compromise, data breach,
Distributed Denial of Service attack (DDoS attack), malicious software, phishing, ransomware,
and social engineering.

Business Email Compromise. In business email compromise (BEC), threat actors
compromise business email accounts through social engineering techniques and technical
intrusion, to conduct unapproved transfer of funds (Meyers, 2018). Although BEC is considered
to be an old-fashioned cybercrime, financial losses of businesses with compromised emails
continue to rise annually (Wilson, 2018). Derouet (2016) reported that in 2014 and 2015,
compromised emails cost U.S. businesses $3.1 billion, with 84% of enterprises suffering from
this type of cyberattack. Notably, compared to other technology-advanced cyberattacks,

conducting BEC requires the least knowledge of technology while the financial reward is high, if
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not higher than some technology-dependent attacks (“Major BEC Gang Targets Top
Executives,” 2018). In essence, there are three most common approaches for this type of
cyberattack against organizations with a lack of cyber defense, such as SMBs. They are identity
spoofing, homograph domains, and username and private email spoofing (Derouet, 2016). While
Derouet argued that businesses should enhance their cyber protection through implementation of
technical countermeasures such as domain-keys identified mail, domain-based message
authentication, reporting and conformance, and sender policy framework, Zweighaft (2017)
believed that the root cause of BEC is the lack of awareness and cyber engagement.
Implementation of robust training and proactive prevention programs could create a culture of
skepticism as the solution for this dilemma of compromised emails. As BEC is a combination of
social engineering and technology-based attack, business decision makers are recommended to
rely on both technical and non-technical approaches to mitigate BEC threat (Mansfield-Devine,
2016b). Therefore, it depends on businesses’ discretion to limit this cyber threat.

Data Breach. A data breach is a security incident in which a release of sensitive data by
an unauthorized person or a member of the victim organization could result in financial loss and
other severe consequences (Jackson et al., 2019). In fact, 2017 was an alarming year of reported
data breaches in U.S. businesses, with 1,579 million incidents. Despite many tough business
policies, technical measures, and government regulations, the volume of leaked information is
expected to increase 50% in the next 5 years (Wheatley et al., 2016). Importantly, compared to
other types of cyberattacks, leaked data directly impacts consumers and partners of businesses,
while these victims are unaware of how they are targeted and exploited (Mikhed & Vogan,
2018). From the standpoint of victimized businesses, besides direct consequences such as fraud

and theft enabled by leaked data, their market value and reputation are diminished severely; it



32

takes these victims years to recover and results in bankruptcy in many cases (Schatz &
Bashroush, 2016). Specifically, SMBs are the most vulnerable to data breach due to the lack of
technical resources, employee skills, or assurance from internal audit (Rai & Chukwuma, 2016).
In fact, this was the concern of the majority of participants. To add to the existing problem,
SMBs have far more data breach incidents with higher damages than large corporations;
however, this situation is often overlooked by the public and those in the cybersecurity field (Rai
& Chukwuma, 2016; “SMBs Are a Huge Target for Hackers,” 2017; Tolosa, 2015). Based on the
reviewed literature, cyber defense in SMBs needs further close examination, especially data
breach, as it could lead to other types of cyberattacks.

Distributed Denial of Service Attack (DDoS Attack). Distributed denial of service
(DDoS) attacks are highly disruptive for business operations. This type of attack attempts to take
away the network resources of a computer or a system from its users temporarily or permanently
through flooding the bandwidth with traffic (Saied et al., 2016). To carry out the attack, DDoS
forms botnets of networks comprised of infected devices unknown to their users, to overwhelm
the victim’s bandwidth. Karoui (2016) concluded that, despite the fact that DDoS is well known
to the business world, it is the most dangerous for e-commerce businesses based on risk values,
as these organizations rely significantly on the availability of Internet resources. Alarmingly,
DDosS attacks grow, on average, 23% per year; 2016 was the year with the largest incidence,
which involved more than 152,000 devices against a single enterprise system (Kaur Chahal et al.,
2019). Commonly, enterprise systems are attacked at the network/transport layer and application
layer, for which they are the Achilles’ heel of many computer networks in businesses (Hoque et
al., 2015). Vishwakarma and Jain (2020) predicted that, although multiple businesses have

changed their network architecture and employed powerful hardware, the possibility of
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businesses becoming victims of a DDoS attack is inevitable because Internet of Things (10T)
devices with low built-in security mechanisms will become the massive weapon for flooding
bandwidths of targeted networks. Based on this prediction, strengthening cyber defense against
DDosS attacks is expected to be a fierce challenge for businesses.

Malicious Software. With the existence of computers comes the threat of malicious
software or malware. Malware refers to software with the functionality of causing harm to a user,
device, and systems (Nikolopoulos & Polenakis, 2017). A wide variety of malware exists with
different destructive capabilities. The most well-known malware causing havoc to businesses
includes worms, viruses, Trojan horses, and spyware (Shijo & Salim, 2015). According to the
FBI’s report on 2019 cybercrime, malware is among the top five types of cyberattacks against
SMBs, as cyber-defense mechanisms in these organizations, such as antivirus software and scan
and monitor programs, are primitive and outdated against the current propagation of malware
(FBI News, 2020). Indeed, this type of cyberattack is a pandemic in both the business field and
the cybersecurity field (Miraglia & Casenove, 2016). Furnell and Dowling (2019) reported that
the volume of malware targeting businesses increased significantly by 145% between 2016 and
2017. Additionally, they predicted that in a decade there will be an explosion of malware attacks.
From a cybersecurity perspective, this type of attack is exceptionally challenging to tackle.
Malicious software can facilitate other sophisticated cyberattacks and is highly contagious due to
the massive growth of Internet-connected devices (Malatji et al., 2019; Visu et al., 2019).
Significantly, this malware pandemic destroying businesses is believed to be unstoppable due to
the popularity of Internet-of-Thing (10T) devices and the practice of bring-your-own-device in
businesses (Baillette & Barlette, 2018; Qamar et al., 2019). Participants addressed this issue from

multiple perspectives. They believe that this issue is originated from the obsolete information
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system, weaknesses of human errors, the lack of security, and the absence of a cybersecurity
culture. Given the current impacts of malware on business and its threat landscape, it is only a
matter of time before private enterprises are crippled by malicious software.

Phishing. Cybercriminals employing phishing combine both social engineering and
technical deception to steal confidential data and financial information (Alsharnouby et al.,
2015). Despite numerous advances in automated detection as the strategic security mechanism in
businesses, this method is still effective against users with lack of cybersecurity awareness.
Resnik and Finn (2018) reported that within the last decade, the direct cost of phishing on U.S.
businesses was $3.2 billion, while on average, each business spent approximately $3.77 million
per year to tackle phishing attacks. Notably, with new countermeasures, this technology-
dependent social engineering tactic employed by attackers is changed drastically to adapt to the
new security environment (Aleroud & Zhou, 2017). Alsharnouby et al. (2015) argued that,
because users only detect 53% of phishing websites and 79% of legitimate websites, the strategic
solution against this technical social engineering attack is user education through training
programs. In contrast, Moghimi and Varjani (2016) believed that, by creating a massive Internet
banking with string-matching algorithm embedded in search engines and web browsers through
third-party services, this traditional cybercrime will be solved with 99.14% detection accuracy.
In essence, this approach is based on the perception that human errors are unavoidable; therefore,
tackling the issue with technical solutions will eliminate this technology-related social
engineering cyberattack. Given these points, although phishing is an old-fashioned type of
cyberattack, a combination of both human-centered and technology-related solutions is highly

crucial to put an ultimate end to phishing.
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Ransomware. Ransomware is an increasingly common method of cyberattack that threat
actors rely on to target not only private organizations but also public entities (FBI, 2018). In fact,
ransomware schemes are highly profitable, so that traditional cyber thieves are abandoning their
old ways to favor this method (Allen, 2017). In essence, ransomware works by denying victims
from accessing data or systems that are vital to their organizations’ operation (Mansfield-Devine,
2016a). According to the FBI, email attachments and “drive-by” websites are the two most
typical ways that devices can become infected with ransomware (FBI News, 2015). With the
email attachments method, the malware is attached to an important-looking email, from which
the device is infected once the user opens the attached file (FBI, Internet Crime Complaint
Center, 2018). More recently, victims are increasingly lured by “drive-by” websites, which carry
ransomware and transmit to victimized devices through pop-up windows and deceptive content
(FBI News, 2015). Mansfield-Devine (2016a) reported that 44% of businesses had fallen victim
to ransomware infection, while 27% of them have been attacked more than once. Notably, that
report also indicated that two thirds (65%) of affected businesses paid the ransom. Unfortunately,
even if victims pay the ransom, it depends on the cybercriminal’s mercy to provide the
decryption code (FBI News, 2015). O’Kane et al. (2018) forecasted that, as there is a 600%
increase in the ransomware families and the estimated market worth of ransomware is $200
million per annum, this method of cyberattack will not only weaken the Internet but also cripple
the financial system by destroying businesses. This prediction is highly plausible, with the rise of
cryptocurrency and the growth of 10T creating a target-rich environment for cyberattackers
(Wani & Revathi, 2020). Ransomware was discussed by participants in the context of malicious
software. Indeed, this type of attack falls into seven discovered themes. These themes are lack of

knowledge, problems of human resources, the lack of investment in cybersecurity, the human



36

factor is the weakest link, training and support, security policies, and obsolete technological
infrastructure.

Social Engineering. Social engineering is the art of deceiving exploitable users to target
confidential information and critical information systems (Tromble & McGregor, 2019).
Importantly, it is highly challenging to combat social engineering, as social engineers prey upon
human aspects, the weakest link of cybersecurity (Algarni et al., 2017). To exploit the human
element of security in businesses, perpetrators execute four foundational phases, which are
research, developing rapport and trust, exploiting trust, and utilizing information (Mouton et al.,
2016). Bullée et al. (2018) concluded from studying 74 successful social engineering attacks
against SMBs that persuasion principles were utilized in 88% of these cases, with authority and
liking as the two most commonly used sub-principles. Alarmingly, perpetrators use social
engineering attacks as the gateway for other sophisticated cyberattacks, which are highly
undetectable and extremely devastating. Indeed, advanced persistence threat enabled by social
engineers costs U.S. businesses approximately $400 billion annually (Al-Matarneh, 2020).
Disturbingly, the same report also predicts that cybersecurity budgets of U.S. business will soar
by 60% in 2020 with respect to social engineering as the root cause. Specifically, without the
reinforcement of social engineering exploitation, BEC, ransomware, deceptive phishing, and
zero-day vulnerabilities would not have the deadly capability to infiltrate most victimized
businesses (Al-Matarneh, 2020; Auty, 2015; Proof Point, 2019; Rass et al., 2017). Attacks
classified as social engineering attacks were discussed thoroughly by participants through theme
6: Human Factor is the Weakest Link. They claimed that because employees are unaware and
untrained, therefore, social engineering types of attacks happen. This leads to a relating theme 9:

Obsolete Technological Infrastructure. The consensus perspective of interviewees was that there
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will always be human errors and the existing technology should be able to prevent these errors
enabling attacks. However, the majority of SMBs, as claimed by participants, has the obsolete
infrastructure. Therefore, social engineering types of attacks are both common and dangerous.
Similar to other cyber threats, threat actors targeting human errors of computer systems evolve
contingently on businesses’ countermeasures. For a highly aware business environment in a
company, social engineering malicious attempts seem to be more innovative and complex, with
strategically organized plans (Aldawood & Skinner, 2019). Therefore, social engineering is a
long-term problem for cybersecurity in SMBs as threat actors are extremely adaptive to cope
with businesses’ solution.

Threat Landscape. The threat landscape of cybersecurity consists of the emerging
weaknesses and vulnerabilities. Notably, threat actors often exploit emerging weaknesses and
vulnerabilities in technology infrastructure to victimized U.S. businesses (Richardson et al.,
2019). Because the fields of cybersecurity and business are constantly changing, reviewing the
threat landscape of risks and uncertainties will greatly enhance decision-making processes of
companies in planning and investing for cyber-defense mechanisms (Anstee, 2015). According
to Anstee (2015), when business decision-makers are informed on emerging cyber weaknesses
and vulnerabilities, they can make more effective decisions to adapt to the new threat landscape.
With that purpose, artificial intelligence (Al), Internet of Things (10T), skill shortage, the cloud,
and state-sponsored attackers are reviewed and examined as the rising threats against
cybersecurity in businesses.

Artificial Intelligence (Al). Artificial intelligence (Al) is a growing technology trend, in
not only the business field but also the cybersecurity field. Al is the theory and improvement of

computer systems with the capability of performing operational tasks that often require
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employees’ decisions and operation (Norman, 2017). Because of the high productivity, usability,
and functionality, more businesses, especially small and medium sized, are adopting Al to cut
costs and improve performance results (Ransbotham et al., 2017). In fact, 80% of business
decision-makers view Al as the game changer for organization expansion. Nevertheless, despite
the convenience that Al provides, cybersecurity is a concern for this growing technology trend.
The use of automated machines can undermine the in-place cyber-defense mechanisms with
technical accidents, flawed designs, and insider threats (Yampolskiy & Spellchecker, 2016).
Even more dangerous, Al systems with self-modifying and self-improving ability magnify digital
vulnerabilities in organizations. Particularly, Al is highly vulnerable to malware for which
perpetrators targeting confidential data are the main threat actors (Caviglione et al., 2016).
Therefore, while Al is considered a revolutionary adoption for many businesses (Schneider &
Leyer, 2019), from the perspective of the threat landscape, its opportunities come with
vulnerabilities.

Internet of Things (10T). With cyberattacks on the rise, the use of 10T devices results in
a pessimistic threat landscape for an enterprise environment. Because 10T devices are Internet-
capable machines with wide interconnectedness, it is challenging to operate security solutions in
businesses with respect to usage activities and network management (Safaei Pour et al., 2019).
Alarmingly, these devices have low to no built-in cybersecurity capability because their
manufacturers focus on competitive landscape (i.e., production cost) and technical constraints.
Indeed, attacks via 10T devices have risen significantly within the past several years, especially
DDoS attacks in which each of the observed cyber breaches had devices with one of four types
of connection with the victimized targets (Stellios et al., 2018). The four common connections

are direct connectivity, direct physical connection, direct logical connection, and indirect
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connectivity. As cyberattacks enabled by 10T devices are increasing rapidly, Nebbione and
Calzarossa (2020) predicted that loT-based cyberattacks against U.S. businesses will grow by
over a quarter by 2025. With the current landscape and future prediction, 10T is becoming a
predominant danger to businesses. Relating to 10T, participants believed security policy and
network segmentation are the two solutions limiting the intrusion of cyber criminals.
Corresponding to the prediction of Nebbione and Calzarossa, cyberattacks enabled by small
personal devices against organizational structure were a concern of a majority of participants.
Skill Shortage. With the fast-growing trends and types of cyberattacks against
businesses, there is a severe skill shortage to reinforce cyber-defense capability in companies.
With 82% of businesses reporting inadequate human resources with respect to security experts,
skill shortage is an imminent threat directly tipping the scale of cyber defense and cyber
perpetrators (Petruzzelli & Sharma, 2019). This is a much bigger dilemma for small- and
medium-sized enterprises than larger businesses, because 31% of cybersecurity professionals are
attracted to a well-paid salary while a large majority of new talents prefer positions with growing
job opportunity that only corporations offer (Smith, 2018). Caldwell (2013) predicted that if the
growth of cyberattacks is steady and under control, it will take at least 20 years to fulfill the
cybersecurity-skill gap. Specifically, as of January 2019, the National Initiative for Cybersecurity
Education reported that U.S. businesses are facing a shortage of 314,000 cybersecurity workers
(Petruzzelli & Sharma, 2019), while only 7% of U.S. top universities have majors or minors in
information security (Coppel, 2016). Alarmingly, the current threat landscape of skill shortage is
not only a crisis to U.S. businesses but also to national security, as the private sector is highly
vulnerable to threat actors, including nation-state sponsored hackers (“Severe Shortage of

Cybersecurity Professionals,” 2018). Indeed, skill shortage was discussed thoroughly by all
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participants as organizations that these participants working for are understaffed. One participant
discussed further that SMBs cannot compete with large corporations in term of talent attraction
because of budget and employment advancement opportunities. Given that the deprivation of
skills cannot be filled expeditiously, it will not be long before businesses are hacked because of
cybersecurity skill shortage.

The Cloud. With advanced collaboration, improved flexibility, and reduced costs,
businesses adopt cloud computing to assist their operations and processes, especially SMBs
(Tripathi & Nasina, 2017). Specifically, a majority of SMBs uses the public cloud because of the
pay-as-you-go cost structure and flexibility. Nevertheless, many vulnerabilities in cloud
computing attract threat actors targeting small-scale businesses. In fact, integrity and
confidentiality mishaps in the auction process and the migration process of cloud computing
have led to major DDoS attacks against businesses (Majhi & Dhal, 2016). In the worst cases,
misconfigurations between cloud service providers and host-level security have resulted in
attackers gaining control of targeted hosts and undermining network infrastructure. Furthermore,
as mobile cloud computing is gaining popularity in SMBs, enterprises expect to suffer from two
threats simultaneously: Internet of Things and cloud computing (Er Amandeep, 2017). Er
Amandeep (2017) reported that with reliance on mobile cloud computing, insider threats and
data breach are the two biggest concerns for businesses. Additionally, there is a deficiency of
cybersecurity professionals specializing in cloud computing in both cloud service providers and
businesses, which poses a high risk for a large-scale cyberattack targeting the cloud (Yang et al.,
2017). With 51.3% of SMBs looking at outsourcing to cloud service providers (Balco et al.,
2017) and $1 trillion spending relating to cloud service in the business sector (Vithayathil, 2018),

cyberattacks via the cloud will sharply rise due to the target-rich environment, the use of 10T
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devices, and severe skill shortage. With the current situation of the cloud in businesses, the
predicted threat landscape is highly unfavorable for SMBs.

State-Sponsored Attackers. With the new risk landscape of cybersecurity in businesses,
the backgrounds and attack targets of threat actors also change. With free enterprise as the
fundamental idea for the market economy, state-sponsored hackers are becoming the new normal
for U.S. business (Vincent, 2017). Compared to major corporations with massive defense
capability, U.S. SMBs are easier targets, for which web-based attacks are the most common
method. Importantly, these state-sponsored perpetrators are changing to 10T devices as
companies are adopting them at a rapid pace. Specifically, weaknesses of coding defects,
software design deficiencies, and absence of tamper proofing in business IoT devices are the
prime target for this rising type of threat actor (Khera, 2017). Past cyber breaches in U.S.
corporations caused by state-sponsored attackers have proven that advanced defense mechanisms
of well-funded technology infrastructure could not withstand target-specific cyber strikes of
dedicated state-level attackers (Conti & Fanelli, 2019). Although state-sponsored attacks against
SMBs are not common contemporarily, Conti and Fanelli (2019) predicted that, with the U.S.
government underprepared for protecting the private sector and businesses unaware of their
vulnerabilities, companies of all sizes across industries will have to deal with a “cyber Pearl
Harbor” in the near future (p. 55). Despite the pessimistic future as a result of state-level
attackers, it seems that U.S. SMBs have the valuable time to strengthen their defense capabilities
to counter the foreseeable digital “Pearl Harbor” on the cyberspace (Conti & Fanelli, 2019, p.

55).



42

Cyber Defense

Defense capability is crucial for businesses to defend against cyberattacks. The functions
of defense capability are not only to mitigate and eliminate effects of a cyber breach but also to
safeguard the assets of an organization. With that critical mission, components of cyber defense
in SMBs are carefully reviewed to explore and identify vital elements that could be strengthened
for more secure defense capabilities. Companies with better cyber-defense capabilities are less
likely to be victimized by cybercriminals (Conti & Fanelli, 2009). With the focus on cyber-
defense capabilities, this section examines thoroughly the building of a proactive defense,
categories of defense capabilities, parts of risk management, types of cyber-defense mechanisms,
plans of disaster recovery and business continuity, and the current weaknesses of cyber defense.

Building a Proactive Defense. A proactive defense is considered the most effective
approach that supports businesses fending off sophisticated cyberattacks, especially advanced,
persistent attacks that are crippling to all sizes of organizations (Huang & Zhu, 2020). The main
principle of a proactive defense is to understand threats and take appropriate procedures to
counter cyberattacks. More succinctly, companies building a proactive defense must take both
technical and organizational approaches to mitigate future cyberattacks (Byres, 2014; Lai & Wu,
2015; Wagner, 2016). By doing so, businesses are better defended against both technical and
non-technical cyberattacks. To build a proactive defense, strategizing defense in depth,
understanding cyber threats, and performing routine checkups of software and hardware are
reviewed thoroughly, as they constitute the core steps of the transformation of cyber defense to
be more proactive.

Defense in Depth. Defense in depth is considered the holistic approach to harden both

network infrastructure and configuration by adding both technology and human-centered
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solutions to multiple layers of cyber defense (Presher, 2015). The rationale behind this strategy is
that, because cyberattacks are well planned and quite complex, not a single defense mechanism
or methodology can thwart attacks, especially those with high intensity and number. With
technology implementation for defense in depth strategy, Byres (2014) recommended for
organizations to install hardware and software that focus inclusively on quickly detecting,
isolating, and repressing both attacks and threats. The methodology puts up differentiated layers
of defense with threat-specific layers of security mechanisms to overwhelm any adversaries
(Byres, 2014). In terms of human-centered solutions, improving human—computer interaction for
maintaining security is the central point, as technical mechanisms could be bypassed by
employee-caused vulnerability (Lai & Wu, 2015; Wolff, 2016). Specifically, password policy,
drive-by download, behaviors of non-malicious users, and preventing employees from
circumventing security measures are the real-world concerns in the business environment (Lai &
Wu, 2015; Wolff, 2016). Similar to information revealed by Lai and Wu (2015) and Wolff
(2016), for human-centered solutions, participants encouraged limiting human errors through
training and policy and cultivating a cybersecurity culture. The idea is to form employees’ habits
of safe human-computer interaction. In brief, defense in depth is not only a strategy supporting
organizations in building or transforming their cyber defense, but also may serve as a guideline
for implementing defense mechanisms and improving human interaction for maximizing the
functionality of those mechanisms.

Understanding the Threats. Understanding cyber threats is the first step of proactively
defending against cyberattacks. In a business environment, with the understanding of upcoming
threats, organizational decision makers would be more motivated to identify the gap in

preparedness (Nam, 2019). Importantly, Nam (2019) concluded from studying U.S. SMBs that
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there is an enormous gap between perceived threats of cyberattacks and preparedness for cyber
defense. Based on collected data, Nam’s statement is accurate in the context of SMBs.
Participants blamed the lack of preparedness on business leadership as business owners either
have a lack of cyber knowledge or do not believe cyberattacks are imminent threats. Because of
the changing landscape of cybersecurity, this conclusion means that U.S. businesses will fall
victim to cybercrime in larger numbers than reported, due to being underprepared. Trotter et al.
(2018) and Fawaz and Shin (2019) warned that with the increasing popularity of 10T devices in
organizations, the majority of future cyberattacks will be initiated from personal devices and will
target personal data and confidential information. Therefore, businesses ignoring the
preparedness by not developing their understanding of threats will likely be the next victims of
cyber adversaries.

Routine Checkups for Hardware and Software. Related to understanding threats,
businesses conducting technology infrastructure assessment will likely be more secured, as they
could discover risks, threats, and existing vulnerabilities before threat actors take advantage of
those technical weaknesses (Bamakan & Dehghanimohammadabadi, 2015). In terms of software
and personal digital devices, checking and updating software patches is considered a proactive
defense, by getting ahead of cybercriminals attempting to exploit software vulnerabilities (Ge et
al., 2018). Indeed, for SMBs with small budgets, patching is a short-term reinforcement for their
loT devices. While hardware attacks are not prominent, hardware are highly vulnerable to
malicious microchip installation and reverse engineering attacks (Wagner, 2016). As a result,
checking on hardware could expose and end an in-process physical cyberattack. Importantly,
hardware provides the vital foundation for software; therefore, when hardware are compromised,

all applications and network systems of an enterprise will presumably be exploited. The current
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problem for cybersecurity in business is that, according to participants, SMBs do not perform
routine checkups for hardware and software. Because of this, a few participants believed that
they will be victimized in a near future. Given the importance of assessing the health of software
and hardware, businesses building a proactive defense must routinely check their technology
infrastructure to discover and eliminate vulnerabilities and to be aggressive in defending against
cyberattacks.

Defense Capabilities. To be highly secured against cyber adversaries, SMBs are required
to strengthen their defense capabilities. There are many measures for improving cyber defense
that companies can apply to their infrastructures to avoid or mitigate cyberattacks. Nevertheless,
the measures for improving cyber-defense capabilities are categorized into four competencies
that cover all stages of a cyberattack. These four competencies address preparations before the
attack to necessary action in the aftermath of a cyber breach. This section addresses defense
capabilities in terms of how businesses prepare, prevent, detect, and respond to cyberattacks.

Prepare. Preparing for cyber defense is to prepare for cyberattacks. In respect to
theoretical preparation, businesses need to develop foundational knowledge of the types and
trends of cyberattacks in their specific industry and region (Bandler, 2018). Additionally,
formulating an incident response plan and performing risk analysis based on digital security
concepts of confidentiality, integrity, and availability is greatly recommended. Further, scenario-
specific preparation and simulations would improve cyber resilience and responsiveness of
businesses (Taitto et al., 2018). The fundamental approach is to deliver both threat-specific
training and whole-systems exercise. Beyond human-centered preparedness, making cyber
investments in upgrading and securing network infrastructure and software strengthens the

immunity of most cyber breaches (Nagurney & Shukla, 2017). In fact, the less money invested in
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cyber defense, the more financial damages occur to U.S. SMBs (Fielder et al., 2018). The point
made by Fielder et al. (2018) is a dilemma for SMBs. SMBs often have limited budget. In
addition, there are other issues such as leadership and lack of knowledge. Therefore, preparing
for cyber defense is often neglected. Given these points, businesses must understand both
internal and external environments to establish a concrete defense foundation.

Prevent. Assuming that all preparation steps are taken, it is crucial for businesses to
prevent cyberattacks. In reality, the financial consequences of a cyber breach are severely higher
than business spending on attack prevention (Brasington & Park, 2016). While cyber preparation
focuses on strengthening the existing network infrastructure and cyber human resources,
cyberattack prevention emphasizes making additional technology investments and implementing
cutting-edge proactive mechanisms (Nagurney & Shukla, 2017). Specifically, these mechanisms
are network infiltration prevention, multi-factor authentication technologies, and user-side
encryption. Regarding the growing trend of prevention measures, more U.S. businesses are using
artificial immunity-enhancing module for servers, as it ensures the availability of critical servers
with inmate and adaptive immune functions (Tarao & Okamoto, 2017). This trend indicates that
the future of attack prevention mechanisms includes artificial intelligence and machine learning
technology (Okamoto & Tarao, 2018). Under these circumstances, making optimal investments
for the latest proactive defense technology seems to be the foremost strategy for businesses to
have the technical advantage in preventing future attacks. In fact, making optimal investments
were discussed by participants as a solution for the limited resources. These optimal investments
include choosing an affordable third-party, checking and updating vulnerable software, and
implementing a cybersecurity culture with a focus on training and policy. Based on collected

data, prevention steps focus more on human factors than technical elements.
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Detect. Detection and prevention go hand in hand, as a detected threat is easier to prevent
than an unknown one. The cyber capability of detection in a business is crucial to mitigate
incoming threats, as it provides a clear operating picture and aids decisive action capabilities
(Borum et al., 2015). For U.S. SMBs, a powerful combination of infiltration detection and
prevention system is the ideal system to thwart most attacks, as it is comprised of one intrusion
detection system agent, a load balancer device, and multiple intrusion response mechanisms
(Korba et al., 2016). Additionally, according to Rai and Chukwuma (2019), an effective
detection needs the implementation of a managed security service provider and security
information event management, as they monitor the network 24/7. This recommendation comes
from the belief that most cyberattacks occur over the network domain. Based on collected data,
the current technical solution of SMBs is incapable of following Rai and Chukwuma’s
suggestion. Rai and Chukwuma and employees working for SMBs share the same suggestions
for detecting threats. Therefore, interviewees encouraged the reliance on the third-party
cybersecurity service. Importantly, cutting-edge technology and training programs alone cannot
detect most malicious insider attacks (Clarke et al., 2019). Concluding from studying 42 U.S.
SMBs, Clarke et al. (2019) stated that workplace satisfaction has an enormous effect on detecting
malicious insider threats while also aiding cyber analysts in measuring the impact of a specific
insider threat. With this point, an outstanding detection capability of a business requires not only
the installation of cutting-edge technology but also the involvement of organizational
management in improving workplace satisfaction to discover insider threats. In fact, this was the
hope of many participants. The ideal detection capability requires the combination of both

technology and organizational management.
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Respond. Responding to threats and attacks depends greatly on steps taken and
capabilities established in preparation, prevention, and detection (Rizov, 2018). According to the
Cybersecurity and Infrastructure Security Agency (n.d.), cyber response is a collection of
activities that businesses develop and implement to address detected cyber threats. The success
of a cyber response is evaluated by the containment of the impact on organizational
infrastructure. In a business environment, there are true positive and false positive threat alerts;
therefore, the responding process must be capable of profiling security events and preprocessing
detected data accurately (Lee et al., 2019). To enhance this responding, Lee et al. (2019)
suggested the application of artificial neutral networks in business defense capabilities, which
would greatly lower costs by reducing the involvement of security analysts and improve
accuracy in addressing risks. In short, the framework of response emphasizes the triad of time,
cost, and efficiency, which is tied to decision making and technology in an organization (Clay,
2015). With the increasing threat impact and frequency, Clay (2015) proposed the use of
automated response to improve the triad of cyber-threat response through a unification process
between organizational decisions and technological enhancement for building the defender’s
advantage. In short, response is a strategic step for which business cannot afford mistakes, as it
decides the outcomes of threat impacts. In reality, based on collected data, SMBs do not have the
capability to respond to cyberattacks. Hence, they often suffer the aftermaths.

Risk Management. The purpose of risk management in cybersecurity is to identify,
evaluate, and prioritize all sources of risks, to minimize or eliminate the impacts of cyberattacks
on businesses (Kure & Islam, 2019). By conducting risk management, businesses develop a
better understanding of their cyber capabilities. This means that organizations can focus on the

existing vulnerabilities and implementing appropriate measures to counter cyberattacks. More
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importantly, risk management covers both technical and organizational elements of a companies.
In reality, participants revealed that SMBs are highly inadequate in managing risks of
cyberattacks. These circumstances are the result of many weaknesses existing in SMBs. To hame
a few, they are the lack of knowledge of leadership, numerous daily human errors, the absence of
investment in the defense capability, and other elements outside of the SMBs’ environment such
as the advancement of technology. Below is the essence of risk management that no matter the
size of a business organization, business decision-makers and IT professionals are highly
suggested to adhere to for effectively manage cyber risks. This section discusses the
identification of cyber risks and vulnerabilities and implementing strategic changes based on
cyber risks.

Identify Risks and Vulnerabilities. Cyber threats in a business environment come from
many sources that can overwhelm business management unless they perform risks and
vulnerabilities assessments. Risk assessments must be conducted routinely because the business
environment and technology advancement create rapidly changing circumstances (Hayes &
Cappa, 2018). Importantly, network software, hardware, and strategic IT professionals are the
priority in every assessment because they have the direct relationship and impact on the security
posture of an enterprise. For risk analysis, organizational adaptations and attack interventions are
the performance indicators (Scholz et al., 2020). While analyzing risks, with respect to the
performance indicators, businesses should also address the fundamental changes in new
technology, as the inability to adapt in a timely manner would make digital innovations a threat.
In information security, confidentiality, integrity, and availability are the fundamental security
objectives that all types of organization must achieve (loannidis et al., 2019). For businesses

having confidentiality as the highest priority, utilization of common vulnerability scoring
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systems and asset classification is highly recommended for risk assessment (Qassim et al., 2019).
In contrast, for those valuing integrity and availability of the information systems, the industrial
control system-specific vulnerability assessment is more applicable in providing the big picture
of organizational vulnerabilities. With the methodology discussed, businesses must understand
their security objective to rely on the appropriate methodology to reveal existing risks and
discover incoming threats.

Implement Strategic Changes. Organizational changes including technological adoption
have always been challenging to many businesses. For every strategic change, businesses often
receive different responses from stakeholders such as resisting, championing, and accepting, for
which leadership must mitigate any organizational resistance and encourage adaptation
(Sonenshein, 2010). Contemporarily, U.S. SMBs are implementing more strategic changes in
information systems and technology-related human resources, compared to large corporations
(Sanders & Spiering, 2016). For implementing strategic changes effectively, including
technology adoption to mitigate current and future cyber risks, middle managers play the most
vital role because of their strategic involvement in bridging top management and ground-level
employees (Ukil & Akkas, 2017). Importantly, their strategic involvement must include the top
four cognitive and behavioral qualities which are championing alternatives, synthesizing
information, facilitating adaptability, and implementing deliberate strategy. Additionally, Self et
al. (2015) recommended the use of the balance scorecard as an assessment instrument for each
component and stage of the change implementation. The major advantage of this assessment tool
is that it includes all levels of the organization, which provides the crucial perspective of strategy
alignment in terms of organizational context, past experiences, and future initiatives based on

environmental scanning. In short, with communication and vision as the foundation, the safe
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step-by-step approach for organizational changes in SMBs includes identifying the urgent needs,
appraising the company’s performance, multifaceted interactions, meeting at all levels for
encouraging changes, implementing strategic changes with assessments, and repetition of vision-
related messages (“Succeeding With Organizational Change,” 2015). More importantly, all steps
must fit under four frameworks: change drivers, organizational components, change process
determinants, and outcome assessments (Kral & Kralova, 2016). In essence, the profound
strategic changes including technology adoption with respect to cyber-risk management requires
the crucial involvement of middle management, assessment instruments, the dependable step-by-
step approach, and frameworks enabling the change.

Cyber-Defense Mechanisms. U.S. SMBs are suggested to rely on defense mechanisms
to fight against cyberattacks. Business organizations with advanced defense mechanisms are less
likely to be victimized by cyberattackers (Bach & Alshammari, 2013; Humayed et al., 2017,
Reagin & Gentry, 2018). Technology-focused and human-centered are two attack approaches for
cybercriminals to penetrate a defense network of a business organization (Shree et al., 2017;
Trim & Lee, 2019). Therefore, cyber defense in U.S. SMBs should be designed to address
technology-focused and human-centered attacks. After reviewing current literature, defense
mechanisms are divided into four fundamental categories. They are technical defense,
operational defense, managerial defense, and physical defense Weaknesses in any of these
categories lead to major entry points enabling cyber criminals to take advantage of the cyber
infrastructure. Unfortunately, data collection uncovered the shocking cyber circumstances of
SMBs that the majority of SMBs do not have any of the four defense mechanisms. A few
participants recommended some forms of remedies; however, the suggested remedies do not

cover all four defense mechanisms. Below is the thorough discussion of components of cyber-
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defense mechanisms. The below discussion attracted from multiple studies and research serves
as the frameworks and goals for SMBs to plan and implement their defense capability.

Technical Defense. Technical defense refers to the use of software and hardware in
computational devices and networks to defend against attacks with technological methods (Neal
& llsever, 2016; Shree et al., 2017). Commonly, techniques associated with this defense
classification are authentication, antivirus, firewalls, access control, and cryptography (Shree et
al., 2017). Because of the advancement and frequency of cyber threats, the capability of technical
defense is the game-changing factor for businesses, especially SMBs, as they are attacked more
frequently (Fielder et al., 2016). As high-end security mechanisms are unaffordable to small and
medium enterprises, Kaila (2018) recommended these budget-constrained companies to focus
cyber investments on security for accounts, network systems, cloud computing, and confidential
data. Although this recommendation cannot completely solve the dilemma between budget and
security, Kaila believed that these strategic investments on specific technical defense
mechanisms will secure businesses with the upcoming cyber threats.

Operational Defense. There are two approaches of operational defense, which are
security policy and personnel training (Bach & Alshammari, 2013). There are two basic
principles of security policy that a business must adhere to: its relation to technical defense and
its compliance with governmental regulations (Srinivas et al., 2019). By having a comprehensive
security policy tied to the technical infrastructure of an organization, employees are not only
provided with strict guidelines but also improved with cyber-awareness ability (Kemper, 2019).
In fact, practical in-place security policy influences behavioral change and sensitivity of
employees that lead to safer human—computer interaction (Trim & Lee, 2019). Importantly, these

policies must comply with governmental regulations because of multiple standardization
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challenges in cybersecurity (Srinivas et al., 2019). Commonly, the framework authored by the
National Institute of Standards and Technology is often applied in SMBs, due to its
comprehensiveness and simplified process. Furthermore, business cannot implement security
policy without personnel training. The process of personnel training starts from the top level of
an organization and puts great emphasis on security policy and compliance plan (Kemper, 2019).
To address the lack of enthusiasm of employees in training, the four best practices recommended
by He et al. (2019) are relating training elements to employees’ personal life, reinforcing
procedures and security guidelines, promoting an organizational culture of awareness, and
minimizing security fatigue for users. As discussed, the operational defense focuses exclusively
on human elements of cyber-defense mechanisms while depending greatly on the technical
defense.

Managerial Defense. Managerial defense relates to standards for hiring people and
insider threats (Bach & Alshammari, 2013). Because skillful technology staffs are essential to an
organization’s cyber defense, hiring managers are obligated to recruit and retain qualified cyber
professionals (Reagin & Gentry, 2018). Nevertheless, with 82% of businesses reporting an IT
skill shortage, it is a challenge for U.S. SMBs to compete with larger corporations regarding
hiring technology professionals (Petruzzelli & Sharma, 2019). To address that dilemma, Reagin
and Gentry (2018) suggested partnership arrangements in which strategic components of
infrastructure are outsourced to experts to minimize defense cost and possibly receive a higher
level of expertise than hiring and developing cybersecurity staffs. Furthermore, insider threat is
considered the emerging threat landscape to U.S. businesses (Er Amandeep, 2017). Under the
lens of managerial defense, companies can limit threats posed from internal elements through

three pillars, which are microsegmentation to identify “hot spots,” cultural change to put the
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organization in a preventive rather than reactive posture, and prediction to expose insider
activities in a timely manner (Bailey et al., 2018). In addition, businesses are recommended to
conduct analysis to monitor groups rather than a single employee and employ effective metrics
such as employee attrition and workplace satisfaction. In the final analysis, managerial defense
provides an interdependent support for operational defense, for which they secure the human
elements of a business’s defense capability.

Physical Defense. Physical defense refers to monitor and control systems that
organizations utilize to neutralize physical threats to their technology infrastructure (Hu et al.,
2016). Theoretically, a cutting-edge physical defense system must contain three components:
communication, computation and control, and monitoring and manipulation (Humayed et al.,
2017). ldeally, these components must possess the capability to address three threat sources,
which are adversarial, accidental, and environmental. Contemporarily, due to the increasing
cyber threats, cyber physical control systems are a trend in both business and cybersecurity
fields, as computer-based algorithms are incorporated to broadly control and oversee possible
threat elements (Tu et al., 2019). Despite the increasing adoption and automated benefits of
cyber physical control systems, the biggest challenge for its deployment in U.S. SMBs is cost
(Moeuf et al., 2018). Most small and medium businesses often have short-term strategies which
prevents them from making long-term investments for strengthening physical defense via the
adoption of cyber physical systems. Alternatively, Kure et al. (2018) recommended that
businesses conduct a risk assessment on their physical defense with an integrated approach
including threats, organizational elements, and stakeholders to discover security issues, identify
vulnerabilities, and analyze threat levels. By doing so, businesses would acknowledge the

weaknesses of physical defense to strengthen them with other means to compensate for the
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ability of cyber physical systems that are too expensive for SMBs to adopt. Moeuf et al. (2018)
predicted that cyber physical systems will be more affordable, as costs of their components such
as sensors are decreasing, which means that these systems will be widely adopted by SMBs. As
shown, although physical defense is an important component of cyber-defense capability, cost is
the dominant roadblock that prevents U.S. SMBs from implementing the latest physical defense
technology.

Disaster Recovery and Business Continuity. Impacts of cyberattacks are inevitable due
to both technology advancement and organizational weaknesses. Therefore, it is vital for
businesses to recover and maintain their operation in the aftermath of an attack. In fact, disaster
recovery and business continuity are more vital for U.S. SMBs than large enterprises and multi-
national corporations (Herbane, 2019). Due to organizational size, SMBs would suffer from
greater losses from cyberattacks than larger enterprises. As a result, disaster recovery and
business continuity are the strategic capabilities that SMBs must obtain to persist through
consequences of a cyber catastrophe. This section focuses on disaster recovery and business
continuity in SMBs.

Disaster Recovery. The ability to recover quickly in the aftermath of a cyberattack
depends greatly on threat intelligence gathered from components of the risk assessment process
(Tounsi & Rais, 2018). For all sizes of businesses, a disaster recovery plan must include all
departments and both internal and external environments (Kachgal, 2015). Importantly, crisis
communication plans and emergency response procedures must be addressed in the plan with the
objective of business resiliency. The smaller the size of a business, the more impact it has from
uncertainties and risks (Herbane, 2019). Therefore, SMBs must include more details addressing

further threats than corporations. In short, impact analysis and risk assessment, emergency
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response and crisis management, communication procedures, and frequently auditing and
exercising disaster recovery plans are the essence to strengthen organizational resilience of
SMBs (Sarmiento et al., 2016). Given these points, compared to larger organizations, disaster
recovery plays a greater role in SMBs, as they do not possess the size capable of withstanding
severe disaster.

Business Continuity. It is estimated that 25% of SMBs do not reopen after a major
disaster (Sarmiento et al., 2016). An effective business continuity plan must consist of two parts:
value preservation and value creation (Niemimaa et al., 2019). More importantly, to ensure these
two values during and after the disaster, decision makers must incorporate their organization’
business model and stakeholders. In application, the steps to do so are defining the business
model, identifying uncertainties, accessing impacts, and designing changes. Regarding
cyberattacks in business, the plan for continuity must address common cyber threats,
importantly, the impact of data breaches (Phillips & Tanner, 2019). Notably, the main
weaknesses of continuity plans in businesses are the lack of cybersecurity culture, management
support, and effective responses. These weaknesses were the central points discussed by
participants as the organizational challenges. As a final point, the reviewed literature on business
continuity and collected data show that U.S. businesses do not have the adequate plans to ensure
their operation during and after a disaster. This reality weakens the capability of cyber defense,
as business activities are severely disrupted as an aftermath of a cyberattack.

Weaknesses of Cyber Defense. SMBs are highly vulnerable because of various
weaknesses in their cyber defense. These weaknesses include both human factors and technical
elements. By exploring current weaknesses in cyber defense, decision makers in businesses

would be informed to implement strategic changes in their organizations to improve cyber
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defense. Contemporarily, ineffective security awareness training, lack of security skills, and
negligence in safeguarding critical information are identified as weaknesses in organizations
(Cain et al., 2018; Dominitz, 2017; German, 2018; McCormac et al., 2017). This section focuses
closely on the three identified weaknesses.

Ineffective Security Awareness Training. In dealing with cyberattacks, U.S. SMBs have
and continue to invest in technology-based solutions (Abawajy, 2014). This approach exposes
them to social engineering attacks, as organizational resources are diverted away from security
awareness training programs. Fewer than 33% of surveyed employees rated their security
training as effective (Caldwell, 2016). As a result, data breach is the biggest concern generated
from the ineffective security awareness training (Kennedy, 2016). Specifically, behavior and
attitudes of employees, incompetent security information, and the lack of practices results in
worthless training programs in businesses. Additionally, training alone cannot achieve
organizational objectives for cyber defense when cybersecurity culture is not incorporated and
preserve (Hanus & Wu, 2016). As reviewed, ineffective security awareness training is a threat to
the whole cyber-defense capability of businesses.

Lack of Security Skills. One of the eminent cyber-threat landscapes for U.S. SMBs is
skill shortage, due to the advancement of technology, the increase in cyberattacks, and better
talent attraction in corporations (Petruzzelli & Sharma, 2019; Smith, 2018). Currently, 70% of
surveyed working cyber professionals report that the lack of cybersecurity workers is severely
impacting their workplaces (Smith, 2018). Adding to this weakness, while the demand for
cybersecurity graduates is beyond the abilities of universities to produce, their lack of real-world
security experience remains a problem for companies (Basken, 2017). To summarize the

problem of security skills, Cameron and Marcum (2019) reported that in 2018, 51% of U.S.
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businesses reported that they have a shortage problem, while the figure was 28% in 2014. Also,
the concern of companies regarding the ill-prepared newly graduated cyber workers rose by 6%
per year. With this trend, the lack of security skills will soon be a crisis that weakens the cyber
defense of many companies, especially SMBSs, as they are disadvantageous in competing with
corporations with respect to talent attraction.

Negligence in Safeguarding Critical Infrastructure. Negligence of technology workers
is the most common key to a successful cyberattack (Hayden, 2015). Specifically, web-based
attacks and information breaches are typically the consequences of negligence (Safa et al., 2015).
Safa et al. (2018) indicated that negligence of cyber professionals is often a result of new
involvement with specific security activities, the lack of attention to environmental factors, and
rationalization of a misbehavior. While many argue that awareness training would reduce
breaches caused by negligence, Chen et al. (2015) stated that training alone is not effective at all.
They believed that a comprehensive security program with a series of strict guidelines and
regulations would impact and modify employees’ behaviors toward cybersecurity, which reduces
negligence. In fact, after researching the application of this solution in businesses, Chen et al.
(2015) concluded that their suggested security program did change cyber professionals’
behaviors and facilitate deeper thoughts on cyber defense value and beliefs. Nevertheless, it will
be long before comprehensive security program becomes a solution for U.S. SMBs to combat
negligence because, as revealed, they believe the policy-based approach has low return-on-
investment value (Almeida et al., 2018).

Theories and Principles of Cyber Defense
With the growing need for incorporating cybersecurity in businesses, conceptual

frameworks addressing these fields are highly valuable in guiding business decision makers in
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implementing the appropriate cyber defense based on their organizational structure. Serving as
the conceptual connection between technology and enterprises, selected conceptual frameworks
must be relevant to business practice and real-world circumstances. Based on data collection,
cyber situational awareness theory, cyber defense mechanisms theory, and Control Objectives
for Information and Related Technology (COBIT) 5 are considered relevant to the circumstances
of cybersecurity in SMBs. These three conceptual frameworks provide companies, especially
small and medium ones, the application framework to develop and improve their cyber-defense
capabilities while complying with their business process. Particularly in respect to cyber defense,
cyber situational awareness theory focuses on human resources to strengthen the organizational
side of security, cyber defense mechanisms theory discusses the technology implementation with
advantages and disadvantages of a different approach and risk-based strategy, and COBIT 5
covers how businesses incorporate cybersecurity into their organization with the optimal security
outcome, highest return on investments, and the least organizational resistance.

Cyber Situational Awareness Theory. Obtaining cyber situational awareness is
considered gaining a strategic advantage over adversaries (Lenders et al., 2015). With better
cyber situational awareness, companies can greatly decrease the probability of being a cyber
victim (Kemper, 2019). The application of cyber situational awareness theory contributes greatly
to the decision-making process of business leaders and stakeholders involved with an
organization’s defense system (Franke & Brynielsson, 2014). Elements of this theory may be
analyzed in terms of business environment and cybersecurity. This section discusses the current
state of situational awareness in businesses, network situational awareness, threat situational
awareness, mission situational awareness, and the application of cyber situational awareness

theory to companies.
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Situational Awareness Is the Weakest Link in Businesses. Because 90% of cyber
breaches result from human error, situational awareness of employees in businesses is the
weakest link of cyber-defense capability (Kemper, 2019). Specifically, situational awareness is
the forefront for companies in the fight against cybercrime because it involves the
acknowledgement of how the network is operating and what information and activities of
stakeholders (i.e., staffs, business partners) are influencing the information systems (Chen et al.,
2016). Chen et al. (2016) and He and Zhang (2019) reported that many IT professionals ignore
abnormal network activities and fail to act on system alerts. Because awareness is a human
capability, it requires a lengthy progress to change employees’ cyber-insecure behaviors and
build an organizational culture of cyber awareness (He & Zhang, 2019). Furthermore, many
cyber professionals reported that situational awareness is a highly specialized skill, one which
human resources in a business environment lack (Dawson & Thomson, 2018). Additionally, it is
challenging for businesses to improve awareness skills through hiring, as there is a shortage in
the cyber workforce and new graduates do not have the adequate cognitive task analysis that may
be gained from work experience. Assessing cyber situational awareness of SMBs based on the
threat landscape, Newmeyer (2015) concluded that there is an enormous gap between human
resources’ analysis ability and the advancement of cyber threats, especially with the growth of
loT devices. This infers that, while sources and complexity of threats are expanding, cyber
situational awareness of employees in business is severely inadequate in facing new challenges.
Therefore, cyber situational awareness will remain the weakest link in the cyber-defense
capability in the long term.

Network Situational Awareness. The network is a critical domain serving as the medium

for technical communication in businesses. Therefore, any abnormal activity indicated by
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security parameters of the network must be acknowledged and responded to by employees to
detect possible intrusion attempts (Rapuzzi & Repetto, 2018). From the intrinsically cognitive
dimension regarding network users, there are three levels for network situational awareness that
must be followed through to respond quickly and effectively to a possible risk (Erbacher et al.,
2010). Friedberg et al. (2015) argued that human responses and decisions are currently the
problem for the low-level network awareness in many businesses, as employees are provided
with network anomaly detection tools such as network partitioning and software or hardware
appliances. Believing that 10T and cloud computing are the emerging challenges for network
security awareness, Azhagiri et al. (2017) proposed that the model of multi-level detection
analysis, which currently has limited implementation in SMBs, must be incorporated in
organizations to effectively expose stealthy attacks and proactively alert responsible IT workers.
This model focuses on the technology side of network awareness, which involves six detection
subsystems working independently and interconnectedly: malware detection, intrusion detection
system and firewall, vulnerability scan, penetration testing, online testing, and security service
detection. As a review of the literature addressing network awareness revealed, this type of
awareness emphasizes both human involvement and functions of technology.

Threat Situational Awareness. Threat situational awareness addresses the ability of
stakeholders in information systems to process the finding of true threat signals among the
existing massive amounts of collected data (Alnusair et al., 2017). In short, it is a threat
assessment methodology based on a certain cyber situation. This methodology includes the
prediction of the upcoming threat and attack path, identification of countermeasures, and
planning countermeasures based on organizational policy and technology (Park et al., 2019).

Importantly, unlike network awareness, threat situational awareness covers both technology-
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based attacks and human-centered attacks. Homoliak et al. (2019) believed that threat situation
awareness should be prioritized in training programs and human resource development as it
provides the fundamental support for reducing insider threat and social engineering risks
especially at application level and business process level. Furthermore, regarding the massive
growth in adoption of 10T devices in small and medium businesses, enhancing threat intelligence
situational awareness is improving human-data interaction in which cognitive process of
employees purposefully filter multi-media data sources (Alnusair et al., 2017). Information
impacting enterprise network occurs in real time; therefore, strengthening threat situational
awareness will provide employees with fast and effective solutions when exposed to a risk from
loT (Riesco & Villagra, 2019). With the broad scope that covers both technology-based attacks
and human-centered attacks, it seems that acquiring the high-level threat situational awareness is
the strategic implement for SMBs in tackling challenges from the threat landscape.

Mission Situational Awareness. Mission situational awareness is the ability to identify
both possible hazards and threat types that are associated with the system architecture and
mission objectives (Bakirtzis et al., 2017). During the execution of a business plan or strategy,
awareness sinks to critically low as stakeholders often focus exclusively on particular tasks
(Lukosch et al., 2015). Therefore, maintaining situational awareness in respect to the ongoing
mission is significantly crucial to safeguard the outcomes of the planned mission. To do so, in a
business environment, Lenders et al. (2015) suggested the following of an OODA (observe,
orient, decide, act) loop, with the narrow scope and boundary on the cyber domain. Additionally,
mission-related information, especially with regard to information output and input, should be
shared sequentially among business team members to develop their own awareness (Lukosch et

al., 2015). In short, all stakeholders involved in a mission can maximize awareness through
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preparing for the continuous assessment of threat environment, anomalous activity,
vulnerabilities, key terrain, operational readiness, and ongoing operations (Dressler et al., 2014).
In essence, to be highly aware of threats targeting a business mission, stakeholders are
responsible for preparing in a manner so that their mission elements will endure a malicious
attack and achieve planned business objectives.

Incorporating Cyber Situational Awareness Theory. Given the strategic advantage of
having a high-level awareness in businesses, business decision makers are highly recommended
to incorporate cyber situational awareness to their human resources and technical infrastructure
(Lenders et al., 2015). With this purpose, awareness training programs are the most practical at
all levels of an organization. Besides the current training approach in businesses, Miranda (2018)
recommended exercises on various realistic scenarios and feasible responses with scripted
procedures. Additionally, training for each threat should have its own design, methodology, and
intervention. As U.S. business spending on training programs grew to $70 billion in 2015, SMBs
can reduce training costs while maximizing return-on-investment by utilizing learning
management systems (Korpela, 2015). Specifically, the financial leverage of employing learning
management systems in low-budget companies is to improve awareness training with a
personalized learning experience, increase end users’ attendance and compliance, and reduce
management’s involvement. Furthermore, intensive situational awareness performance tests must
be conducted routinely to assess the possibility of human error for each error category
(Marquardt, 2019). While error categories are varied on the basis of organizational structure and
network architecture, most common are lack of knowledge, lack of awareness, distraction, and
social norms. After all, the utmost objective of incorporating cyber situational awareness theory

IS to construct and maintain a business culture that has fully aware employees on their
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organizations’ cyber frontline defending against cyberattacks (Rahim et al., 2015). Only when
this utmost objective is achieved, cyber breach will rarely occur.

Cyber Defense Mechanisms Theory. The cyber defense mechanisms theory focuses on
the principle of denial-of-attacks (Ryan, 2018). The principle of denial-of-attacks argues that if
the defense capability of an organization is powerful, adversaries will not attack because of the
negative cost/benefit ratio. In other words, cybercriminals are discouraged to attack companies
with a strong cyber defense because the cost of time and effort is greater than the benefit. The
principle of denial-of-attacks has proved its effectiveness as a national defense strategy (Lee,
2015). Therefore, this principle is highly applicable to the fields of cybersecurity and business.
To examine the cyber defense mechanisms theory, denial-of-attacks strategy, passive defense
mechanisms, and proactive mechanisms are critically examined in circumstances of SMBs.

Denial-of-Attacks Strategy. Threat actors cannot compromise an information system
when that system is highly secured. Theoretically, denial-of-attacks strategy discourages
attackers’ motivation to conduct cyberattacks by denying them the means to compromise (Ryan,
2018). Because method and time of an attack are unexpectable, businesses following this
strategy are required to develop innovative defense technologies with dynamic, heterogeneity,
and redundancy mechanisms (Hu et al., 2018). Notably, technologies alone cannot defeat
malicious intention of threat actors. As only 9% of SMBs has information security as their
organizational culture, they are greatly vulnerable to human-centered attack types (Kau$padiené
et al., 2019). In fact, ignoring human involvement in a system, SMBs are creating a different
problem, but no less challenging as cyber-defense mechanisms incorporate both technology and
human resources in organizations (Mulligan & Schneider, 2011). Although not focusing

exclusively on human involvement as in cyber situational awareness theory, denial-of-attacks
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strategy still relies on organizational elements for its two common mechanisms and approaches:
proactive and passive (Ryan, 2018).

Passive Mechanisms and Approach. The majority of current defense mechanisms in
SMBs are passive mechanisms (Amao, 2015). Passive mechanisms are the foundation of cyber
defense in network systems, as they fulfill security gaps by protecting against threats without
regular involvement of human analysis (Cho & Ben-Asher, 2018). The primary approaches of
passive mechanism are reconnaissance defense, intrusion detection, and intrusion prevention,
with the interdependent connectedness of hardware and software such as firewalls, anti-malware
systems, and cyber physical control systems. With the outgrowth of cyberattacks recently,
deception is believed to be an approach of passive defense despite some cyber experts arguing
that it falls under the category of proactive mechanisms (Gartzke & Lindsay, 2015). In practice,
deception defense mechanisms employing by organizations are highly impressive in delaying the
intruder’s exploitation of confidential data by burdening them with false leads and sorting costs.
Importantly, Gartzke and Lindsay (2015) reported based on experiments that a deception
approach could even harm the attacker’s technical resources. Nevertheless, despite passive
mechanisms’ popular usage in U.S. enterprises, the advancement of technology and the growing
number of threat actors have driven these mechanisms to become outdated and incapable of
defeating well-planned and complex attacks (Jajodia et al., 2016). Therefore, the most secured
approach to cyber-defense mechanisms is to implement both proactive and passive measures
working interrelatedly.

Proactive Mechanisms and Approach. Similar to military doctrine, an effective cyber-
defense system is one that can deter aggression with aggressive intimidation and coercive

responses (Davis, 2014). As a result, proactive defense becomes a new norm in the cybersecurity
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field, with the active approach of gathering intelligence to prevent future attacks and predicting
when and how the cyber strike occurs based on realistic evidence (Lonsdale, 2018). Specifically,
a proactive cyber-defense system in a business would follow a four-phrase cycle: threat
intelligence consumption, asset identification and network security monitoring, incident
response, and threat and environment manipulation (Lee, 2015). The purpose of the four-phase
cycle of proactive defense is to actively monitor for, respond to, and learn from threat actors.
This methodology is supported by advanced technological measures and tactics such as white
worms, honeypot deployments, honey net, spam traps, sandboxing, and penetration testing
(Dewar, 2014). Given the active engagement in defending against threat actors, proactive
mechanisms and approach is the strategic deployment for U.S. SMBs in reducing cyberattacks.
Comparisons of Passive and Proactive Approaches. While both proactive and passive
mechanisms and approaches must be utilized in businesses to counter all sources of cyber
threats, each type has its own advantages and disadvantages. While proactive defense has an
enormous potential for limiting the number of threat actors and risks from emerging technology,
some practices of the proactive approach may prove to be illegal, due to regulations stated in the
U.S. Computer Fraud and Abuse Act (Dewar, 2014). Specifically, “hack-backs” fall on the thin
blurry line between unauthorized access and tracing attackers’ technological architecture
(Dewar, 2014, p. 10). On the other hand, having merely passive mechanisms makes
organizations considerably vulnerable, as the number of cyber breaches is rising sharply,
especially the massive loss of information assets in companies (Neal & llsever, 2016). Therefore,
Neal and llsever (2016) reported that 36% of surveyed organizations have begun to conduct
cyber active defense. Importantly, incorporating proactive mechanisms to boost the cyber-

defense capability of a business is not as easy as installing software and hardware as in passive
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mechanisms. Costs, human resources, and expert skills are the biggest dilemma for
organizations, especially SMBs with low budgets (Slayton, 2017). With 82% of organizations
reporting a cyber-skill shortage (Petruzzelli & Sharma, 2019), personnel factors are seen as the
second highest expense for fully implementing proactive defense mechanisms (Slayton, 2017).
Given the disadvantages and advantages of both passive and proactive defense mechanisms,
Denning and Strawser (2014) believed that, while recommending implementing both approaches,
the option is open to private entities in respect to how far they are willing to strengthen their
network infrastructure.

Application of Cyber Defense Mechanisms Theory in Business. As discussed, it is vital
to implement both passive and proactive cyber-defense mechanisms. Concerning this point,
Hadji-Janev and Bogdanoski (2017) suggested the use of swarming-based cyber defense built
under the framework of collective security which, although the recommendation is geared
toward national defense, SMBs can rely on to confront threats by overwhelming their sources.
This recommended framework requires the interconnectivity and interdependence of technical
hardware and software which, additionally, helps organizations to meet the changing security
landscape. Equally important, incorporating social and behavioral elements in defense gives
vulnerable businesses the advantages of human-centered countermeasures through human
resources training, organizational development, and situational awareness improvement
(Granasen & Andersson, 2016). Besides the proposed approach in passive and proactive
mechanisms, cyber insurance is a fast-growing trend for SMBs (Xu et al., 2019). Although cyber
insurance is not directly related to the conventional methodology (technical mechanisms and
human-centered countermeasures) of cyber defense mechanisms theory, this rising trend

supports the defense capability by transferring risks, reducing financial loss, and, based on
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specific liability policy, adding third-party security layers (Bodin et al., 2018; Wang, 2019; Xu et
al., 2019). As shown above, incorporating cyber-defense mechanisms in organizations requires
well-planned strategies and careful considerations in terms of choosing appropriate technical
measures and implementing human resources development. Therefore, businesses need to be
prepared for organizational changes (Lee et al., 2015).

Control Objectives for Information and Related Technology (COBIT) 5. COBIT 5 is
considered to be the most integrated and comprehensive framework for SMBs to apply to their
technology infrastructure (Rubino et al., 2017). COBIT 5 is highly integrated and comprehensive
because this theory covers most aspects of both business environment and cybersecurity. In
reality, security and functionality of technology in businesses have been greatly enhanced
through the application of COBIT 5 (ISACA, 2012a). As COBIT 5 has proven its effectiveness
in business world, it is important to explore components of COBIT 5. This section examines and
discusses seven core principles of COBIT 5 that elevate businesses to better levels in
cybersecurity and business operation.

Application of COBIT 5. Although COBIT 5 does not focus exclusively on cyber
defense, it is considered the most comprehensive and applicable framework for businesses to
transform the overall cybersecurity capabilities while accounting for organizational changes and
resistance to change, in terms of implementing new security technology and business process and
operation (ISACA, 2013). Additionally, this framework sets the clear guidelines and direction
for decision makers to discover their cyber vulnerabilities through intensive risk management
and all facets of business technology such as operations, installations, legal compliance, and
audit. Specifically, COBIT 5 emphasizes IT governance, which covers five extents, which are

governance, compliance, IT operations, security and risk management, and IT audit and
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governance (Alkhaldi et al., 2017). By applying COBIT 5, businesses would achieve up to 40%
higher return on technology investments than those who do not (Devos & van de Ginste, 2015).
Because this framework covers numerous technology resources and human elements of an
enterprise, it is recommended that businesses should pick the most appropriate application based
on the fit between the framework and organizational interest, the context of the organization and
COBIT 5 standards, future impacts after implementation, and managerial contribution (Anomah
& Aduamoah, 2018; Devos & van de Ginste, 2015). Furthermore, with respect to cyber-defense
capability, two focuses of COBIT 5, IT processes and risk management, could provide decision
makers better perspectives on making strategic decisions such as managing IT problems,
network and technology services for stakeholders, and identification and assessment of threats
(Nicho, 2018). In fact, in the domain of deliver, service, and support, Jarsa and Christianto
(2018) reported that businesses with 1T vulnerabilities applying COBIT 5 framework have
improvement from an average capability level to level-one performed process. Unsurprisingly,
this achievement made possible by COBIT 5 is the result of its functional aspects and social
aspects. Functional aspects consider the structural and process requirements in organizational
design elements, while social aspects cover stakeholder behavior and company culture (Amali et
al., 2020). In essence, the functional and social aspects of COBIT 5 are the objectives of its five
principles that have successfully elevated countless companies to higher levels of security and
functionality (ISACA, 2012a). These five principles are meeting stakeholder needs, covering the
enterprise end-to-end, applying a single integrated framework, and enabling a holistic approach.
By incorporating these fundamentals, it is foreseeable that U.S. SMBs will be more secured

through having a concrete IT infrastructure and well-informed human resources.
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Principle 1: Meeting Stakeholder Needs. Different stakeholders in an organization have
their own needs and expectations. The principle of meeting stakeholder needs supports the
recognition of each type of stakeholder, with negotiation and decision-making processes across
various needs (Boonstra et al., 2018). Specifically, contrasting and shared interests, values, and
beliefs of stakeholders shape the application of this theory in a business environment. The
underlying purpose is to align these needs with IT goals and, more importantly, organizational
objectives (Vincent, 2016). Baillette and Barlette (2018) noted that organizational change in
terms of technology implementation for SMBs requires the consideration of employees’ needs
as, due to the organization size, business decision makers and employees have a more direct
relationship than in larger corporations. Therefore, this principle plays a significant role for both
entrepreneur—employee relationship and deploying new technology in U.S. small and medium
enterprises.

Principle 2: Covering the Enterprise End-to-End. This principle indicates the
governance approach of governance enablers and governance scope, which concentrates on three
objectives: benefit realization, risk optimization, and resource optimization (ISACA, 2012a).
Specifically, governance enablers address management framework, organizational policies, and
IT project structures (Jugdev, 2019). In short, the strongest enabler in a business organization,
according to Jugdev (2019), is discursive ability. Furthermore, governance scope relates to roles,
activities, and relationships within the scope of management activities and domain that will be
influenced by governance systems (Hammer, 2013). In brief, this principle covers all
organizational elements and management practices and sets the scope and boundary for the

betterment of management of information systems and other technology assets.
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Principle 3: Applying a Single Integrated Framework. The structure and nature of
COBIT 5 is a single integrated framework. The single integrated framework means it aligns with
other latest standards and frameworks, covers an enterprise fully, provides a simplified IT
architecture for formulating guidance, and integrates all previous frameworks of the ISACA
organization (Behnsen & Faber, 2012). By applying a single integrated framework, organizations
will spend less time and effort searching for and using multiple conceptual foundations. It will be
less confusing for business management to rely on a single comprehensive framework. In fact,
the single integrated framework is the result of continual changes in business process and
information systems influenced by customers and suppliers and, importantly, pressured by
cybersecurity regulation.

Principle 4: Enabling a Holistic Approach. This principle is applied once cyber-defense
mechanisms and governance programs are in place (Behnsen & Faber, 2012). Specifically, the
holistic approach covers seven interacting enablers, which are (a) principles, policies, and
frameworks; (b) processes; (c) organizational structures; (d) culture, ethics, and behavior; (e)
information; (f) services, infrastructure, and applications; and (g) people, skills, and
competencies (ISACA, 2012b). In other words, these enablers are the factors directly influencing
the outcomes of IT project management and the implementation of the new business process.
Importantly, the vehicles supporting these enablers are principles, policies, and frameworks,
which translate management guidance to daily management. Regarding SMBSs, by having the
holistic approach from applying this principle, internal audit would have a full range of IT risks
and risk management challenges (Vincent, 2016). Relating to cyber-defense capability, this
principle supports the selection of cyber-defense mechanisms, as decisions makers are provided

the tools for cyber-risk management (van Wyk & Rudman, 2019).
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Principle 5: Separating Governance from Management. The distinction between
governance and management in an organization must be clearly defined and distinguished to
differentiate specific roles and responsibility (ISACA, 2012b). Governance is the structure and
process that evaluates and monitors IT mechanisms (Setiawan & Andry, 2019). Governance
ensures that objectives are achieved through prioritizing decisions and complying with
stakeholders’ needs based on the organization’s capability. On the other hand, management, as
defined in COBIT, is the combination of plan, build, execute, and control, with the purpose of
ensuring that all business activities are aligned with the direction and guidelines of governance
(Rubino et al., 2017). Regarding governance and management in COBIT 5, this conceptual
framework recommends 37 IT processes for which business organizations, based on their
evaluation of size, capability, and complexity, can rearrange their business processes as decision
makers see fit (ISACA, 2012a).

Summary of the Literature Review

This section examined three strategic areas of cyber defense in U.S. SMBs. Based on the
thorough overview of existing literature addressing cybersecurity in SMBs, the first part of the
literature review discussed the impacts, approach, and future trends of cyberattacks against
SMBs. Specifically, organizations will not only suffer financial loss as an aftermath of each
attack but also damages to intangible assets and customer trust. More importantly, there are
many common sophisticated attacks with both technology-based and human-centered methods
threatening SMBs. Also, as reviewed, the future of the threat landscape is unfavorable to the
private sector due to advancements in technology and organizational unpreparedness. Next, the
cyber defense section addressed the defense capability of businesses to defend against

cyberattacks. In particular, this section identified and explored components of cybersecurity that
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SMBs could implement and strengthen in order to safeguard their organizations. In short, the
essence of an effective defense requires the improvement of defense technology, enhancement of
human resources, and implementation of organizational strategies. Along with the cyberattack
and cyber defense sections, the final section of the literature review related to conceptual
frameworks and concentrated on the conceptual application that SMBs could use in their
organizations to develop stronger defense capability. These frameworks cover both technology-
based and human-centered approaches to support businesses fighting against all methods of
cyberattacks.
Transition and Summary of Section 1

In this foundation of the study section, background information was provided to highlight
numerous business issues and cybersecurity elements of the growing number of cyberattacks
critically threatening U.S. small and medium enterprises. The background of the problem,
problem statement, purpose statement, and research questions were explored and structured
based on the concern of escalating cyberattacks against U.S. private entities. More importantly,
the nature of the study and conceptual framework were strategically selected to support the
researcher in guiding the process of this research. Likewise, the significance of the study
emphasized the importance and benefits of conducting this research with respect to the reduction
of gaps, implications for biblical integration, and relationship to the field of study. Next,
assumptions, limitations, and delimitations were determined and discussed to set the clear scope
and boundary. The comprehensive literature review addressing cyberattacks, cyber defense, and
conceptual framework provided an overview of the current circumstances and conditions related
to cybersecurity and organizational elements in U.S. small and medium companies. The next

section, section 2, will discuss multiple components of the gathered data. There will be a
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discussion of data types and collection methods. Equally important, the data analysis methods in

conjunction with a resulting summary of the results will be included.
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Section 2: The Project

This section discusses thoroughly the qualitative method with a case study design
approach that was used in this study. This section begins with a purpose statement to help
readers clearly understand the intent and focus of the study on the ongoing problem of U.S.
businesses continuing to fall victim to cyberattacks. In addition, the role of the researcher will be
discussed regarding tasks of designing the research, collecting and maintaining acquired data,
and conducting data analysis. Furthermore, following the role of the researcher’s section,
procedures for gaining access to participants, establishing a relationship with participants, and
setting measures to ethically protect participants will be closely examined. To provide a strong
foundation for this study, the research method and design section will provide a detailed
discussion for each study method and design. This section will also identify the selected research
method and design and address reasons for the selection regarding the problem of cyberattacks in
U.S. business and the purpose of the study. Next, the population and sampling section will
address population size, sampling size and method, sampling frame, eligibility criteria, and
relevant characteristics of participants. The data collection section with three parts, the
instrument of the study, data collection technique, and data organization, will define
and standardize all components of the data collection process based on the purpose and problem
statement. Based on the components of the data collection section, the data analysis section will
provide a detailed discussion of the coding processes, which were used to identify relevant
themes and perceptions of the problem of cybersecurity in U.S. businesses. Finally, the

qualitative reliability and validity will be demarcated thoroughly throughout this study.
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Purpose Statement

The purpose of this qualitative research was to reveal the contemporary barriers and
challenges that impact the latest cybersecurity competencies of small and medium enterprises,
through a study of the perception and experience of these organizations regarding cyber defense
as a business risk. This study explored the increase of cyberattacks based on technical factors and
organizational elements, considering that the effectiveness of cybersecurity requires both
technology and business strategies (James, 2018). The research focused specifically on small and
medium businesses in the U.S. private sector with fewer than 250 employees. The main objective
was to identify the impacts of technical barriers, business strategy, and organizational elements
causing cyber vulnerabilities that may result in small and medium businesses becoming cyber
victims. Therefore, the cyber-defense capabilities of SMBs were the primary focus of this study.
Because existing studies approach the issues of cyberattacks in the business field with either
technology-assisted attacks or technology-focused attacks (Donalds & Osei-Bryson, 2019), this
study fulfills the gap in both cybersecurity and business fields by adding the human factor and
organizational effectiveness elements to the existing body of knowledge. The end goal was to
provide SMBs with breakthrough information that could initiate changes in their organizations to
defend against the ever-increasing number of cyberattacks in the business sector.
Role of the Researcher

In all studies, the researcher involves him or herself with the research process from the
beginning to the final stage of the study. No individual is more important than the researcher
conducting the study. Therefore, it is critical for all researchers to identify their roles and
responsibilities in studies. With that being said, the role of the researcher in this study will be

thoroughly discussed to ensure that all research tasks were completed and goals were well



77

fulfilled. More succinctly, the role of the researcher is designing the research, collecting and
maintaining acquired data, and conducting data analysis.
Designing the Research

The researcher must precisely conduct the designing of the research study to create a
well-built foundation for the research. This process consists of formulating, planning,
categorizing, and implementing consequential steps and procedures that adhere to the course of
the research (Stake, 2010). In short, the role of the researcher in designing the qualitative
research must ensure four crucial qualities: credibility, dependability, confirmability, and
transferability (Whittemore & Melkus, 2008). Furthermore, as Stake (2010) suggested, based on
the purpose of the study, the researcher’s role was to determine which technique of data
collection was the most appropriate. With a case study as the research design, interviews are a
suitable and useful data collection technique to achieve the desired outcomes of many qualitative
studies (Creswell & Poth, 2018; Whittemore & Melkus, 2008). When a data collection technique
is selected, the role of the researcher is to develop qualification criteria for participants and
decide whether data should be collected from individuals or groups (Magnusson & Marecek,
2015). Next, designing the research also involves choosing the most suitable method of
conducting the data collection. As case study was the research design of this study and semi-
structured interview was chosen as the data collection technique, the method of conducting data
collection included face-to-face, telephone, and video call. The last task of designing the research

is to define how much data should be collected.
Collecting and Maintaining Acquired Data
The process of collecting and maintaining acquired data in a qualitative research study

requires a greater involvement of the researcher than in quantitative research, as the qualitative
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researcher directly serves as the fundamental data collection instrument (Creswell & Creswell,
2017). With semi-structured interview as the data collection technique, the researcher chose
participants based on qualification criteria, recorded participants’ interviews, checked and
transcribed interviews, and captured noteworthy details and context occurring during participant
interviews. During the interview process, contextual clues such as participants’ reactions,
behaviors, and nonverbal signals are crucial for building strong research (Sutton & Austin,
2015). It is important to note that a significant amount of data is often acquired in qualitative
research (Creswell & Poth, 2018); therefore, the researcher cannot make any errors in
maintaining the acquired data. To properly safeguard and preserve the integrity of acquired data,
the researcher created and followed a strict system of collecting, storing, and organizing data
throughout the research process (Demchenko et al., 2012). By doing so, the researcher achieved
the desired outcomes of the study.
Conducting Data Analysis

Conducting data analysis is the rational way to recognize the meaning of data acquired
from study participants (Chenail, 2012a). Data analysis consists of inspecting, cleansing,
interpreting, and selecting data based on the goals of the research. Chenail (2012b) indicated that
one of the biggest challenges of data analysis in qualitative research is to decide what piece of
data “constitutes a meaningful unit to analyze” (p. 266). To tackle this challenge, the researcher,
based on recommendations of Sutton and Austin (2015), developed a coding process and relied
on this process to relate and connect acquired data from participants. The next step was to
identify common themes across interview transcripts. Once data saturation was reached, the

researcher verified, synthesized, and presented the findings by generating a well-detailed report.
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To ensure precise findings with true meaning, the researcher will support the report with
references to study participants’ actual quotations.
Participants

This research could not achieve its purpose without the involvement of participants. Only
participants can accurately portray the contemporary picture of the problem of cyberattacks in
U.S. businesses. Because participants were cyber professionals currently working in U.S. SMBs,
the researcher carefully developed a well-planned procedure to approach and invite them to
participate in the study. In addition, the researcher took into consideration the sensitivity of the
occupations of participants and the confidentiality of the cybersecurity field. In detail, the
procedure consisted of gaining access to participants, establishing a relationship with
participants, and taking measures to ethically protect participants.
Gaining Access to Participants

Gaining access to participants is the most fundamental task of fieldwork for a qualitative
research study. As a member of multiple cybersecurity groups and forums across the United
States, the researcher had access to a list of cyber professionals working in U.S. SMBs, who
could offer insights into current cybersecurity issues and trends. More importantly, they were
currently employed by multiple U.S. businesses. Initially, the researcher extricated the list of
cyber professionals, based on the delimitations proposed in this research, to create a list of
research candidates. Once the list of qualified cyber professionals to interview was narrowed
down, the researcher initiated contact via telephone, video calls, and social media messaging

services to invite them to participate in this research.
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Establishing a Relationship with Participants

The relationship between researcher and participants has direct consequences on the
“consent process, privacy protections, and scope of data sharing” (Condit et al., 2015, p. 2). The
researcher had an existing primitive relationship with potential participants from being a member
of several cybersecurity groups and forums. The researcher contacted potential candidates via
email, telephone, and social media (Facebook and LinkedIn) services to invite them to take part
in the study. The next step was to introduce the identified candidate to the researcher and to
explain the purpose of the research on the problem of businesses continuing to fall prey to
cyberattacks to candidates via email, phone messages, and social media messages. In the same
communication platform, the researcher formally invited the candidate to participate in the
research. Candidates were requested to respond regarding whether they met all the eligibility
criteria to participate in the research. To acquire more qualified candidates, the researcher
employed snowball sampling, a recruitment technigue in which participants are asked to assist
the researcher in identifying other candidates (Biernacki & Waldorf, 2016). The researcher
contacted candidates identified through the snowball technique, using contact information
provided by the reference. Also, the initial email, phone messages, or social media messages sent
to interview candidates surveyed (a) if the participant was currently working in cybersecurity or
information technology roles in U.S. SMBs and (b) if they were between 25 and 65 years old. To
be succinct, participants were asked to respond with “Yes” or “No” to each of the questions.
Only candidates who answered “Yes” to the questions on the eligibility criteria survey were
allowed to participate in the study. After qualified candidates agreed to participate in the study,
the researcher scheduled a time and location to interview them. Afterwards, there were a total of

7 IT professionals who participated in the study.
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Measures to Ethically Protect Participants

The researcher strictly complied with all policies and procedures of the Institutional
Review Board (IRB), established by Liberty University to ensure that the involvement of
research participants is well protected. Specifically, identifying information, organizations, and
all other details related to candidates and subsequent participants will not be disclosed. Similarly,
regarding the data collection process, the researcher limited the data solely to include the
information necessary to achieve the objective of the research. Because of the sensitive nature of
the cybersecurity field, during the interview process, the researcher did not solicit or
purposefully record background information of participants and their business organizations. To
ethically protect participants and their confidentiality, the researcher stripped all identifying
information from the interview transcripts and final reports and replaced it with non-identifying
terminology. More succinctly, the researcher complied with all policies and procedures
established by the Institutional Review Board (IRB) for which research data and records will be
completely deleted after 3 years.
Research Method and Design

Selecting a research method and design is one of the most crucial decisions. By selecting
the appropriate research method and design for a research study, the researcher greatly
strengthens the foundation of the study and ensure the achievement of research objectives. More
importantly, the research method and design must be suitable for the purpose and problem
statements, research questions, conceptual framework, and the review of literature. This section
discusses the rationale for choosing the qualitative research method. In addition, this section

compares four types of research designs and provides reasons for choosing a case study design.
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Discussion of Method

Qualitative research methods assist researchers to examine and explore complex
problems or phenomena that have not been researched before or for which the lack of knowledge
currently exists (Krathwohl, 2009). The problem addressed in this study was the growing number
of cyberattacks critically threatening U.S. SMBSs; this problem is one in which the variables and
patterns are not all quantifiable. In addition, despite a significant amount of quantitative data
about cybersecurity in businesses reported annually and statistical data used in this study, the
research regarding the cyberattack pandemic against U.S. businesses is a complicated issue.
Indeed, it is an issue for which the outcomes of a quantitative research cannot reveal an in-depth
understanding of the current challenges and barriers impacting cybersecurity in businesses
(Wolstenholme, 2017). Using qualitative method was more suitable than quantitative method in
this study because a qualitative research is more effective in exploring ideas and experiences
through words and meanings. Therefore, applying a quantitative research method would be
highly insufficient to support the purpose of the study.

Besides quantitative research methods, mixed methods are another commonly used
research method. In the field of business, many researchers believe that mixed methods may
provide a unique research approach as their research process contains features and characteristics
of both qualitative and quantitative methods (Schoonenboom & Johnson, 2017). Nevertheless,
employing mixed methods in researching cyberattacks in the business field is considered
unreliable because researchers will likely identify the wrong components of the study and the
interdependency of quantitative and qualitative elements. As a result, employing mixed methods
may mislead the researcher in exploring cybersecurity issues in businesses. According to Nyre-

Yu et al. (2019), researchers applying qualitative methods have the advantages of revealing “new
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aspects affecting security operations” and uncovering “context-driven insights” of employees
working in firms (p. 438). More importantly, during the data collection process, a qualitative
research approach enabled participants to share cybersecurity experiences in a more meaningful
way, compared to other research methods. Therefore, the use of a qualitative method was the
most appropriate for this study.

Discussion of Design

The choice of research design is closely related to research methodology and the problem
(Creswell, 2013). There are five types of qualitative methods: narrative, phenomenology,
grounded theory, ethnography, and case study. Because exploring the complexity and patterns of
the challenges of cybersecurity in businesses requires an in-depth and multifaceted examination,
a case study was deemed to be the most appropriate design for this study. In fact, a case study is
considered a powerful tool for researchers to study topics related to the fields of business (Crowe
etal., 2011). Therefore, conducting a qualitative research with a case study design allowed the
researcher to achieve research objectives. In fact, during the data collection process, a qualitative
research with a case study design was proven highly effective for extracting valuable data from
participants.

Regarding other research designs, they were not chosen due to multiple weaknesses that
may mislead the researcher. Despite narrative design being a popular choice in the social
sciences field, providing insight into individuals’ experiences and the meaning of those
experiences, the use of this design to capture the big picture of business’ cyber-defense
capability could be inaccurate due to distorted information provided by participants (Creswell &
Poth, 2018). When using narrative design, the researcher will be required to present participant

experiences through personal perspectives (Creswell & Creswell, 2017). As a result, general
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public audiences will not be able to fully understand the individual outcomes, as not everyone is
familiar with the cybersecurity field. Furthermore, there are two major disadvantages of the
phenomenological design preventing the researcher from choosing it (Creswell, 2013). First,
finding qualified participants is the foremost challenge, as this design requires participants who
share identical experiences, which is not possible for cyber professionals due to the sensitive
nature of the cybersecurity field. Second, the grouping process of the phenomenological design
can be mistakenly injected with researcher’s own biases, which can distort the direction for the
research (Tufford & Newman, 2012).

Next, besides being highly vulnerable to researcher bias, grounded theory is considered
the most time-consuming research design out of the four qualitative research designs (Timonen
et al., 2018). In addition, grounded theory design involves “a multitude of rules that come across
as challenging and even obtuse” (Timonen et al., 2018, p. 1). This weakness severely affects both
data collection and data analysis. Further, an ethnographic research design is highly ineffective
in exploring a multifaceted business problem (Hammersley, 2006). Defining the spatial and
temporal boundaries is a big challenge for a researcher selecting an ethnographic design because
behaviors of members in any particular group being studied often change unpredictably. In
addition, when a researcher is not a member of a group being studied, it is nearly impossible to
accurately determining and understanding the context of the study (Creswell & Poth, 2018;
Hammersley, 2006). As a result, the single-case study design was deemed to be highly effective
for the researcher to explore multiple aspects of cybersecurity in U.S. businesses.

Summary of Research Method and Design
This research effort focused on exploring a greater depth of understanding about the

patterns and complexity of an ongoing business problem, a key feature of qualitative study
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(Creswell & Creswell, 2017). With an interpretive and naturalistic approach, qualitative method
researchers are greatly enabled to investigate participant experiences to produce meaning and
insights that can be analyzed and shared with relevant stakeholders to assist them in making
better decisions and policies (Creswell, 2013). As the purpose of this study was to explore the
problem of U.S. businesses continuing to fall prey to cyberattacks, a case study design was
chosen to ensure that the overall objective of the study was achieved. This study design is a great
instrument for examining a business through an explanation using multiple perspectives while
creating an outline for resolution based on logical analysis (Creswell & Creswell, 2017; van
Manen, 2016). For these reasons, the researcher deemed the qualitative research method with a
case study design to be the most appropriate for the study of the cybersecurity problems in U.S.
businesses.
Population and Sampling

The credibility of qualitative research depends on the appropriate population and
sampling selection (Asiamah et al., 2017). As a result, the researcher must carefully define the
suitable population and select the proper sampling method and sample size based on research
objectives. This section discusses thoroughly the various elements of population and sample size,
regarding participants who are working in cybersecurity and IT roles in U.S. businesses. Criteria
for the selection of the focus population that represented the current problem with cybersecurity
will be presented. Because data saturation is the foundation for any qualitative research (O’Reilly
& Parker, 2013), sampling method and sample size will be discussed in detail with respect to

addressing the goal of achieving data saturation.
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Discussion of Population

For the case study design to be effective, it is crucial for the population to represent the
group of individuals sharing similar experiences and characteristics in order for the researcher to
accurately identify patterns and themes of collected data (Yin, 2018). In this study, the target
population focused on employees currently working in cybersecurity and various IT roles in
companies. These job roles comprise the fundamental human resources of both public and
private sectors in the long-lasting fight against cyberattacks (Ani et al., 2019; Dawson &
Thomson, 2018). Notably, the age range of the target population extended from 25 years old to
65 years old, including both genders. As U.S. businesses are losing billions of dollars to
cyberattacks annually (Bernardo, 2015; Osawa, 2017; Paul & Wang, 2019), those companies
from which participants were drawn were exclusively from U.S. companies. There were seven
participants in this study. They fell under the target population which represents similar
experiences and characteristics. Participants were current employees of U.S.-based small or

medium businesses.

Discussion of Sampling

Sampling in a case study involves decisions that the researchers make in order to include
a selection of knowledge-rich participants to ensure an in-depth study and to achieve their
research objectives (Mills et al., 2010). As such, when considering the term “sampling” in this
research, the goal was to obtain a sample of the population that could provide representative
experiences of employees working in cybersecurity and IT roles to precisely portray the ongoing
problem of U.S. businesses suffering from cyberattacks. In fact, choosing the right sample of the
target population of interest to examine is the core principle of both qualitative and quantitative

research methods (Fowler, 2014). With that being the unchanged principle, regardless of study
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methods and designs, it is important to further examine components of sampling. The following
sections discuss in detail sampling method, data saturation, and sample size.

Sampling Method. For the study of the ever-increasing number of cyberattacks against
U.S. businesses, the chosen sampling method was purposive or purposeful sampling. With this
technique, the researcher carefully selected participants based on the purpose of the research,
with the expectation that participants would provide valuable knowledge-rich information to the
study (Suen et al., 2014). As a result, the sample size is determined by data saturation, and
members of the target population are not interchangeable. To be specific, this study employed a
homogenous purposive sampling technique. According to Saunders et al. (2012), there are many
advantages for researchers using homogenous sampling; cost- and time-effectiveness are the two
most commonly cited advantages. Similarly, compared to other sampling methods, purposive
sampling with a homogenous approach is a common selection for researchers with studies that
have a limited number of primary data sources contributing to the study. Therefore, given the
advantages and purpose of this study, purposive sampling with a homogenous approach was a
relevant choice for the researcher to strategically conduct this study. The purposive sampling
with a homogenous approach resulted in seven participants whose revealed information reached
data saturation.

Data Saturation and Sample Size. “Data saturation is reached when there is enough
information to replicate the study, when the ability to obtain additional new information has been
attained, and when further coding is no longer feasible” (Fusch & Ness, 2015, p. 1408). In fact,
failure to reach data saturation has a severe impact on research quality and content validity
(Fusch & Ness, 2015). Data saturation and sample size are closely related by an interdependent

relationship. “Sample size is justified by interviewing participants until reaching data saturation”
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(Francis et al., 2010, p. 1229). In other words, the sample size is determined by the researcher
determining when data saturation is reached. According to Creswell (2014), sample size varies
by research design, which ranges from two to 30 participants. This research study reached data
saturation at the 7th participant. Therefore, the total sample size was seven interviewees.
Regarding the case study design, Creswell (2014) examined multiple qualitative research studies
and found that a qualitative researcher requires “about four to five cases [participants]” for data
saturation (p. 189). Contradictorily, Guest et al. (2006) found that, despite collecting data from
60 participants, they had data saturation at 12, with most emergent themes at 6. Similarly,
researchers are recommended to use a sample size between 6 to 12 participants so that not only
data saturation can be reached but also diversity of experience can be attained. Interestingly,
Mason (2010) examined hundreds of doctoral theses relying on qualitative methods and
concluded that data saturation is often achieved with a target population of 10 participants. As
the sample size for data saturation discussed in several studies varies, it is crucial for the
researcher to determine the sample size based on when data saturation is reached to assure
validity of the research, rather than predetermine a specific number of sample size. For this
qualitative research study, the researcher determined that data saturation was reached at the 7th
interviewee as there were no new emergent themes.
Summary of Population and Sampling

Population and sampling are two foundational components for the research on the
increasing cyberattacks against U.S. businesses. In this study, the target population was
employees who were currently working in cybersecurity and IT roles in U.S. businesses with an
age range from 25 to 65 years old. With the criteria for focus population established, the

researcher deemed purposeful sampling with a homogenous approach as the most suitable for
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this study. It is important to note that data saturation is a vital objective that the researcher must
achieve in the data collection process through target population, sampling method, and sample
size. From the target population and purposive sampling method, the data collection reached
saturation with seven participants.
Data Collection

The goal of a qualitative research with a single-case study design is to answer the how
and why questions of a subject (Yin, 2018). Therefore, the data collection process is one of the
most crucial elements to achieve research objectives. In order to collect data accurately, specific
data collection techniques were utilized to capture the context-driven insights and information of
cyber professionals on cybersecurity problems in U.S. businesses. This section details the data
collection process and its elements. More specifically, the instruments for data collection, data

collection technique, and data organization technique are discussed in depth.

Instruments

In a qualitative study with a case study design, the researcher serves the role of an active
participant in the process of data collection (Creswell, 2014; Stake, 2010). There are two primary
tasks involved in data collection. They are audio recording interviews and taking notes. The
intent of these two crucial tasks is for the researcher to not only record verbal information but
also to capture behavioral cues. This section discusses the researcher as an instrument of the
study, interviewing and audio recording, interview guide, and notes.

The Researcher as an Instrument of the Study. “The researcher’s thinking lies at the
heart of the inquiry” (Piantanida & Garman, 1999, p. 24). With this principle, the researcher was
one of the instruments of this study. Indeed, in the data collection process, the researcher serves

as the decision-making instrument that decides the method and design of the research. This
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instrument is responsible for the specific stages and procedures for the data collection process
that directly impacts the research outcomes. Furthermore, as the researcher is a participant in a
qualitative study, in this case a single-case study, necessary measures must be taken to safeguard
against bias (Chapman, 2014). To safeguard against personal bias, the researcher developed a
personal journal, laying out thoughts and personal experiences related to the study. Specifically,
the personal journal was a means for the researcher to capture his thoughts and experiences in the
field of cybersecurity. The journal bracketed out researcher biases and helped him to remain
open to descriptions and information provided by participants (Piantanida & Garman, 1999). In
short, the researcher was an instrument of the study by means of deciding the method and design
of the research and was responsible for taking appropriate measures to prevent biases from
impacting the study outcomes.

Interviewing and Audio Recording. The method for data collection in this study was
interviewing participants. For all qualitative research employing this method, the process of
interviewing depends on the researcher accurately capturing and reporting participants’
responses with audio recording and verbatim transcription (Jamshed, 2014). Corbin and Strauss
(2014) recommended that for in-depth interviews, researchers should structure and rely on semi-
structured interviews where participants answer planned, open-ended questions. As such, semi-
structured interviews were employed for this study. Indeed, this data collection method better
assisted the researcher in acquiring in-depth responses on organizational and technical barriers
for improving cyber defense and both technical and non-technical defense mechanisms.
Particularly, semi-structured interviews involve less restrictions and participants are allowed to

give more productive information and perspectives (Marrelli, 2007). This means that acquired
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responses shed more light on the problem of U.S. businesses continuing to fall prey to
cyberattacks.

Interview Guide. Textual and structural description of cybersecurity and 1T
professionals’ interviews who were employed in U.S. businesses was the foremost goal of the
interview process. With that being the goal, Appendix A contains the schematic script with
strategic flow to interview participants. More succinctly, it comprises an introductory statement,
interview questions related to the research questions, and a closing statement. The introductory
statement is a means for participants to feel comfortable and an opportunity for the researcher to
make impressions and affirm the purpose of the study to participants (Creswell, 2014). Although
the research questions were well structured and strategized, it is important to note that the script
during the interview process could change depending on the responses of the participants. By
doing so, the researcher could acquire from these cyber professionals as much information about
cybersecurity in U.S. businesses as possible. In other words, the researcher asked follow-up
questions for additional insights or clarification, with the objective of generating richer responses
regarding cybersecurity in U.S. businesses. Finally, the closing statement is an opportunity for
the researcher to show appreciation to participants and remind them to later contact the
researcher if they have any concern, comments, or clarification.

Notes. Besides the verbal information acquired from participants in interviews,
contextual cues or behavioral cues cannot be overlooked while interacting with interviewees.
Indeed, Marrelli (2007) recommended that case study researchers “record the exact” nonverbal
forms of communication while asking interview questions (p. 43). As the researcher intended to
record nonverbal communication factors of interviewees, it was a crucial role for the researcher

to take field notes and keep track of nonverbal elements, which were impossible to capture by
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audio recording. By capturing nonverbal elements, the researcher gains the depth and explores
the richness of key issues. To assist with data analysis and the study purpose, notes were
integrated into the interview transcript.
Data Collection Technique

Ethical Responsibility of the Researcher. Cybersecurity is a highly sensitive topic for
cyber professionals to disclose to outsiders. Therefore, it is the ethical responsibility of the
researcher to protect and maintain both acquired data and information of participants.
Specifically, Marrelli (2007) mentioned that the researcher must protect “subjects from
embarrassment, loss of self-esteem, reduced standing in their community, or risks to their
employment” (p. 43). Indeed, leaking information acquired from a participant on a company’s
cyber vulnerability would not only result in that business becoming a cyber victim but also
severely impact the employment and cyber-community standing of that cyber professional. In
fact, this was the concern of some participants and the researcher was able to ensure participants
that their confidentiality would be protected, which encouraged them to take part in the data
collection process. Therefore, the researcher strictly upheld ethical standards of protecting
confidential information by removing as recommended, defining the limits of access of interview
questions, and avoiding seeking information about specific technical cyber vulnerabilities.

Collection Process. A well-planned set of questions was utilized to explore the current
problem of cybersecurity in U.S. businesses. These questions served as a guide for the researcher
to evoke knowledge-rich responses from cyber professionals throughout the interview process.
Notably, there were some questions that evolved from planned questions or were eliminated as
the participants shared their experiences and insights. This approach was exceptionally crucial to

the study, as the circumstances of cybersecurity vary among different companies and multiple
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factors, both technical and non-technical, affect organizational cyber vulnerabilities (James,
2018; Nobles, 2018). As a result, this data collection technique achieved the diversity of thoughts
and information of data collection. With the less restrictive nature of a semi-structured interview,
it allowed 7 cyber professionals to share more in-depth details through probing and follow-up
questions. To establish the initial relationship with participants, the researcher made initial
contact and invited candidates to participate in the research. For candidates who declined to join
the research, they were asked to refer other qualified candidates who could be a part of the study.
Because both confidential information and security for participants and their business
organization were the foremost ethical standards, the researcher protected all identifying
information. All confidential information will not be disclosed. To ensure this, the sensitive
information was extricated from the acquired data.

Collecting Participant Data. For the 7 candidates who agreed to join the study, the
researcher asked them to select a preferred method such as telephone, face-to-face, or a video
call app for interviewing and location. This ensured convenience and comfort for the
participants. When participants confirmed their preferred method and location, the researcher
scheduled the interview. It is important to note that the participants were working employees;
therefore, the researcher accommodated their suggested schedules. The main instrument to
collect participant responses was audio recording. After each interview, the audio recording was
transcribed into a Microsoft Word document along with noted behavioral cues. The researcher
contacted participants to review and ascertain that the verbatim transcriptions of their interviews

were accurate.
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Data Organization Technique

Audio recordings and notes capturing nonverbal cues were the two fundamental types of
data to be safely secured. After each interview, the researcher safely transported and securely
stored the recording device containing the audio record and interview notes. Then, the audio
record was transcribed into a Microsoft Word document along with interview notes at the
researcher’s safeguarded house. During the transcribing process, all identifying data were
removed to assure confidentiality. All files, both copied and original, will be saved in the highly
secured file location protected by encryption. To comply with Liberty University’s Institutional
Review Board, data will be maintained for a specific period, then completely destroyed.
Summary of Data Collection

A qualitative research with a case study design cannot achieve its study objectives
without the data collection process. In fact, the reliability and validity of a research depend
partially on the process of data collection (Creswell & Creswell, 2017). Therefore, the process of
data collection in this research study included interviews and audio recordings, notes on
nonverbal communication, and an interview guide. Additionally, the technique of data collection
is also examined, in which the responsibility of the researcher in protecting participants’
confidentiality, details of steps for collecting data, and interactions with participants before and
after interviews is strategized. Finally, the researcher lays out procedures for organizing the
collected data, protecting data security, storing acquired data, and actions taken to safely dispose
of data.
Data Analysis

According to Creswell and Poth (2018), the objective of data analysis is to summarize,

analyze, and interpret collected data to explore patterns and relationships of a research subject.
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This section discusses the details of the analysis method and coding process. For the analysis
process, the researcher employed the thematic analysis method to ensure the trustworthiness of
research outcomes. The thematic analysis method, in particular, was deemed suitable for
exploring themes concerning cyberattacks against U.S. SMBs through six phrases. More
succinctly, the coding process of the thematic analysis method is considered the most critical
procedure for data analysis and research objections (Belotto, 2018). The process of coding data
in this study contained two stages: initial coding and expanded coding. In addition, the researcher
applied the deductive approach during the coding process. With this in mind, the analysis method
section will discuss the analysis method and coding process in detail.
Analysis Method

For a qualitative research study to be accepted as trustworthy, data analysis must be
conducted in a precise and consistent manner (Nowell et al., 2017). This study attempted to
identify elements of the problem of U.S. SMBs continuing to fall prey to cyberattacks.
Therefore, this study required an analysis method that has the ability to examine and analyze
collected data for linked passages in order to provide a thorough description of the problem
being studied. The thematic analysis method was deemed suitable for exploring cybersecurity
issues that businesses are facing, as this method is “a method for identifying, analyzing and
reporting patterns (themes) within data” (Braun & Clarke, 2006, p. 79). In fact, “thematic
analysis provides a purely qualitative, detailed, and nuanced account of data” (Vaismoradi et al.,
2013, p. 400). For the study of the ever-increasing cyberattacks in U.S. SMBs, the researcher
followed data analysis phases recommended by Vaismoradi et al. (2013) to produce trustworthy
and insightful findings. There are six phases for a thematic analysis to thoroughly evaluate and

examine data: familiarizing with data, generating initial codes, searching for themes, reviewing
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themes, defining and naming themes, and producing the report. In these phases, coding is
considered one of the most crucial processes as it has the biggest impact on both data analysis
and research outcomes (Belotto, 2018). The data analysis process in this study concentrated on
the coding process using issues identified in the problem statement to identify emerging themes
of cyberattacks against U.S. SMBs. In the end, there were a total of 13 themes discovered.
Coding Process

This study relied on coding to identify themes and patterns for the problem of U.S.
businesses continuing to fall prey to cyberattacks. Coding is considered the universal process
used in qualitative research, in which the researcher breaks down acquired data before putting
back together with the goal of discovering breakthrough information (Elliott, 2018). In fact,
coding enables the ultimate goals of a case study, which are to “uncover patterns, determine
meanings, construct conclusions and build theory” (Patton & Appelbaum, 2003, p. 67).
Additionally, this process ensures the reliability and consistency of the research (Elliott, 2018).
In this study, the coding process comprised two stages: initial codes and expended code.
Atkinson (2002) believed that these two stages are the fundamentalities for any case study,
enabling researchers to associate meanings of chunks of data with patterns and themes from the
focus population. The researcher generated an initial set of codes based on collected data by
taking into consideration the research questions and key areas. As suggested, the initial codes
structure the foundation for a more thorough organization and classification of coded data in
order to accurately identify patterns and themes (Marrelli, 2007). This then allows the researcher
to conduct expanded coding. In expanded coding, the researcher must rationally and logically
group data for particular themes by examining chunks or segments of data. At this point, the

synthesis and interpretation process begins, as the researcher utilizes patterns and themes to write
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about the description and breakthrough information that could initiate changes in business
organizations to defend against the ever-increasing number of cyberattacks in the business
sector.

Coding Approach. Codes are driven by collected data and research theory, through
either the deductive or inductive approach to identify patterns (Xu & Zammit, 2020). With a
deductive approach, the researcher formulates a codebook or pre-set coding schemes to use as a
reference guide through the coding process (Fereday & Muir-Cochrane, 2006). On the contrary,
a researcher with an inductive approach builds and modifies codes from data throughout the
coding process. For the study of the ever-increasing cyberattacks in U.S. SMBs, a deductive
approach was considered the more applicable approach. Specifically, the researcher created an
exhaustive list of pre-defined codes based on a review of the literature, elements of the problem
and purpose statement, and how participants referred to a topic (Mihas, 2019). With the
deductive approach deemed suitable for this research study, the researcher utilized a list of pre-
defined codes for reference in the coding process and guidance to make sense of data.

Coding Tool. For any given research, manual text coding and computer-assisted coding
are the two prime choices (Ktari, 2010). For this research study, a computer-assisted coding tool
was employed to identify themes from collected data. Specifically, the researcher used NVivo
software to facilitate annotation of the text within the data and for the discovery of emergent
themes. According to Ktari (2010), computer-assisted coding is highly effective for the
researcher in saving time and effort and relieving the burden of concentrating on coding.
However, computer-assisted coding has a major weakness of being applicable for simple content
only (Jones et al., 2014). This weakness means that ironic texts and underlying meaning could be

ignored during the coding process. Therefore, with the coding process relying on NVivo
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software, the researcher actively interfered with the computer-assisted coding. Specifically, Ktari
recommended the active role of the researcher in “identifying the concepts to be coded,
determining the level of generalization, and creating the translation rules” (p. 7). In short, the
researcher used NVivo software for the coding process while actively interfering with all phrases
of the coding process in order to ensure the in-depth examination of collected data.
Summary of Data Analysis

The process of data analysis and coding were discussed in this section. Specifically,
thematic data analysis with six phases was chosen as the procedure for identifying themes and
patterns of cybersecurity problems in U.S. businesses. In the coding process, the researcher
conducted two stages, initial coding and expanded coding, to provide an accurate interpretation
of collected data. Using the deductive coding approach, a list of pre-defined codes was built
based on the review of literature and elements from the problem and purpose statements of this
study. To better assist with the coding process, the research proposed the use of NVivo software.
With the use of computer-assisted coding, the researcher followed the recommendation of Ktari
(2010) to actively interfere in the coding process to ensure that all in-depth information was
examined.
Reliability and Validity

A research study is deemed worthless without reliability and validity. In other words,
reliability and validity are the two methodological concepts measuring and evaluating the quality
of a research based on several objectives that the researcher must achieve (Creswell & Poth,
2018). Therefore, this study applied appropriate measures in the process of data collection and
data analysis to ensure the reliability and validity of research outcomes. More importantly, the

researcher had the crucial goal in ensuring the study to be reliable and valid. This section
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provides details of steps taken in the process of data collection and data analysis and the role of
the researcher to establish reliability and validity in the study of the ever-increasing number of
cyberattacks against U.S. SMBs.

Reliability

In qualitative research, reliability is established by the consistency of a measure and the
approximate degree of multiple assessments in a study (Syed & Nelson, 2015). Krippendorff
(2004) characterized reliability in research as consisting of three criteria: stability,
reproducibility, and accuracy. With reliability defined, for a qualitative research to be considered
reliable, the researcher must seek consistency in the study method utilized in data collection and
analysis. After discussing the lack of reliability in several qualitative research studies, Noble and
Smith (2015) recommended that the qualitative researcher should establish a clear and
meticulous decision trail throughout the research process that explicitly details decisions taken
for methodological and analytic choices. This means that method selection and elements in the
process and procedures of data collection and analysis must be precisely documented, to not only
ensure the utmost reliability of the study but also to provide readers with consistency in research
findings. Accordingly, the researcher followed the recommended approach to achieve reliability
in the research process.

Furthermore, as recommended by Creswell and Poth (2018) for improving reliability in
qualitative studies, the researcher obtained detailed field notes by using high-quality audio
recording devices and by accurately transcribing the recorded files. The goal was to present an
interviewee’s unmodified response to each interview question in the final report with truthfulness
and consistency of data. More succinctly, the interview guide is a great instrument addressing

reliability. Conway et al. (1995) suggested that the researcher must structure and standardize the
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interview guide from a neutral position free from personal biases and prejudgments, so that the
interview questions do not lead participants to answer in the researcher’s preference. While
employing the interview guide during the interview process, the researcher serves as the most
critical instrument for maintaining consistency by following the guide and procedures for all
participants. Notably, because the semi-structured interview was the chosen method in this study,
the researcher asked similar follow-up probing questions of all participants, to maintain
consistency of data throughout the interview process. Regarding data analysis, Creswell and Poth
pointed out that when there are too many coders, the analysis process will be smeared, resulting
in complications and misleading outcomes. Following this caution, the researcher was the only
person engaging in the data collection process, coding process, and analysis procedures. More
importantly, the researcher consulted with faculty members at Liberty University to ensure the
reliability of this research study. The researcher assumed that the expertise and competence of
faculty members accurately assessed the stability, reproducibility, and accuracy of the study of
the ongoing problem of growing cyberattacks in small and medium enterprises.
Validity

Saturation. Data saturation is reached only if no new information emerges (Creswell &
Poth, 2018; Yin, 2018). The researcher recognizes that data saturation is achieved “when further
coding is no longer feasible” and “when there is enough information to replicate the study”
(Fusch & Ness, 2015, p. 1408). In qualitative research, data saturation is fundamentally deciding
whether a research has validity, which relates to its practical contributions to the field being
studied (Francis et al., 2010). Data saturation is a pillar of qualitative research because, as
opposed to quantitative research, which seeks generalizability of findings, qualitative research is

concerned less with sample size but focuses more on appropriateness and validity of data
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(O’Reilly & Parker, 2013). To ensure the validity of this study, the researcher only stopped
collecting data at the 7th participant when data saturation was reached. Specifically, when no
new information or themes were discovered during the interview process of the 7th participant,
the researcher was signaled to cease data collecting. Therefore, the data collection process of this
research prioritized the saturation of collected data to maximize the validity of the research after
thoroughly collecting data from seven participants.

Triangulation. According to Creswell and Poth (2018), the credibility and validity of a
research are established by the triangulation process. This process entails the use of multiple
methods and information sources to formulate the comprehensive understanding of the study
(Carter et al., 2014). In this study, triangulation was achieved through the extensive review of
literature, in-depth information acquired from seven participants coming from various roles in
cybersecurity and IT in different businesses, and comparisons of themes during the data analysis
process. Besides discussing relevant concepts of cybersecurity in business, the literature review
section in this study not only provided the conceptual contribution and the contemporary
circumstances of cybersecurity in U.S. businesses but also served as the additional fundamental
source assuring the validity of the research. In fact, Yin (2014) highlighted that for any
qualitative research employing a case study method, the section of literature review is a
substantial instrument for data triangulation. Specifically, a literature review section of a
qualitative research is a part of data triangulation because this section cross-validates data and
captures diverse dimensions of a subject. With the same intent, data triangulation is achieved
organically during the data collection and analysis process. Regarding the study on the ever-
increasing number of cyberattacks against U.S. SMBs, participants came from different functions

of cybersecurity and IT roles. These participants were employed in distinct companies with
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different types of information systems and cyber capacity; each participant provided distinct
responses and insights that make up the diverse dimensions of the increasing cyberattacks in U.S.
businesses. Additionally, during the data analysis process of seven participants, emergent themes
and patterns were compared strategically and analyzed logically. By doing so, the researcher
provided the additional attribution to data triangulation of cybersecurity in U.S. businesses. In
summary, data triangulation for research validity is achieved through three thoroughly
strategized components: the extensive literature review, diverse background and roles of
participants, and strategic comparisons of the data analysis process.
Summary of Reliability and Validity

This section discussed the role of reliability and validity in qualitative research. As
illustrated, without reliability and validity, a research study has no quality and applicability.
Importantly, there are strategies that the researcher could take to ensure that the study on the
problem of the increasing cybersecurity attacks against U.S. businesses was valid and reliable.
For reliability, the researcher employed high-quality field notes, recording devices, and interview
guide to ensure that the outcomes of this study were reliable. In addition, the researcher
strategized follow-up and probing questions during the interview process to ensure the
consistency of the study. Furthermore, a valid research study comprises of data saturation and
triangulation (Creswell & Poth, 2018; Yin, 2018). To achieve data saturation in this study, the
researcher conducted data collection until no new themes emerged for which 7 IT professionals
were interviewed. For data triangulation, the researcher relied on the review of literature section
in this study, in-depth information acquired from diverse participants, and comparisons of data

and themes during the data analysis process.
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Transition and Summary of Section 2

This section summarizes and concludes Section 2: The Project, which establishes the
framework and foundation for the exploration of the increasing cyberattacks against U.S.
businesses through cyber professionals currently working in cybersecurity and information
technology roles. In the beginning, the purpose statement was reexamined. Next, the role of the
researcher section detailed the involvement of the researcher in conducting the study, which
comprises designing the research, collecting and maintaining acquired data, and conducting data
analysis. Following, the section on participants addressed steps and procedures to gaining access
to participants, establishing a relationship with participants, and identifying measures to ethically
protect participants. In any qualitative study, research method and design serve as the primary
instrument to achieve the successful outcomes of the study. In the research method and design
section, the chosen method and design were identified and justified for their application in this
study. In short, this study employed a qualitative method with a case study design.

There was a total of 7 IT professionals participating in this study, who were in the focus
population. The focus population was employees currently working in cybersecurity and
information technology roles in U.S. business, with ages ranging from 25 to 65. The sampling
method section provided details on sampling method, data saturation, and sample size. After that,
the data collection section describes instruments for data collection, data collection technique,
and data organization technique. The intent of these aforementioned methods is to acquire the
most context-driven insights and information from participants, choose the suitable technique for
collecting data, and establish steps for organizing and securing acquired data. As raw data is
collected, it is important to conduct data analysis. Data coding in the data analysis section

detailed the steps for coding and interpreting the data that will be collected. More importantly,
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the section on reliability and validity discussed the significant role of having valid and reliable
methods and strategies that the researcher needs to take in order to ensure reliability and validity.
Specifically, this section offered great insight and details with respect to consistency, saturation,
and triangulation.

The framework and standards for exploring cybersecurity issues in U.S. businesses were
established in Section 2: The Project. The next section, Section 3: Application to Professional
Practice and Implications for Change, will present and discuss research findings through analysis
of collected data. In addition, the applicability of the findings will be discussed. More
importantly, the researcher will present recommendations for actions that U.S. businesses should
take regarding the increasing cyberattacks against them. Section 3 will conclude with reflections

of the researcher.
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Section 3: Application to Professional Practice and Implications for Change

This section begins with a brief overview of the study of the ever-increasing number of
cyberattacks in U.S. small and medium businesses. The overview of the study reviews the why
and the how questions of the issues of cybersecurity in U.S. business sector. Next, the section on
presentation of the findings discusses findings derived from collected data that address the six
research questions posed in this study, as well as data discrepancies. The presentation of the
findings section provides a detailed discussion of discovered themes and links each theme back
to the conceptual framework and literature review in this research. Furthermore, the application
to professional practice section provides a thorough discussion on the applicability of the
findings in the context of U.S. SMBs, as well as recommendations for actions. For future studies,
the recommendation for further study section reviews crucial elements that should be focused on
in further research studies, based upon the findings of the present study of the growing number
of cyberattacks against U.S. SMBs. Last, the study ends with reflections of the researcher and a
summary of the application to professional practice and implications for change.
Overview of the Study

The researcher utilized a qualitative research method to reveal the contemporary barriers
and challenges that are impacting cybersecurity competencies of U.S. small and medium
enterprises. A single-case study design with a semi-structured interview data collection technique
was employed to collect data from cyber professionals currently working in small and medium
businesses across the United States. The purpose of this research design was to determine
impacts of technical barriers, business strategies, and organizational elements resulting in cyber
vulnerabilities that cause businesses to become cyber victims. Existing research addressing both

business and cybersecurity fields pointed out that the loss due to cyberattacks of U.S. small and
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medium business will continue to rise (Paoli et al., 2018; Tagarev et al., 2017). This gloomy
foreseeable reality is the result of the current primitive technical infrastructure and organizational
nature of small and medium businesses (FBI News, 2020; Hawkins, 2017; Kaspersky Lab, 2017;
Srinidhi et al., 2015). The sampling technique in this study was purposive sampling with a
homogenous approach that was highly advantageous for studies with a limited number of
primary data sources. The data collection cycle is shown in Figure 2. To collect data for this
qualitative study, the researcher contacted working cyber professionals via emails and social
media messaging services to invite candidates to participate in the study. The researcher
introduced the purpose of this study, then invited candidates to participate and surveyed them
with questions for eligibility criteria. All participants in this study signed the consent form and
agreed to fulfill their role in this research. Participants were available and willing to clarify
collected data after the conducted interviews. The ideal sample size for qualitative research with
a case study design is between 4 and 10 cases or participants (Creswell, 2014; Guest et al., 2006;
Mason, 2010). The researcher determined that data saturation was achieved after the seventh
interviewee when there was no new information revealed. The participants’ genders are

displayed in Figure 3.
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Figure 2

Data Collection Cycle
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Anticipated Themes

There were three potential themes identified after reviewing the existing literature
addressing cybersecurity in U.S. businesses. The first theme focused extensively on the damages
of cyberattacks and their common methods. Alarmingly, cyberattacks cost U.S. businesses
billions of dollars annually (Gordon et al., 2015; Wang, 2019). In detail, this cost includes both
the damages of cyberattacks (Paoli et al., 2018; Tagarev et al., 2017; Wang, 2019) and expenses
for investing in a more secure cyber defense due to past attacks (Krishan, 2018; Musman &
Turner, 2018; Srinidhi et al., 2015). Even more importantly than the monetary value that
cyberattacks destroy in their aftermath, victimized businesses also endure the damages to
reputation and customer trust (Information Systems Audit and Control Association [ISACA],
2019a, 2019b; Morse et al., 2018; Pharris, 2019). This destruction is immeasurable and long-
lasting, as it takes considerable time and effort for victimized businesses to recover to the pre-
attack condition (Heikkild et al., 2016). Inevitably, in the recovery process, businesses often
change their operational procedure, which could cause further disruption to the customer base
(Deane et al., 2019). As a result, losses of U.S. businesses due to cyber breaches rise
dramatically every year (FBI, 2018).

The second anticipated theme pertained to cyber defense in U.S. small and medium
businesses. Ideally, a proactive defense system is the optimal choice for businesses, rather than
an active or passive defense system (Byres, 2014; Lai & Wu, 2015; Wagner, 2016). A proactive
defense system in any organization requires three crucial components: defense in depth,
understanding the threats, and routine checkups for hardware and software (Byres, 2014; Nam,
2019; Presher, 2015; Wagner, 2016). It is important to note that any U.S. business missing one of

four stages of defense capabilities is more vulnerable to cyberattacks (Clay, 2015; Korba et al.,
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2016; Nagurney & Shukla, 2017; Taitto et al., 2018). The four crucial stages of defense
capabilities are: prepare, prevent, detect, and respond. Importantly, annual data reported by the
FBI (2018) indicated that cyber breaches in U.S. small and medium businesses are nearly
unstoppable. This leads to the vital requirement for cyber-risk management, which centralized on
identifying risks and vulnerabilities and implementing strategic changes (Hayes & Cappa, 2018;
Kral & Kralova, 2016; Qassim et al., 2019; Scholz et al., 2020; Sonenshein, 2010; Ukil & Akkas,
2017). In addition to the vital role of cyber-risk management in U.S. small and medium
businesses, the anticipated themes revealed from previous literature indicate that there are deadly
cyber weaknesses existing in U.S. small and medium businesses. Evidently, the lack of security
training, lack of security skills, and negligence in safeguarding critical infrastructure are the three
roots of cyber vulnerabilities in many small and medium businesses (Caldwell, 2016; Cameron
& Marcum, 2019; Hanus & Wu, 2016; Hayden, 2015; Kennedy, 2016; Smith, 2018).

Raising cyber awareness, improving defense to prevent being a cyber target, and
incorporating cybersecurity into business process is the third anticipated theme. Findings in the
literature indicate that by combining all three measures, U.S. small and medium businesses will
not only become less of cyber targets but also significantly improve business process and
productivity (Azhagiri et al., 2017; Hadji-Janev & Bogdanoski, 2017; Homoliak et al., 2019;
ISACA, 2012a; Rubino et al., 2017). This anticipated theme involves a wide range of business
elements to improve both technical and non-technical segments of business cybersecurity
capability. These significant elements are human resource development, leadership, strategic
investments, business-specific defense mechanisms, business environment, enterprise end-to-end
process, and business governance and management (Friedberg et al., 2015; He & Zhang, 2019;

Hu et al., 2018; ISACA, 2013; Jugdev, 2019; Kemper, 2019). Alarmingly, this third anticipated
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theme revealed the fatal weaknesses of small and medium businesses in the battle against
cybercriminals due to many uncontrollable and organizational factors such as skill shortage,
budget constraints, resistance to organizational changes, and reliance on irrelevant business
framework (Dawson & Thomson, 2018; Devos & van de Ginste, 2015; Lee et al., 2015; Slayton,
2017).
Presentation of the Findings

The findings of the study of the ever-increasing cyberattacks in U.S. SMBs indicated that
business organizations disregard the significant threat and overwhelming risk of cyberattacks
against their technological infrastructure. Despite being increasingly dependent on data and
technology in daily operation, improving cyber-defense capability is not the priority for U.S.
SMBs. Furthermore, the findings of this study revealed the crucial indication that technological
factors are not the only Achilles’ heel of managing cyber defense in businesses but also
organizational elements. Notably, responses from cyber professionals who participated in this
study showed that U.S. SMBs focus on defending themselves digitally only after they have been
victimized. The following section will explain at length the findings regarding cyber capability in

U.S. SMBs.
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Themes Discovered in the Data Analysis Process

Theme Number

Study Themes

Theme 1

Theme 2

Theme 3

Theme 4

Theme 5

Theme 6

Theme 7

Theme 8

Theme 9

Theme 10

Theme 11

Theme 12

Theme 13

Technology Deficiencies

The Advancement of Technology

Lack of Knowledge

Problems of Human Resources

The Lack of Investment in Cybersecurity

The Human Factor Is the Weakest Link

The Less Training and Support, the More Depleted Cybersecurity
Capability

Security Policies

Obsolete Technological Infrastructure

Outsourcing Cybersecurity

Bring-Your-Own Devices: Policy and Network Segmentation
Conducting Evaluation on Risks from Third Party

Cultivating an Organizational Culture for Cybersecurity

Themes Discovered

This section presents themes discovered during the data analysis process. Through

collecting data from multiple participants, there were a total of 13 themes discovered; see Table

1. Discovered themes covered, more than expected, the urgent matters that currently exist in both

the cybersecurity field and the business field. Related to the purpose and the problem being
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studied, discovered themes exposed multiple technological and organizational elements of cyber
defense in U.S. SMBs and the connections between those elements. With that being put forward,
the section presents themes discovered through an analysis of the experience and knowledge of
employees currently working in U.S. SMBs.

Research Question RQ1 Themes. Research question RQ1 was “why do small- and
medium-sized businesses increasingly fall victim to cyberattacks?”” There are many reasons for
SMBs to increasingly fall victim to cyberattacks. From collected data, the causes of this cyber
pandemic are originated from both external and internal environments of SMBs. Succinctly,
participants approach the problems of atrocious cyber defense in SMBs through three points of
view. They are the condition of technology in businesses, the technology development in the
field of technology, and the organizational challenges. From there, there were three themes
discovered: technology deficiencies, the advancement of technology, and the lack of knowledge.

Theme 1: Technology Deficiencies. Technology deficiencies are considered one of the
most impactful drivers for the increasing number of U.S. SMBs falling victim to cyberattacks.
Indeed, most cyberattacks are supported by up-to-date technology with advanced knowledge, as
each attack requires perpetrators to be one step ahead of the intended victims to carry out the
attack (“Recent Cyberattack Raises Alarm,” 2020). Disturbingly, all participants stated that
businesses they have worked for, including the small and medium companies where they are
currently employed, have technology deficiencies ranging from software and hardware to
physical controls. In many instances, participants explained that from the perspective of small
and medium business, organizations feel more comfortable using the technology that has been
used for years. Similarly, constraints of financial resources and knowledge are preventing small-

and medium-sized companies from improving this cyber weakness.
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Participant 2 discussed his overwhelming challenges of the dated computer systems he
encountered during the first year working for a small business organization, as well as his doubt
of the foreseeable cyberattacks against the company’s cyber structure. Furthermore, Participant
2, a cyber professional with years of experience, recalled his first impression when he started
working for the small business, that “the technology the company is using either outdated or isn’t
right for their business.” He realized that being the only cyber professional in the company, it
would require years to improve the current state of technology deficiencies at the company.
Noticeably, Participant 4 expressed that the outdated technology was a significant burden for
him, as he could not fulfill his job function. This sentiment was shared by Participant 5 as well,
as he stated that “it is stressful that people are waiting for you and your computer is barely
working, the app keeps crashing.” All participants conceded that solving technology deficiencies
at their business organizations is a necessity for daily operation and cyber capability, as they
believed similarly to Participant 1, who emphasized that “there is bad guys out there, if they want
to take advantages of [company name] decade-old computer and network, there is nothing that
can stop them. We are just waiting for disaster to happen.” Thus, to avoid being the next cyber
victims, U.S. SMBs must resolve their deadly weakness: technology deficiencies.

Theme 2: The Advancement of Technology. The advancement of technology helps
businesses to improve their business process, communication, and activities. Nevertheless,
technology advancement has more negative influence on U.S. SMBs than positive influence,
according to responses from participants. From the perspective of participants, large companies
and corporations have more benefits from the advancement of technology than businesses of
small and medium size. Interestingly, many participants discussed that the advancement of

technology widens the market competition gap between corporations and SMBs because the
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larger a business organization is, the more financial and human resources are available to
upgrade technology capability and more customer bandwidth to serve with that capability.
Regarding cybersecurity and the advancement of technology, participants viewed U.S. SMBs as
being in a challenging uphill battle against hackers.

Participant 1 stressed that “business owners have their head down busy with their
companies. They are missing technology trends.” In fact, in the context of small and medium
businesses, many participants referred to the advancement of technology as “the gap.”
Participant 4 worried that “I don’t know what kind of technology the bad guy will be using but
we will be an easy target. Our software is not the latest version and our operating system is
unpatched. There is a huge gap between hackers and our company.” Similarly, Participant 5
mentioned that “even if our company decides to upgrade their technology today, I’m talking
about fundamental IT structure such as computers, hardware and software, it will take a while to
catch up to the latest technology.” Participant 5 also shared that top management does not seem
to have the intention to upgrade the current obsolete systems, despite his multiple requests due to
software crashing. Interestingly, all participants revealed that new technology trends are not a
noticeable matter at their business organizations, as top management believe and feel that their
current cyber structures are adequate to support daily work activities. Participant 1 expressed in a
frustrated voice that the skills and knowledge she learned from college and certification can
barely apply at her workplace, as the IT infrastructure of the business organization is primitive.
Thus, looking at the advancement of technology from the perspective of small and medium
businesses, new technology has more negative influence than positive influence. Figure 4
represents the impacts of technology advancement on current information systems in U.S. SMBs.

The advancement of technology led to advanced cyberattacks was mentioned eleven times by
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participants. In addition, depleting current cyber defense and widening market competition were
also the results of technology advancement. Each of this element was mentioned four times by
participants.

Figure 4

Impacts of Technology Advancement on Current Information Systems in U.S. SMBs

Number of Times This Impact Was Mentioned

12

10

Depleting Current Cyber Widening Market More Advanced
Defense Competition Cyberattacks

Number of Times This Impact Was Mentioned

Theme 3: Lack of Knowledge. Many participants considered lack of knowledge to be the
root cause of cyber vulnerability. Participants mentioned this business weakness throughout their
interviews, which indicates that the lack of knowledge is the contemporary cyber challenge for
U.S. SMBs. According to participants, because many U.S. SMBs are family owned or have “old-
school owners,” this creates an organizational challenge that weakens cyber-defense capability.
In fact, the average age of owners of U.S. small-sized businesses is 50.3 years old, while U.S.
medium-sized business owners tend to be a few years older (Experian, 2017). Participants

mentioned age as a factor that leads to vulnerabilities in business information systems. Indeed,
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Participant 3 mentioned that “[business owner name] insisted on relying on pen and paper
because things would be simpler and less complicated”” and when Participant 3 brought up
cybersecurity, the business owner showed no desire to deal with security challenges. Similarly,
Participant 6 mentioned that all of the small businesses she has worked for were conducting
business activities as in the past when cybersecurity was not a challenge. All participants stressed
that the lack of cybersecurity knowledge is the root causing cyber vulnerabilities, especially
social engineering and technical intrusion. Participant 7 pointed out that his company recently
bought a firewall “and it is put in the storage room where everyone has access to. I don’t know
what [business owner’s name] is thinking.” Nonetheless, Participant 7 still gave credit to his
business organization for the effort toward cybersecurity.

Research Question RQ1a Themes. Research question RQla was “What are the existing
types of barriers that impede enterprises from improving cybersecurity capabilities?” The
revealed themes for research question RQ1a not only expose the existing types of barriers that
impede enterprises from improving cybersecurity capabilities but also uncover many underlying
issues in the field of business. Unexpectedly, responses from participants indicated major
disadvantages that SMBs have, comparing to U.S. large companies and corporations. In many
ways, these disadvantages directly impact U.S. SMBs in the endeavor to better secure their
technology infrastructure in the cyberspace. Specifically, the disadvantages are access to cyber
professionals, malfunction of technology system, smaller business scale, financial constraints,
and IT workers overwhelmed by being understaffed. With that being said, there were two themes
discovered: problems of human resources and the lack of investment in cybersecurity.

Theme 4: Problems of Human Resources. The demand for cybersecurity jobs is growing

rapidly, as in the field of U.S. businesses, the supply of cybersecurity professionals is well below
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the demand (Scala et al., 2019). Indeed, the problem of supply shortage of cybersecurity
professionals has a significant impact on U.S. businesses as a whole, especially for businesses of
small and medium size (Couce-Vieira et al., 2020). The problem of human resources was
reflected by angered reactions and unhappy remarks from most participants.

Participant 1 mentioned that she was hired to work in the sole IT position at her business
organization. The problem, she noted, is that “I am the only IT person at [company name] and all
technology-related issues are put on my shoulder.” As a result, the amount of IT support tickets
is overwhelming for her, especially IT tickets addressing the malfunction of technology system.
“The owner cannot hire another IT support staff with affordable pay rate,” said Participant 1.
Similarly, because of the old-school business owner, Participant 3 stated that “we still use
Windows 7, home routers, and switches. I doubt that the company will hire a cybersecurity guy.”
Added by Participant 7, SMBs do not have the resources or reputation to approach cyber
professionals; therefore, “mom-and-pop business is not always in their list of employers to work
for.” Importantly, Participant 7 pointed out that, while comparing working for a growing start-up
and a mature business, “they got help desk, policy, procedure, boot server. We don’t even have
Enterprise Edition or a staff with CISSP.” Therefore, according to Participant 7, U.S. SMBs will
continue to be victimized by cyberattacks because cyber professionals, the essence of security in
a technology system, are absent. The theme of the problems of human resources was further
highlighted as only four out of seven participants have one or more IT colleagues at their
workplace. Thus, having a solid technology support team composed of employees with
cybersecurity skills and knowledge is the existing barrier that impedes U.S. SMBs from
improving cybersecurity capability as well as daily business operation. Figure 5 represents the

percentage of participants with and without IT colleagues.
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Figure 5

Percentage of Participants With and Without IT Colleagues

Participants with IT Colleagues Versus Participants without IT
Colleagues
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Theme 5: The Lack of Investment in Cybersecurity. An effective cybersecurity system
requires investment. In this sense, investment includes a wide range of factors ranging from
organizational measures to technology upgrade. Unfortunately, 100% of the participants in this
study responded that there is a lack of investment in technology structure, let alone cybersecurity
mechanisms. Indeed, regardless of size, U.S. businesses are behind in investment in
cybersecurity to counter cyberattacks (Chronopoulos et al., 2018). Participants discussed the lack
of cybersecurity investment from both technical and non-technical perspectives as their business
is undermanned with obsolete technology. Participant 4 stated, “We are understaffed at
[Company Name]. I don’t know how long I and my coworker can handle the extra workload.
The problem is we are the only two IT guys providing support to many staffs working off-site

with outdated machine.” Participant 4 added that, in his business organization context, making
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investment toward upgrading technology will not only decrease his workload and improve
business operation but also strengthen the cybersecurity capability of old-age network.
Importantly, Participant 2 provided a valuable perspective on the lack of investments in
cybersecurity:

You put money into cybersecurity. That is not a direct revenue driver . . . A small

business looking at where to invest in the organization, their priority for investment is for

growth. That is why budgeting and funding go to operation and sale. The criticality of
business is to make more money, to hire three or four heads in sale to bring in more
revenue. Spending resources on cybersecurity, you know, is not making you money. In
the context of small and medium businesses, they are very careful about how to spend
money. So, cybersecurity is not in the picture. It’s actually viewed as a burden, not an
investment! Cybersecurity is culturally growing but it will take years or decades for Tier

1 to be highly secured.

In reality, the solution to the lack of investments in cybersecurity is often not a willing
choice from businesses. Particularly, Participant 6 mentioned that a few small businesses that she
had worked for were required to upgrade to a certain cybersecurity standard when they signed
contracts with cybersecurity-aware corporations. In addition, one of her past employers was a
victim of dumpster diving that led to a series of social engineering attacks, resulting in a major
investment for a better cyber infrastructure. Therefore, regarding cybersecurity investments, U.S.
SMBs view security funding as a burden and only choose to upgrade their cyber capability when

they have been attacked or forced to do so.



120

Research Question RQ1b Themes. Based on participants’ responses, organizational
barriers were deemed as one of the most forceful factors of creating vulnerabilities in SMBs.
Small and medium businesses alike continue to fall for cyber perpetrators, even with advanced
technology in business organizations. This is due in part to organizational barriers relating to
security capability of SMBs. Specifically, mishaps and lack of awareness, “useless” and
“inapplicable” training programs, and ineffective and nonexistent security policies are, as
discovered, the current constraints. These constraints wee indicated as a plague in all
participants’ business organizations. With these elements revealed, the discovered themes were
human factor as the weakest link, training and support, and security policies. Figure 6 represents
the non-technical challenges for cybersecurity in U.S. SMBSs, as stated by participants.

Figure 6

Non-Technical Challenges for Cybersecurity in U.S. SMBs

Number of Participants Stating Non-technical Challenges
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Theme 6: The Human Factor Is the Weakest Link. Even if businesses are equipped with
advanced cybersecurity tools guarding their digital assets, hackers still have ways to prey on the
cyber chain of businesses due to psychological flaws. In other words, according to participants,
many business processes, from corporations to small enterprises, still require human and manual
input, for which exploiting this weakest link remains a fertile target for digital perpetrators.
Importantly, as Participants 3 and 5 stated, with business management that does not believe in
cybersecurity and with an outdated computer system, a business organization is inviting
cybercriminals to take advantage of them. Explaining human error as the most vulnerable
cyberattack entry point, Participant 6 discussed in detail the common characteristics of U.S.
SMBs in the context of cybersecurity. Participant 6 stated that the human factor will always be
the weakest link, which is why scam artists and hackers focus on this link exclusively.
Importantly, she stressed that

it’s extremely difficult to protect against that [human factor] because a computer is easy

to tell it what to do but sometimes people just act irrational. They go to the wrong site

then plug in their credential. Cybersecurity for small and medium businesses is like the
wild west! Hardly any foreseeable incoming attacks. Criminals could take a shot to test
out businesses, if they succeed in attacking, they succeed, if not, they move to a next one.

Sometimes small and medium businesses got victimized from a source that no one could

ever think of. It’s unimaginable! For example, an employee uses an email that is used for

both personal and business to sign up for a website or a service. That service gets hacked
and later hackers use the email of that employee to attack the business he works for.

Adding to Participant 6’s remark, Participant 5 gave a similar example: “MyFitnessPal,

an app everyone has. They had a big breach with emails, even Home Depot was affected through
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their employees. Their info got pulled up and falling off to the dark web.” Noticeably, Participant
5 pointed out that many SMBs were victimized in MyFitnessPal’s cyber incident; however, the
media barely addressed the damages. As shown in all participants’ responses, human factor,
especially mishaps and lack of awareness, will always be the Achilles’ heel of any organization.
Theme 7: The Less Training and Support, the More Depleted Cybersecurity Capability.
The predominant belief of every participant in this study was that the phrase cybersecurity
capability is synonymous with four words: human factor, training, and education. According to
study participants, one of the biggest organizational barriers for improving cybersecurity
capability is training and support. Four participants mentioned that their business organizations
do not have cybersecurity training, while three participants acknowledged that the current
training programs are “useless” and “inapplicable.” Participants viewed the absence of training
or ineffective training as an organizational barrier to better cybersecurity, as many SMBs
disregard security training. Regarding this matter, Participant 3 revealed that “many companies
that I know only have training programs because they are required to by other companies when
they sign a business contract. So they quickly create a training program and it is poorly planned.”
From the perspective of participants, ideally a training program must address not only the danger
of different type of cyberattacks but also the expected response for employees. For training to be
effective, a training program must be iterated repeatedly for which, according to participants,
employees will have security habits and security culture will be imbedded into business
organizations. Participants suggested either “quarterly” or “twice a year” training programs. Four
participants mentioned the importance of ensuring that new hires receive training to get on

board.
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In addition to training, a support system is necessary to maintain the effectiveness of
training through all levels of a company. Participant 7, a cyber professional with experience
working for both corporations and small businesses, suggested that small and medium business
organizations need an employee or a team dedicated to supporting other employees regarding
training for cybersecurity, such as “providing up-to-date resources” or “offering help
individually.” In contrast to Participant 7, Participant 1’s view of support after training program
is testing, then improving. “Company can test everyone on different things such as privacy,
phishing, data classification, data handling,” suggested Participant 1. She also gave an example
that a “company can send fake phishing emails to people in the company and the company can
gauge how well the training is, based on how many people clicking on those things.”
Importantly, training and support is considered a highly critical measure for minimizing
employee-caused cyberattacks, especially social engineering, according to participants. All
participants concluded that, based on their observations and experience, the less training and
support for cybersecurity a business has, the more attractive they appear to be in the eyes of an
intending cyber perpetrator.

Figure 7 represents the elements for effective training and support, as stated by

participants.
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Figure 7

Elements for Effective Training and Support Ranked by Participants
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Theme 8: Security Policies. Security policies set the standards of employees’ activities in
addressing protecting the cyber infrastructure of a business organization. Together with training
and support, security policies provide a clear guideline for all stakeholders in a business to
follow and uphold to prevent cyber breaches. Nevertheless, all participants mentioned that not
many U.S. SMBs have written cybersecurity policies, while some business organizations have
vague policies. Therefore, it was a consensus among participants that the matter of security
policies is a contemporary organizational obstacle for improving cybersecurity capability. “Most
small businesses use off-the-shelf security policies that are from security industry standards. It
should only be the baseline because each business is different,” noted Participant 4. He also
added that an SMB should combine off-the-shelf security policies and policies tailored
specifically to human resources and technology infrastructure of that company. Interestingly,

most participants mentioned the crucial point that having and enforcing a business-specific
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security policy would cost significantly less than the damage from a cyberattack. As Participant
2 put it, “Having a tough security policy is the least any business could do. They don’t have to
make any big investment or major change.” In addition, security policies are not only an
organizational obstacle regarding cyber defense but also a legal and business-growth matter.
Participant 6 noticed that when an SMB grows and becomes a public company, they are legally
required to implement cybersecurity policies in many regulated industries. Besides the type of
industry, she also noted that some states require a baseline security policy to conduct business
activities in their states. This point leads to the premise that without a security policy or with
only a vague one, U.S. SMBs are barred from growing. From participants’ perspectives,
implementing an effective security policy is currently an organizational challenge for better
cyber defense because a security policy not only defends against social engineering cyberattacks
but also serves as a layer in the multilayered cyber defense of any business organization. Figure
8 represents the percentage of participants with businesses having security policies, as well as

those whose businesses lack security policies.
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Figure 8

Percentage of Participants With Businesses Having Security Policies

m Participants with Businesses Not Having Security Policies
m Participants with Businesses Having Ineffective Security Policies
Subtheme: Awareness: Participants Discuss Security Awareness Through Two

Approaches: Training and Policy. Responses from participants indicated that, with security
policies, employees feel obligated to conduct business activities with security standards in mind.
Participants 3, 5, and 6 stated that business can address awareness on many different levels, from
all staff members to management level and to specific job roles. In addition, most participants
believed that awareness through security policies should be constantly reminded through
different channels of communication. Participant 2 gave an example that “sometimes you can put
out a little helpful hint like a sign reminding everyone has to badge in to get through the door,
one person at a time! or having security reminders on the company asset such as report

suspicious spam or attachment to . . .” Because a cyberattack involves both technical and
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organizational elements, participants believe that improving awareness through security policies
somewhat helps minimize the risk or the damage of an attack.

Research Question RQ1c Themes. Research Question RQ1c was “How impactful are
technical barriers on small and medium enterprises in improving their cybersecurity capability?”
When asked about how impactful technical barriers are on U.S. SMBs, all of the participants’
responses focused exclusively on the obsolete technological infrastructure that they have
experienced within their small- and medium-sized enterprises. Importantly, the challenges
originating from obsolete technological technology were discussed in depth by participants
because of the belief that, from a technical standpoint, cybersecurity capability is significantly
constrained by using outdated technology. It is a consensus that the level of technological
sophistication in today’s perpetrators outmatches many businesses’ information technology and
cybersecurity mechanisms, due to a variety of both technical and organizational weaknesses. As
shown in all of the interviews, obsolete technological infrastructure is the most concerning
technical barrier, which leads to other cyber risks in U.S. SMBs. According to participants, these
cyber risks are the incapability of preventing popular cyberattack methods and the inability to
prevent cyberattacks originating from employees’ mishaps. In addition, based on participants’
responses, financial resources and underinvestment is a lethal limitation affecting the current
state of technological infrastructure.

Theme 9: Obsolete Technological Infrastructure. All participants reported the state of
their companies’ technological infrastructure as ranging from somewhat outdated to significantly
obsolete. An obsolete technological infrastructure is an extreme threat for any organization,
ranging from cybersecurity to business operation and continuity. Participants expressed their

disappointment in the outdated computers and systems. Based on participants’ responses, the
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definition of obsolete technological systems is software that ceases to be updated and is
incompatible with other software and hardware, or hardware that reaches age limits. In other
words, the obsolete technological systems are where the vendor no longer supports the software
and hardware or provides maintenance. Participant 4 expressed concern that “the more outdated
the company’s software is, the more vulnerable we are in the eyes of hackers.” He also stated
that patching and updating are not a long-term solution for both cyber defense and business
process. Sharing a similar perspective, Participant 7 mentioned that “business cannot keep
patching their software. It may be a quick-fix but patching adds more layers of complexity that
create recovery and redundancy issues.” Regarding outdated hardware, participants believed that
hardware generally has longer lifespans than software. Therefore, in terms of hardware,
businesses do not need to replace them before a certain time. Noticeably, as Participant 7 stated,
“Businesses can replace a majority of their hardware every five years and the replacement won’t
severely affect their budget if they focus on the right items.” However, according to Participant
7, it requires technical knowledge to strategically implement new hardware, which is a
significant limit for SMBs. Besides risks and threats from cybersecurity, participants viewed that
changes in business practices and processes render their companies’ systems outdated.
Importantly, five out of seven participants acknowledged that if their organizations acquired and
implemented up-to-date systems, they would have reached more potential customers, not only
the current limited pool of customers.

Subtheme: Financial Constraints. From the perspectives of all participants, financial
resources are a major problem for U.S. SMBs in terms of investing in defending their
organizations on the cyberspace. Limited budgets already pose many challenges for small and

medium enterprises; therefore, according to participants, upgrading cyber-defense capability
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from an outdated technology system is not the priority. As Participant 2 viewed, spending for
cyber defense is a “burden,” rather than an investment. This philosophy was reinforced by other
participants as Participant 5 stated that “small businesses do not have the money for a cyber
defense system that can fight off common cyberattacks. If they decide to upgrade their
technology, it will take years because companies don’t have the budgets for one-time upgrades,
and they are already behind in the game.” Adding to this point, Participant 3 remarked,
“Businesses tend to sweat their technology assets as long as possible to save costs. That’s why
even if their computer system is outdated but usable, they are not willing to upgrade.” More
succinctly, Participants 3, 4, and 6 revealed that because of the limited financial resources in
conjunction with the lack of cyber knowledge, U.S. SMBs often base their decisions more on
price than on cyber functionality, especially those businesses with older business owners and
decision makers. As a result, participants believe that financial constraints pose a highly complex
barrier for U.S. SMBs. This complex barrier prevents U.S. SMBs from solving the challenges of
the current obsolete technological infrastructure impacting cybersecurity capability.

Subtheme: Existing Technology Is Incapable of Preventing Popular Cyberattack
Methods. In the context of obsolete technological infrastructure, participants believe that the
current technology in U.S. SMBs is vulnerable to common cyberattack methods that could have
been prevented with a basic upgrade. Participants discussed a wide range of attack methods that
U.S. corporations with better technology are immune to; however, these attack methods remain a
problem for SMBs. The common attack methods that were mentioned and discussed in depth are
malicious software, DDoS, password attack, phishing and spear phishing, and eavesdropping.
Noticeably, perpetrators relying on phishing emails with attached malicious software are the

major concern, as employees are not well aware of fraudulent communication and the obsolete
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computer systems are incapable of defending against malicious code. All participants noticed
that the discussed cyberattack methods are a combination between social engineering and
technical procedures. More specifically, participants mentioned how a company can be divided
into different sensitivity levels of employees to prevent the attack happening or to mitigate the
damages. Participant 7 mentioned in depth that “companies can reengineer their network assets
based on the concept of security segmentation that uses firewalls separating employees, so
attacks are stopped right at the contact point.” Adding to this recommendation, Participants 2 and
5 advocated for the use of active directory, as this directory service is included in most Windows
domain networks in new Windows Server operating systems. According to some participants, the
choice of a method such as screened subnet, hardware, or active directory tree depends on the
current state and capability of the existing technological infrastructure of each business.
Nevertheless, the fundamental factor that was primarily discussed is that the current obsolete
technological infrastructure requires the massive financial resource for U.S. SMBs to upgrade for
a solid cyber-defense capability. Figure 9 depicts the common attack methods addressed by
participants. Malicious software, DDoS, password attack, phishing and spear phishing, and

eavesdropping were the significant concern for U.S SMBs.
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Figure 9

Common Attack Methods Addressed by Participants
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Subtheme: Existing Technology Should Be Able to Prevent Cyberattacks Originated
From Employees’ Mishap. From the viewpoints of participants, when employees fail to follow
cybersecurity rules and guidelines or compromise the network infrastructure, the technological
infrastructure should function as a safety net that prevents or controls cyber damages.
Nevertheless, all participants asserted that the primitive technology of U.S. SMBs does not have
that level of assurance. Responses from participants indicated the alarming vulnerabilities of
network infrastructure in small and medium companies. Four participants gave firsthand account
examples of how a mistake of an employee or a business partner resulted in a cyber breach, from
which financial data and business information were leaked. They believed that with better
technical support and design, the risks would have been stopped before they became damages.

Furthermore, comparing the state of technology infrastructure between SMBs and corporations,
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Participant 7, a cyber professional with experience working for a Fortune 500 company and an
expanding medium business, was most concerned.

At most US corporation, if an employee makes a mistake on the network, it doesn’t affect

everyone else. The threat is likely isolated in a function. Because their infrastructure

comes with separation in data center, entirely different hardware, different access control.

This is the luxury big businesses have that most small and medium businesses don’t. The

key distinction is the level of technology.

More importantly, this participant also pointed out that even with state-of-the-art cyber-
defense mechanisms, U.S. corporations still make headlines as cyber victims; therefore, the day
when current SMBs with old technology become highly secured against major cyber threats is
still decades away. This pessimistic viewpoint was also shared by other participants. Figure 10
represents the percentage of participants who have witnessed employees’ mishaps resulting in
cyber breaches.

Figure 10
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Research Question RQ1d Themes. Research Question RQ1d was “What are the
practical cybersecurity mechanisms that could boost the cyber-defense capabilities of small- and
medium-sized businesses?” When asked questions related to applicable technical mechanisms
that U.S. small and medium businesses could utilize to limit the occurrence and intensity of
cyberattacks, participants emphasized security for the new trend of business technology and
seeking the cyber solution from outside of the organization. From participants’ remarks, two
themes were attained. They are outsourcing cybersecurity and bring-your-own devices. While
these two approaches were believed to be the applicable technical mechanisms that business
organizations need to implement instantaneously, they require some organizational elements to
attain these technical mechanisms. In other words, for the success of any technical mechanisms’
implementation, organizational support and rational business decisions are the vital foundation.
Table 2 represents the applicable technical mechanisms for U.S. SMBs, as mentioned by
participants.

Table 2

Applicable Technical Mechanisms for U.S. Small and Medium Businesses

Applicable Technical Number of Participants Total Number of Times This
Mechanisms for U.S. SMBS  Mentioning This Approach Approach Was Mentioned

3rd Party Cybersecurity 6 21

Commercial Off-the-Shelf
Products
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Theme 10: Outsourcing Cybersecurity. Participants favorably recommend that U.S.
SMBs outsource their cybersecurity to a third party for many reasons. Two major grounds for
outsourcing to one or more third-party cybersecurity vendors are cost savings. This can be
accomplished by eliminating on-site security team or personnel when choosing appropriate
vendors, and better cyber assurance. Regarding cutting security expenses by choosing
appropriate security vendors, many participants believe that U.S. SMBs would eliminate major
on-site hardware, software, and personnel. Participant 5 gave an example that “a company wants
[to] get rid of their outdated mail server in the basement and the IT guy who maintains it. They
can migrate to the cloud and I hope they choose 0365 with many security attributes.” Currently,
according to participants, the majority of U.S. SMBs use off-the-shelf products that somewhat
support their business activities; however, their security competence is less than decent.
Addressing this point, five participants considered the selection of highly specific products and
services that not only provide support for business operation but also come with built-in
cybersecurity characters. To sum up this point, Participant 2 confirmed that “the bottom line is
companies aren’t inherently buying security tools but buying products for solution that are . . .
have security tools built into them.” More importantly, participants believe that this business
decision raises a major challenge for which, as Participant 2 put it, a “company cannot just
Google and find a third-party security company. It takes a lot of time to research what’s suitable
and what’s not.” Responses from participants indicated that the lack of knowledge is a major
barrier for outsourcing cybersecurity to one or more third-party vendors.

Regarding better cyber assurance by outsourcing cybersecurity, participants believed that
third-party vendors evaluate the cyber situation and update proactively based on the more current

cyber-risk situation in the field, as compared to U.S. SMBs having an on-site dedicated
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cybersecurity team. In addition, most third-party cybersecurity vendors offer solutions based on
need assessment, for which services are tailored to the nature and requirement of each SMB. The
majority of participants advocated for the advantages of cyber assurance from third-party
vendors, as this strategy would bring “new set of eyes,” “frequent internal and external
scanning,” and “identifying things that others may have not found.” Moreover, while advocating
for outsourcing cybersecurity, all participants expressed major concern about business expenses
as U.S. SMBs have a tight budget for most of their business objectives. To sum up from
participants’ responses, the underlying key factors for the successful outsourcing of
cybersecurity to vendors are budget, business solutions with imbedded cybersecurity, and
effective strategic decisions. U.S. SMBs must do their due diligence to balance the cost and the
benefits of choosing the outsourcing cybersecurity route. Figure 11 represents participants’
concerns regarding relying on third-party cybersecurity vendors and off-the-shelf products.
Figure 11

Concerns for Relying on Third-Party Cybersecurity Vendors and Off-the-Shelf Products
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Theme 11: Bring-Your-Own Devices: Policy and Network Segmentation. In the
beginning, using personal devices for business-related activities was encouraged, as the use of
these devices saved time for employees while cutting down costs of businesses (Chang et al.,
2014; Miller et al., 2012). Nevertheless, using personal devices for business activities, also
known as bring-your-own device (BYOD), caused enormous cyber risks, for which even well-
known Fortune 500 corporations were victimized (Chang et al., 2014; Miller et al., 2012). As a
result, U.S. SMBs are not exempt from being exposed to cyber risks of employees using
BYODs. In dealing with risks from BYODs, the first responses from participants were to adopt
and implement tough policies on personal devices connected to the company’s network. Based
on participants’ remarks, BYOD policies must address scope and procedure cautiously, based on
the technical framework and organizational structure of a business. Participants addressed some
frequently mentioned procedures in BYOD policies, including “restrictions on authorized
devices,” “technical validation,” “boundary of company access,” and “device protocols.” In
addition, five out of seven participants discussed how violations of BYOD policy should be
enforced through “disciplinary action” or “termination of employment.” In fact, to prepare for
the unfortunate outcome, technical and organizational measures must be defined and performed
to limit and mitigate cyberattacks once a BYOD is stolen, lost, hacked, or damaged. Participant 7
advocated for the installation of “remote wipe” software, so that employees can remotely
“bleach” sensitive company data for which the device’s application and both personal and
company data are completely destroyed.

Additionally, some participants meticulously discussed the ideal design of network
infrastructure for better cyber protection in U.S. SMBs. According to some participants, the

concepts of physical and virtual segmentation are highly effective in separating BYODs and the
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company’s network asset. By doing so, any cyberattack against one or a group of BYODs would
be isolated and mitigated, as a cyber threat cannot move freely through the entire network
system. While five participants verbally discussed the concept of segmentation, Participant 5
illustrated this concept with a sketch of the network design, shown in Figure 12.

Figure 12

Network Segmentation for Bring-Your-Own Devices
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According to participants who discussed the concept related to Participant 5’s visual illustration,
BYODs in each business production in this network design are contained in an individual
production environment. “There’s nothing you can do with your mobile device that can
compromise the other production environment and where the product actually lives. They are

two totally separate things,” according to Participant 5. While drawing out the above illustration,
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Participant 5 stated that the smaller an organization is, the less complications and components of
security segmentation for that business entity to implement. To sum up, according to most
participants, the technical soul for a secured network with BYODs is access control. This point is
critical as U.S. large businesses and corporations have more technical capability in controlling
BYODs from the user end, while U.S. SMBs are limited at the access point of their technical
infrastructure.

Research Question RQ1le Themes. Research Question RQ1le was “What are the
practical organizational mechanisms that could boost the cyber-defense capabilities of small- and
medium-sized businesses?” When asked questions related to the practical organizational
mechanisms for a better defense capability, participants emphasized the internal and external
environment of a business organization. Two distinct themes were derived based on their
responses. They are conducting evaluation on risks from third party and cultivating an
organizational culture for cybersecurity. These two themes are found closely connected to other
revealed themes addressing the impactful factors leading to an increasing number of U.S. SMBs
falling prey to cyberattacks. Notably, participants believe that business organizations are the
defense mechanism in fighting risks from third parties, even before a cyberattack happens.
Similarly, cultivating and maintaining an organizational culture for cybersecurity is revealed as
essential for limiting security risks, especially those risks that cause social engineering types of
attacks.

Theme 12: Conducting Evaluation on Risks From Third Party. The state of
cybersecurity in U.S. SMBs has already been vulnerable. Therefore, according to responses,
besides internal risks, the risks from third party are highly perilous to the level that could

bankrupt small and medium businesses. In the context of the conducted interviews, third parties
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is uniformly defined by participants as business partners or cybersecurity services. Interestingly,
most participants discussed risks from third parties with the rationale that many corporations
have already been falling prey to cybercriminals multiple times through risks from third parties,
with “Home Depot” as the most cited example. Therefore, from participants’ pessimistic points
of view, U.S. SMBs have no chance in fighting against third-party risks. All participants
affirmed that U.S. SMBs have already been under attack for a long time; however, the aftermath
of cyberattacks against these organizations is often unheeded. According to participants, risks
from third parties pose unsolvable challenges, as business organizations, no matter the size, do
not have the access to fully regulate and deter cyber risks in the technical and organizational
systems of their business partners and cybersecurity service providers. Most participants
indicated that the applicable approach to address risks from third parties is for SMBs to try their
best to defend themselves internally. Noticeably, participants expressed that this solution does
not solve the dire cyber situation; however, it is better to be defending proactively than
reactively.

Furthermore, Participant 2 ascertained a point that was resonant with all of the
participants: “Anytime a company has business partners, third-party risk is always a threat to that
company. The only remedy I can think of is to perform evaluation on those companies.”
Similarly, Participant 5 highlighted the words “due diligent” when a small or medium business
chooses a cybersecurity service or screens a business partner. According to Participant 5, “due
diligent” means that a small or medium company conducts a thorough interview of its partnered
businesses or a cybersecurity service to find out how they protect their digital assets in the
cyberspace. Participant 5 believed that this strategy is more cost effective than sending a

company’s cyber professional or hiring a cyber professional to conduct an on-site analysis of the
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partnered businesses, as U.S. SMBs do not have the technical and financial capability to do so.
Participant 4 added to Participant 5’s suggestion that as not many businesses allow cyber
professionals from other businesses to conduct cybersecurity analysis on their critical
infrastructure, acquiring as much information as possible about cyber-defense capability from
business partners is more sensible. Noticeably, Participant 4 summed up the main concern of
other participants that a business should “take what other businesses claim about cybersecurity at
their organizations with a pinch of salt” while persistently pursuing the most practical strategy
combating against third-party risks, which is to toughen up on specific security domains to which
partnered businesses could pose a risk. Figure 13 represents factors for conducting evaluations
on risks from third parties and the percentage of participants who mentioned each factor.

Figure 13

Factors for Conducting Evaluation on Risks From Third Parties

Factors for Conducting Risk Evaluation

m Due Diligence ®m Domain-Specific Evaluation
Interviewing Partnered Businesses

Theme 13: Cultivating an Organizational Culture for Cybersecurity. The theme of

cybersecurity cultivation is interconnected to other themes, as advancing a culture of
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cybersecurity is the common belief among participants, who noted that behaviors of employees
have major impacts on cyber defense. Therefore, cultivating an organizational culture for
cybersecurity was touched upon by participants. Participants believed that implementing and
emphasizing a culture of cybersecurity would limit security risks and social engineering attacks.
To cultivate an organizational culture for stronger cybersecurity, there are two strategic points
that participants discussed exclusively. Those points are open communication and formulating
and maintaining strategic relationships between employees, especially between IS professionals
and other employees.

To accomplish the development of a strong cybersecurity culture, open communication
among stakeholders of an organization is deemed significant. Participant 5 viewed a lack of
communication that “leads to miscommunication” as the greatest risk for building a culture of
cybersecurity and awareness. Participant 2 considered clear, open, and thorough communication
between employees as “the most important thing.” He gave an example that “everyone in a
company should feel comfortable asking questions. If my coworker receives an email with
attachments from me, he should feel comfortable and encourage to call in and say ‘Did you send
this?’” Furthermore, participants strongly believe that any organization with a culture allowing
open communication without chastisement enables itself to defend against social engineering
attacks naturally. Thus, open communication is considered the non-technical remedy for fighting
against both technical and non-technical cyberattacks. Figure 14 represents the participants’

beliefs that open communication is the remedy for technical and non-technical cyberattacks.
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Figure 14
Participants’ Beliefs That Open Communication Is the Remedy for Technical and Non-Technical

Cyberattacks

Number of Participants Who Believe That Open Communication
Is the Remedy for Technical and Non-technical Cyberattacks

Remedy for non-technical cyberattacks Remedy for technical cyberattacks

Maintaining strategic relationships among employees, especially between IS
professionals and non-technical employees, cultivates an organization’s cybersecurity culture
through building a strong human resource network focusing on cyber defense. For a strong
human resource network of cyber defense, participants indicated that the strategic relationships
between IS professionals and other employees “will get everybody in the company [get] on
board.” In Participant 1’s words, IS professionals will “lead the culture change.” Based on
remarks from participants, the functions of IS professionals in building a security culture are
accomplished through relationship; cyber professionals eliminate resistance to change, provide
resources and support for cyber defense, and lead everyone toward cyber goals. Thus,

formulating strategic relationships between employees, especially between IS professionals and
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non-technical employees, is essential for a security culture, as everyone in an organization is
actively involved in defending against cyberattacks.
Relationship to the Conceptual Framework

The findings in this study are found consistent with the conceptual framework presented
in Section 1: Foundation of the Study. There are three fundamental parts of the conceptual
framework. They are cyber situational awareness theory, cyber defense mechanisms theory, and
Control Objectives for Information and Related Technology (COBIT) 5. Succinctly, responses
from participants are aligned with all components of the three fundamental parts of the
conceptual framework. These components cover the human aspects of cyber defense, the
technical aspects of cyber defense, and cyber defense capability.

Cyber Situational Awareness (CSA) Theory. Cyber situational awareness theory
focuses exclusively on human aspects of cyber defense (Franke & Brynielsson, 2014; Péyhonen
et al., 2019). This theory also concerns with the organizational decision-making process in
private entities (Franke & Brynielsson, 2014). When considering CSA theory in light of the
responses collected from participants, significant emphasis was placed on the lack of cyber
knowledge, human error triggering cyberattacks, irrelevant organizational decisions and cyber
human resources. The theory addresses the non-technical aspects of risk causation of
cyberattacks, for which it successfully presents the three human-related challenges and barriers
for the improvements of a strong cyber-defense capability. Specifically, the collected responses
revealed absences and weaknesses for improving human-related factors in cyber defense of U.S.
SMBs addressed in CSA theory. These factors, considered as absences and weaknesses by
participants and discussed in CSA, are detection needs for strategic, operational, and technical

decision-making levels; situation awareness; and analysis and assessment for impact on future
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(POyhdnen et al., 2019). More importantly, this theory seems to assume that by securing human-
related factors in cyber defense, business organizations will achieve close to 100% success in
combating cyberattacks (Franke & Brynielsson, 2014; Kemper, 2019; Péyhonen et al., 2019).

Cyber Defense Mechanisms (CDM) Theory. The findings support the conceptual
framework of CDM. Fundamentally, this framework set forth a strategy for business to
discourage cyber perpetrators by toughing up defensive mechanisms (Ryan, 2018). While
revealing current weaknesses and vulnerabilities of the cyber-defense system in U.S. SMBs,
participants align their views with CDM through discussions and recommendations of upgrading
the obsolete infrastructure, securing Internet of Things (10T) devices, implementing cyber
deterrence hardware and software, partitioning network, and eliminating data breach through
technical procedures. Importantly, there are foundational relations between the findings and the
CDM theory. Specifically, technical elements addressed in the findings fit into the two spheres of
business’s defensive mechanisms. The two spheres are passive and proactive mechanisms. In
conclusion, both collected data and CDM theory support a strategy of cyber deterrence: denial-
of-attacks strategy for which the plan is to have a powerful defense that cyber perpetrators do not
bother to attack.

Control Objectives for Information and Related Technology (COBIT) 5. COBIT 5
has five different domains that cover all elements related to technology in enterprises. The
utmost goal of COBIT 5 framework is for decision makers in businesses to enhance control
environment, internal control system, and risk assessment (Rubino et al., 2017). In analyzing the
relations between COBIT 5 and collected data, it is found that four out of five domains of
COBIT 5 were directly addressed in the data collection and that the objectives of this framework,

which are control environment, internal control system, and risk assessment, are aligned with the
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responses from participants. Specifically, discovered themes have strong relations to four out of
five principles of COBIT 5. These four principles are meeting stakeholder needs, covering the
enterprise end-to-end, applying a single integrated framework, and enabling a holistic approach.
Notably, some elements of the fifth principle, separating governance from management, are
found consistent with the data collection. These elements are prioritizing decisions and
complying with stakeholders’ needs based on the organization’s capability.
Relationship of the Findings to Research Questions

This case study was designed to reveal the contemporary barriers and challenges
impacting cybersecurity competencies of U.S. SMBs. This research study relied on the
perception and experience of participants in small and medium business organizations regarding
cyber defense as a business risk. Real-world experiences and perspectives of participants were
captured and presented, rather than the interpretations of the researcher. This section discusses
how the findings relate to the 6 research questions posed in this study. These research questions
address multiple angles of the problem of the ever-increasing cyberattacks against U.S. SMBs.

Analysis of Research Question RQ1 Findings. The results of RQ1 were integrated into
the overall framework of the problem of the ever-increasing cyberattacks against U.S. SMBs.
The three themes, technology deficiencies, advancement of technology, and lack of knowledge,
exposed the alarming weaknesses that SMBs are extremely vulnerable in crucial areas. These
areas are divided into two spheres: technical and non-technical. The technical areas are
deficiencies in software and hardware, technical burden for IT professionals to fulfill job
functions, and insufficient business process due to deficient technology. The non-technical
aspects of cyber weaknesses for RQ1 are a disregard of cybersecurity from top management, the

impact of age factors on technology, irrational decision makers, and the lack of support from
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leadership to working cyber professionals. Based on responses from participants, revealed
information indicates that U.S. SMBs are not only having technological obstacles for a better
cyber defense but also a cyber workforce that feels unsupported and overlooked. This finding
entails why U.S. SMBs are continually becoming prey of cybercriminals.

Implications of Research Question RQ1 Findings. U.S. SMBs benefit from these
findings by being alarmed regarding how business organizations become easy targets for
cybercriminals. The finding provides guidance for U.S. small and medium business on specific
areas in which to initiate a comprehensive assessment. This assessment is to address the
combination of their state of technology and workplace environment. Because each business
organization is different, each assessment result will indicate which areas are the top priority for
that business to reform. In terms of the state of technology, there are indications that the new
upgraded technology should not only strengthen and reinforce cyber-defense capability but also
improve and enhance business process. Importantly, workplace environment, for which feedback
from participants was unsupported from management and burdened by technology, must be
reformed with both technical solutions and better leadership approach. Altogether, the challenges
and barriers for a stronger cybersecurity, which have been previously presented, will be subdued.

Analysis of Research Question RQ1la Findings. The combined Themes 4 and 5,
problems of human resources and the lack of investment in cybersecurity, flow together to form
the core hardship of U.S. SMBs in the race against cyberattacks. The findings of two themes
reveal the underlying problems that a majority of small and medium businesses encounter.
Feelings about the challenges from the demand for cyber human resources and security
investments are frustrated, abandoned, hopeless, and disappointed from employees. Most often,

when discussing cybersecurity, the focus is usually the technical and non-technical mechanisms
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and solutions to combat attacks. Significantly, the findings reveal the dire state resources and
support for those mechanisms and solutions. While Themes 4 and 5 were collected and generated
in the context of cyberattacks against businesses, the real-world problem they expose are U.S.
SMBs having dilemma with acquiring enough cyber talents, obtaining sufficient financial source,
and allocating appropriate investment in specific areas of organizational defense. Significantly,
RQ1a addresses background factors that go beyond the common concerns of cybersecurity in
businesses, which often are cyberattacks and cyber defense.

Implications of Research Question RQ1a Findings. The findings shed light on the
obstacles that U.S. SMBs must resolve, which are cyber talents, financial source, and appropriate
investment in specific areas of organizational defense. These obstacles are, in fact, the
fundamentalities for fortifying the almost non-existent cyber-defense system in business
organizations. In reality, it will take a long time for U.S. SMBs to overcome the obstacles
generated from the lack of cyber talents, financial source, and appropriate investment to needed
areas of cyber defense, due to their organizational nature. The organizational nature implied by
participants is that these business organizations are often family owned, with limited scale in the
vast market. They are not only competing against cyber perpetrators but also larger business
entities in terms of attaining cyber talents and financial source. These findings imply the
suggestions that U.S. SMBs must be successful in securing large financial source to hire more
cyber talents and to invest in vulnerable cyber-defense areas in their organizations.

Analysis of Research Question RQ1b Findings. No matter how advanced the cyber
defense system is, U.S. SMBs will always be victimized by cyberattacks if human-related issues
are not resolved. That is the conclusion of the findings generated from the responses of

participants. The human-related issues revealed are employee mishaps and errors, lack of
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training, the lack of security policies and their enforcement, and the lack of cybersecurity
awareness from employees. From this analysis point of view, these issues are not only the non-
technical elements of cyber defense but also organizational barriers for cybersecurity capability
in small and medium enterprises. These findings point out that all stakeholders in a business,
from top of the organization to the bottom, are a piece of the puzzle in the complete picture of
cyber defense of an entity. When an employee is reckless, no matter what their position in the
organizational ladder, a cyber catastrophe ruining the primitive technical infrastructure of small
and medium business will always be the consequence. Importantly, the findings indicate the
pessimistic view that human issues are nearly impossible to solve because a small error could
undermine the entire system or effort of the collective. However, the solutions lie in the
effectiveness of security policies, policy enforcement, training, and cyber awareness.
Implications of Research Question RQ1b Findings. Compared to the problem
presented in the other research question, the challenges of human-related issues in U.S. SMBs
that make them fertile targets for cybercriminals can be solved in a specific period of time. To do
S0, business management must implement strong measures targeting employee mishaps and
human errors. Participants believe that solid training programs with robust support systems will
transform the current unsafe human—computer interaction of employees. In fact, the outcomes of
cybersecurity training should be the practice of safe “habit” and “security culture.” Additionally,
strict and applicable security policies must be firmly in place and enforced with disciplinary
action. While these implications require businesses time and effort to plan and execute, the goals
of eliminating employees’ mishaps and errors are realistically achievable with a strong
leadership and organizational planning. The findings imply that by doing so, U.S. SMBs will

appear to be less attractive in the eyes of intending hackers.
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Analysis of Research Question RQ1c Findings. The current obsolete technological
infrastructure in U.S. small and medium business was exclusively the concern of participants.
This current state of technology infrastructure is regarded as the most significant technical
barrier to all small and medium businesses. Believed to be the deadly vulnerability, this barrier
generates numerous collateral technical issues and hardship in the workplace for employees.
Unfortunately, business organizations seem to apply a believed-to-be quick fix to their outdated
technological infrastructure, which creates a false sense of cybersecurity. For instance,
organizations continuously patch up their almost decade-old software. This decision creates
“recovery and redundancy issues,” as mentioned by Participant 7. Furthermore, the findings
suggest how the technological infrastructure is expected to be, according to real-world
experiences of employees working in business organizations.

First, after upgrading, the new technological infrastructure must have the capability to
stop popular cyberattack methods. Here, the keyword is popular, according to participants, U.S.
SMBs are currently vulnerable to well-known and low-tech types of attacks. By fighting against
commonly deployed types of attacks, the field of business would reject a vast number of
cyberattacks such as DDoS and brute force. Interestingly, responses from participants indicate
that they do not put high hope in a technological infrastructure that can fight off advanced and
sophisticated attacks such as Stuxnet or NotPetYa through Medoc software, because the
expenses for that high level of infrastructure are unbearable for SMBs. Second, in the context of
obsolete technological infrastructure, the findings assume that human factor will always cause
issues to cyber defense; therefore, the ideal infrastructure is expected to prevent cyberattacks
resulted from employees’ mishaps. This point is connected to responses addressing RQ1b.

However, the findings approach employees’ mishaps from a technical standpoint, rather than the
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organizational resolution. Alarmingly, most participants have a firsthand account of cyber breach
caused by their coworkers. As found, the suggested technical remedy for human error causing
attacks is to have the infrastructure serving as a safety net for its stakeholders. More importantly,
the findings imply that in case that technical safety net fail, it is expected, at least, to isolate the
attacks and reduce damages. Above all, the bottleneck of solving the obsolete technological
infrastructure are financial constraints. Assumingly, SMBs have limited financial sources due to
their scale. Unfortunately, this limitation severely affects business leadership in the
psychological sphere, as they view expenses for security as a burden rather than as an investment
for their stability. While the limited financial resources are impactful, the wrong perspective of
business decision makers about security investment prevents their organizations from
overcoming challenges from limited budget to upgrade their infrastructure. Specifically, even
with a small budget, SMBs are still able to patch their technical weaknesses with gradual and
continuous investment, according to participants.

Implications of Research Question RQ1c Findings. Despite the financial constraints
that are common with any SMBs, there are alternatives that organizations can take to circumvent
these constraints. That is, as suggested by participants, to make small but effective cybersecurity
investments to patch the biggest flaw in the cyber-defense system. The findings imply that the
focus should be on technology shielding businesses from popular attack types and serving as the
safety net in the event of cyberattacks caused by employees’ mishaps. In other words, the
findings suggest that SMBs should dedicate gradual investments into technical mechanisms
preventing common cyberattacks and fending off cyberattacks caused by employees’ mishaps
and errors. More importantly, in order to have the previous suggestion realistically applied in

SMBs, business leaders must change their mindset, labeled by three participants as “lack of
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cyber knowledge,” to view investments into cybersecurity as asset, rather than a burden.
Surprisingly, the grassroot for the solution to technical barriers for a better cyber-defense
capability lies in the point of view and mindset of business leaders of SMBs.

Analysis of Research Question RQ1d Findings. The findings of RQ1 are underlyingly
connected to major problems in U.S. SMBs that have been revealed in other research questions.
As indicated, participants frequently address the factor of funding and financial source in their
answers. As a result, the answer to RQ1d concerning what practical cybersecurity mechanisms
should be, surprisingly turns out to be outsourcing cybersecurity and mechanisms securing bring-
your-own devices (BYODs). From the perspective of cybersecurity, outsourcing cybersecurity to
third-party vendors is an appealing option for small and medium organizations. The findings
shows that the main reason is third-party vendors have the dedicated security team with
advanced cyber technology. Their sole job is to fight cybercriminals on behalf of contracting
companies. Rather than SMBs with limited budgets and almost nonexistent knowledge of the
cyberspace attempting to arm themselves with on-site security teams and expensive technology,
third-party vendors are more efficient. Participants acknowledged that business organizations do
not constantly scan threats, while third-party vendors always do. The findings suggest having a
third-party vendor only under the condition that the vendor is suitable for the business
organization. Furthermore, even with outsourcing cybersecurity to a third-party vendor, BYODs
still pose threats to business organizations. Because of the special characteristics of these
devices, which are personal computational machines connected to a business’s network and
managed by different level of employees’ cyber awareness, the business organization is
obligated to protect themselves from BYODs rather than relying on an outside vendor who

protects the network from a comprehensive position. There are technical mechanisms
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specifically addressed to reduce the threat and limit the impact once BYODs are hacked. These
mechanisms are remote data eradication, technical validation, physical segmentation, network
partition, and defined virtual access. The intentions of these mechanisms are not only to isolate
BYODs but also to prevent data leaks. More importantly, in conjunction with technical
mechanisms, certain non-technical measures were also considered, as technical mechanisms will
not work when users are not following guidelines and policies. The findings recommend
disciplinary action for violating organizational cyber policies while using BYODs.

Implications of Research Question RQ1d Findings. These findings offer a significant
alternative to the current dire state of cybersecurity in U.S. SMBs. While the discussions in
previous literature focus exclusively on reforming business organizations’ cyber capability
internally, these findings offer a fresh approach to reduce attacks with affordability. Indeed, with
recommendations from real-world experiences of participants, SMBs can rely on third-party
vendors to fight against cybercriminals efficiently and effectively. Nevertheless, this out-of-the-
box approach to technical mechanisms has its limitations and risks. As stated in the discovered
theme, business leaders must have eyes in choosing the appropriate third-party vendors to protect
their precious but vulnerable asset. Relating to other findings in previous themes, choosing the
appropriate vendor poses an enormous challenge due to the fact that there is a severe lack of
cyber knowledge in SMBs. Mentioned by participants, an appropriate security vendor not only
fits in the tight budget of an SMB but is also competent to battle against cyber perpetrators.
Furthermore, preventing risks from BYODs is achievable for businesses. From a technical
standpoint, most network infrastructures, including obsolete ones or decade-old operating
systems, offer some form of segmentation. Participants strongly believed that, at the minimum,

all business organizations must have network segmentation on different levels of the business
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organizations. Relating to a problem revealed in RQ1b, creating practical security policies and
strictly enforcing them to limit threats from BYODs can be an obstacle. Given the state of
business leadership in SMBs, it requires time, effort, and commitment to implement BYOD
security policies that encourage employees to voluntarily comply. Addressing this problem, the
findings suggest that business decision makers start with addressing scope and procedure, then
creating a framework covering the technical and organizational structure of the business
organization. After all, the findings indicate that the endeavor for strong cyber-defense
capabilities requires both appropriate technical mechanisms and effective organizational decision
making.

Analysis of Research Question RQ1le Findings. Addressing RQ1e, it was clear that
participants’ concern about both internal and external impacts the cyber-defense capability of
their organizations. Similar to other findings, when discussing about organizational mechanisms,
minimal spending with highest possible return is the underlying drive. Witnessing U.S.
corporations falling prey to cybercriminals through partnered companies, the findings indicated
that small and medium businesses must defend themselves proactively and reactively. This
includes being cautious with partnered businesses. The rationale from participants’ responses is
that when an SMB screens its partners for cyber flaws, that organization has already been
successful in preventing a cyberattack before it happens. In application, the procedure is for the
business to have or hire an independent cyber professional to conduct technology evaluation on
the partnered company. For some SMBs, the more affordable option is to conduct interviews to
assess their partners’ defense posture. Of course, this alternative offers the less comprehensive
illustration of partnered companies; however, the collected information provides fundamental

facts for SMBs to prepare themselves. Equally important, cultivating and maintaining an
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organizational culture for cybersecurity are the notable organizational mechanisms for securing a
business from the inside out. Distinctive from the reviewed literature, participants focused
particularly on the strategic relationship between IS professionals and other employees. The
findings imply that, with that strategic relationship, security education is a continuous process
that non-technical employees could learn from the IS professionals on a daily basis. This is an
informal approach that could help small and medium business reduce large expenses in
retraining for cybersecurity. This finding also indicates that there is an additional responsibility
for IS professionals. Not only do they have to combat against threats and risk, but they must also
become mentors, leading the human resources of a business organization to a better cyber-
defense capability.

Implications of Research Question RQ1e Findings. Acquiring information on the
cyber defense of partnered businesses can be a challenging task. It is the nature of business that
internal and confidential information, particularly information systems, are not to be revealed to
other companies, even business partners. However, this approach is gaining acceptance among
U.S. corporations and businesses having contracts with the government, as any party in a
contract must strictly adhere to the U.S. government’s cyber regulations (Srinivas et al., 2019).
Because attacks from third parties are unpredictable and difficult to defend (Kachgal, 2015),
SMBs have to work around business barriers, such as refusal from partners, to gain as much
information as possible to appropriately arm themselves with suitable measures. Regarding
protecting an organization from the internal environment, a strong organizational culture for
cybersecurity reduces the possibility of human errors causing cyberattacks. The effort to
cultivate a cybersecurity culture falls on the shoulders of IS professionals, as they are the essence

in the pandemic of ever-increasing cyberattacks against U.S. SMBs. A strong bond between IS
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professionals and non-technical employees creates a strategic advantage for any business
organization. With this additional role, the fundamental functions of IS professionals are mentor,
supporter, and defender. Linking to other findings, business leaders are recommended to provide
substantial support to IS professionals as, according to participants’ feedbacks, IS professionals
in SMBs are currently neglected. In essence, from the non-technical standpoint, cyber defense in
SMBs is strong only when relationships among all stakeholders in business organizations are
strong.

Relationship to Previous Studies and Anticipated Themes

Findings from this study correspond with the previous literature and the anticipated
themes. Importantly, of the 13 themes derived from the collected data, two new findings
emerged that were not addressed by the anticipated themes. These two themes are the age factor
and outsourcing cybersecurity to third-party vendors. There were four subthemes obtained from
the data analysis process. These four themes were addressed in the previous literature and the
anticipated themes.

Research Question RQ1 Themes. There were three themes discovered from RQ1,
which was “Why do small- and medium-sized businesses increasingly fall victim to
cyberattacks?” These three themes are presented here. Theme 1 addresses technology
deficiencies. Theme 2 pertains to the advancement of technology. Finally, Theme 3 addresses
lack of knowledge. In reviewing the relationship of each theme to previous studies and
anticipated themes, Theme 1 and Theme 2 are found to be addressed in the literature review,
while Theme 3 is partially not consistent with previous research literature.

Theme 1: Technology Deficiencies. Consistent with the defense-in-depth approach

(Byres, 2014; Presher, 2015) is the finding that a business organization with outdated technology
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infrastructure, ranging from software and hardware to physical controls, results in a depleted
cyber-defense capability leading to the increasing number of small- and medium-sized
businesses falling victim to cyberattacks. In short, the defense-in-depth approach requires
different domains of advanced technology to defend against cyberattacks in layers (Byres, 2014;
Lai & Wu, 2015; Presher, 2015; Wolff, 2016). Therefore, having technology deficiencies
deprives the defense-in-depth ability of U.S. SMBs. Similarly, refusing to update outdated
technology is related to an issue found in the literature, specifically negligence in safeguarding
critical infrastructure. While negligence in safeguarding critical infrastructure addresses the non-
technical elements of cyber defense, this point is related to cyberattacks resulting from
technology deficiencies by claiming that web-based attacks and information breaches connected
outdated technology through disregarding cyber environmental factors and security activities
(Safa et al., 2015). In other words, when U.S. SMBs do not pay attention to the current cyber
environment that they are in, to update their technology accordingly, these business
organizations are prone to be attacked.

Theme 2: The Advancement of Technology. Theme 2 concerns the advancement of
technology and highlights that U.S. small and medium businesses are falling behind in the race
of updating their technology leading to cyber vulnerability. This point was exclusively
mentioned by Hayes and Cappa (2018), Petruzzelli and Sharma (2019), Smith (2018), and
Jajodia et al. (2016). Specifically, the reviewed literature pointed out that the advancement of
technology affects cyber defense in many elements. The reviewed elements are identifying risks,
detecting vulnerabilities, disaster recovery and business continuity, and skill shortage.

Importantly, both collected data and the literature review confirm that the development of new
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technology resulting in more tech-advanced hackers puts U.S. SMBs in an uphill battle against
cyber perpetrators.

Theme 3: Lack of Knowledge. Much of the previous literature has addressed the lack of
knowledge in cyber defense from many perspectives. Bandler (2018) believed that cyber
knowledge is utilized for updating and preparing for cyber threats. Taitto et al. (2018) supported
the improvement of cyber knowledge for cyber resilience and responsiveness of businesses.
Importantly, Principles 1 and 4 of the Control Objectives for Information and Related
Technology (COBIT) 5 discussed slightly about the lack of knowledge regarding meeting
stakeholders’ needs through deploying new technology and using the combination of human-
centered elements and advanced technology to select cyber-defense mechanisms for
implementing the new business process. Importantly, the previous literature did not take into
account “age” as a factor.

In the data collected from interviews, the participants perceived lack of knowledge
differently from the reviewed literature. Specifically, the reviewed research did not consider the
factor of age. However, participants believed that U.S. SMBs are often family owned, with old-
school owners for whom the average age is higher. Relevant significant statements from
participants were gleaned. These significant statements indicate that the lack of cyber knowledge
because of age leads to the reliance on ineffective and old-fashioned business processes, no
desire to prepare for cyberattacks, and the absence of cyber awareness. The consequences,
according to participants, are that U.S. SMBs are prone to social engineering types of attack and
technical intrusion.

Research Question RQla Themes. Research question RQ1a was “What are the existing

types of barriers that impede enterprises from improving cybersecurity capabilities?”” There were
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two themes discovered for research question RQl1a. Theme 4 addressed the problems of human
resources. Theme 5 regarded the lack of investment in cybersecurity. In evaluating the
relationships of Themes 4 and 5, both themes are found to have been directly addressed by
previous research literature.

Theme 4: Problems of Human Resources. Participants demonstrated the challenge of
lacking cyber human resources through complaints of being understaffed in the IT department,
facing overwhelming technical issues to be solved, and lacking accessibility to hiring cyber
professionals and other related matters. Specifically, the collected data perceives the current
problem of human resources is consistent with Petruzzelli and Sharma (2019) and Smith (2018).
Their research concluded that the lack of human resources in the cybersecurity field leads to the
eminent cyber threat for U.S. SMBs. Similarly, the point that participants expressed regarding
the frustration of overwhelming technical work at their business organization is equivalent to a
finding of Smith that 70% of cyber professionals are severely impacted by the lack of
cybersecurity workers in their workplaces. Additionally, the claim that emerged from the
collected data regarding the problem of cyber human resources in U.S. SMBs is identical to the
dilemma identified in previous research.

Theme 5: The Lack of Investment in Cybersecurity. The findings from the data collected
affirm the deficiency of investment for cybersecurity in U.S. SMBs. Two elements specified in
the data are technology upgrade and human resources, both affected by the lack of investment.
These elements were also thoroughly investigated and alarmed by Hawkins (2017) and Gordon
et al. (2015). Many participants believed that if the lack of investment tendency in U.S. small and
medium businesses continues, these business organizations are anticipated to become the future

target of cyberattacks. This point is consistent with the findings of Fielder et al. (2018), who
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claimed that the less investment SMBs direct toward cybersecurity, the more vulnerable they are
to cyberattacks.

Research Question RQ1b Themes. Research question RQ1b was “How impactful are
organizational barriers on small and medium enterprises in improving their cybersecurity
capability?” For this research question, three themes were discovered. They are “the human
factor is the weakest link,” “the less training and support, the more depleted cybersecurity
capability,” and “security policies.” These three themes were found consistent with the reviewed
literature. Specifically, they are corresponding with reviewed literature addressing cyber defense.

Theme 6: The Human Factor Is the Weakest Link. Collected data indicates that the
human factor will always be a problem for defending the cyber system in U.S. SMBs. This point
is identical to the finding of Kemper (2019), who found that 90% of cyberattacks are originated
from human factor. More succinctly, participants did not have the confidence that the dilemma of
human error resulting in cyber breaches will be solved in the near future. Supporting this point,
Newmeyer (2015) concluded from his study that there is a lack of analysis ability in U.S.
businesses’ human resources, which leads to human factor as the weakest link in cyber defense.
As a result, there is an enormous gap for U.S. businesses to solve between human analysis ability
and cyber-threat landscape.

Theme 7: The Less Training and Support, the More Depleted Cybersecurity Capability.
Participants showed a strong support for cybersecurity training in U.S. SMBs. This point aligns
with much of the reviewed literature, as training optimizes cyber expenses (Krishan, 2018),
reduces phishing attacks (Alsharnouby et al., 2015), improves awareness (Korpela, 2015), and
limits human error (Marquardt, 2019). It is significant to note that the majority of respondents

evaluated current training programs in their business organizations as ineffective. Supporting this



160

response, Caldwell (2016) concluded that only 33% of surveyed employees rated their cyber
training as effective. Additionally, participants’ emphasizing the importance of having a support
system to maintain the effectiveness of cyber training is similar to recommendations of Hanus
and Wu (2016). Both reviewed literature and collected data strongly support the statement that
the less training and support, the more depleted cybersecurity capability.

Theme 8: Security Policies. Both collected data and reviewed literature support the
implementation of tough cybersecurity policies in business organizations (Kemper, 2019).
Importantly, participants reported the absence of implemented security policies or having
inapplicable policies in small and medium business. This point was not addressed in previous
research. Distinguishably, participants viewed security as the baseline for business growth and an
organizational challenge in terms of cyber defense. By contrast, the reviewed literature focuses
on security policies from the standpoint of operational defense and governmental regulations.

An emerging subtheme is that both the collected data and the reviewed literature agreed
that training and security policies have to be implemented simultaneously to accomplish
cybersecurity goals through cyber awareness in business organizations. While participants and
previous research support the improvement of cyber awareness through training and security
policies, the approaches between these two sources of information are distinctive. In raising
awareness, participants indicated the application of training and policies based on management
level and specific job role with being constantly reminded of security standards through different
channel of communication. In the reviewed literature, intentions for training and security policies
were to start from the top-down approach (Kemper, 2019). Training and security policies
influence behavioral change and sensitivity of employees (Trim & Lee, 2019) and comply with

governmental regulations (Srinivas et al., 2019).
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Research Question RQ1c Themes. Research question RQ1c was “How impactful are
technical barriers on small and medium enterprises in improving their cybersecurity capability?”
For this research question, there was only one theme discovered, which is obsolete technological
infrastructure. Importantly, participants discussed this theme in depth through different lenses.
There were three subthemes discovered from the main theme of obsolete technological
infrastructure. These three subthemes are financial constraints, the incapability of existing
technology in preventing common cyberattacks, and the inability of existing technology to
prevent cyberattacks originated from human error.

Theme 9: Obsolete Technological Infrastructure. Respondents discussed in-depth the
outdated technology at their business organizations. Specifically, old hardware and software
were of the most concern, as they have severe impact on the daily work of participants. This
perspective is consistent with the findings of Jajodia et al. (2016). Regarding software, both the
reviewed literature and participants believed that patching and updating are the short-term
solution for applications in obsolete technical infrastructure (Ge et al., 2018). Furthermore, any
hardware that reaches age limits is required to be replaced, according to participants. This
sentiment is shared by Wagner (2016) and Cho and Ben-Asher (2018), because hardware is
interconnected to software and has a prominent impact on the cyber capability of an SMB.

Subtheme: Financial Constraints. Constraints of financial resources are the main drive
that makes U.S. SMBs keep their obsolete technological infrastructure, according to participants.
This point is found consistent with Hawkins (2017), who concluded that budget constraints are
making SMBs vulnerable in the cyberspace. Similarly, participants identified the use of obsolete

systems. Budget is regarded as the biggest challenge for cyber capability. Sharing this point,
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Fielder et al. (2018) believed that the less money invested in cyber defense, the more financial
damages occur to U.S. SMBs.

Subtheme: Existing Technology Is Incapable of Preventing Popular Cyberattack
Methods. Collected data showed that the existing outdated systems cannot prevent popular
cyberattacks. There were five attack methods mentioned by participants: malicious software,
DDoS, password attack, phishing and spear phishing, and eavesdropping. Besides
eavesdropping, the other four attack methods were specifically addressed in the reviewed
literature. The previous reviewed research did address data breach, the category under which
eavesdropping attack falls. Furthermore, participants discussed dividing employees into different
sensitivity levels to prevent common attack methods. This point was somewhat addressed in the
literature addressing risk management. Specifically, the cybersecurity triad—confidentiality,
integrity, and availability (loannidis et al., 2019)—and implementing strategic changes in
technology-related human resources (Sanders & Spiering, 2016) support participants’
perceptions of dividing employees into different levels of network sensitivity.

Subtheme: Existing Technology Should Be Able to Prevent Cyberattacks Originated
From Employees’ Mishap. Participants believe that when human error causes a cyberattack, the
implemented technology should be able to serve as a safety net. This belief is supported by
Moghimi and Varjani (2016) and Azhagiri et al. (2017). Sharing the same perception of the
inability of technology preventing attacks from human error with collected data, Azhagiri et al.
revealed that U.S. SMBs are experiencing limited implementation of multilevel cyber-defense
technology. Furthermore, the capability to isolate threat was discussed in the collected data. This
point is consistent with Byres (2014), who recommended that business organizations install

appropriate technology to isolate incoming attacks.
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Research Question RQ1d Themes. Research question RQ1d was “What are the
practical cybersecurity mechanisms that could boost the cyber-defense capabilities of small- and
medium-sized businesses?” There were two themes discovered for this research question. They
are outsourcing cybersecurity and bring-your-own devices (BYODs). The theme of outsourcing
cybersecurity is a new finding. The theme of BYODs is found to be consistent with the body of
existing literature.

Theme 10: Outsourcing Cybersecurity. Outsourcing cybersecurity to third-party vendors
is a newfound theme. The body of literature did not address participants’ support for outsourcing
cybersecurity matters in U.S. SMBs to third-party services. In the collected data, participants
pointed out that choosing the appropriate third-party security vendors would save cost for two
reasons. These are eliminating the on-site cyber team and better cyber assurance. Approaching
the matter of cutting cybersecurity cost, the reviewed literature, on the other hand, recommends
that low-budget companies train for cyber awareness with realistic scenarios (Korpela, 2015;
Miranda, 2018). Additionally, Ransbotham et al. (2017) pointed out that many U.S. SMBs are
adopting artificial intelligence (Al) technology as a means to cut cybersecurity cost. Other than
the two suggestions from the body of the literature regarding cutting cybersecurity costs in
businesses, there was no indication that recommends the trend of using third-party cybersecurity
services, as thoroughly discussed by participants. Comparing previous research on this issue with
the collected data from the present research, besides two recommendations—specific training
program and Al technology— the reviewed literature focused more on the financial cost in the
aftermath of cyberattacks.

Theme 11: Bring-Your-Own Devices: Policy and Network Segmentation. The concern

with bring-your-own devices (BYODs) was discussed exhaustively by participants, as data leak
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is the main possibility. This sentiment is shared by Baillette and Barlette (2018) and Qamar et al.
(2019). Besides data leaks, the reviewed literature also addresses concerns about malware attacks
against BYODs (Furnell & Dowling, 2019; Malatji et al., 2019; Visu et al., 2019). Furthermore,
the collected data indicates a major support for network segmentation as a means to reduce risks
from BYODs. This point is consistent with Friedberg et al. (2015) and Azhagiri et al. (2017),
who support network partitioning in combination with detection analysis.

Research Question RQle Themes. Research question RQle was “What are the practical
organizational mechanisms that could boost the cyber-defense capabilities of small- and
medium-sized businesses?” For this research question, Themes 12 and 13 were discovered. They
are evaluation on risks from third party and cultivating an organizational culture for
cybersecurity. These two themes focus on the non-technical approach for improvements of cyber
vulnerabilities in business organizations. Both themes were found corresponding with the body
of the literature and anticipated themes.

Theme 12: Conducting Evaluation on Risks From Third Party. The collected data
recommend that U.S. SMBs conduct thorough evaluation of risks from third party. This
recommendation is also supported by Kure et al. (2018), who suggested that business
organizations evaluate risks that stakeholders may have on the organization’s physical and digital
infrastructure. Furthermore, the response recommending evaluating risks from third party is
aligned with the cyber-disaster recovery plan of Kachgal (2015), as he suggested that business
organizations should scan the external environment of the organization for a better recovery after
any cyberattacks. From a general point of view, this theme also fit into Tounsi and Rais’s (2018)
conclusion that the ability of a U.S. SMB to recover quickly in the aftermath of a cyberattack

depends greatly on threat intelligence acquired from the risk assessment process.
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Theme 13: Cultivating an Organizational Culture for Cybersecurity. Participants
discussed exclusively about open communication and formulating and maintaining strategic
relationships between employees, especially between IS professionals and other employees.
These two factors were mentioned as the essence for cultivating an organizational culture for
cybersecurity. The point of open communication is found consistent with a component listed for
making organizational changes for improved cybersecurity (“Succeeding With Organizational
Change,” 2015). Also, Humayed et al. (2017) mentioned communication as one of the three
significant components required for a strong physical defense in the cyberspace. Additionally,
Kachgal (2015) believed that communication is the key for organizational cyber resiliency in
terms of recovering after cyber disaster. Furthermore, the element of maintaining strategic
relationships between employees, especially between IS professionals and other employees, is
aligned with recommendations and perspectives of multiple previous research. Hayes and Cappa
(2018) shared the same sentiment, that IS professionals have the direct impact on the security
posture of an organization. Similarly, addressing the point of maintaining strategic relationship
between employees, Ukil and Akkas (2017) revealed that the benefits of doing so are
implementing strategic cultural changes effectively, including technology adoption to mitigate
current and future cyber risks.

Summary of the Findings

Thirteen themes were discovered based on the six research questions through the data
collection process in this research study. These themes offer a realistic perspective into the
current dire situation of cyber-defense capability in U.S. SMBs. For research question RQ1,
there were three themes discovered. They are technology deficiencies, the advancement of

technology and the lack of knowledge. These themes revealed the answers of why U.S. SMBs
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increasingly fall victim to cyberattacks. Furthermore, the two themes: problems of human
resources and the lack of investment in cybersecurity were the major discovery for research
question RQ1la. These two themes exposed the existing types of barriers that impeded U.S.
enterprises from improving cybersecurity capabilities. These revealed existing types of barriers
indicated that human factors are the main elements impeding U.S. SMBs from improving cyber
defense capabilities. Focusing on organizational factors of cyber defense, research question
RQ1b sought to discover how impactful organizational barriers are on U.S. SMBs in enhancing
cyber defense. There were three themes derived from the collected data that exposed the
significant impact of organizational barriers. Discovered themes were the human factor is the
weakest link, the less training and support, the more depleted cybersecurity capability, and
security policies. Together, these themes covered the non-technical dimension of cyber defense
in business organizations. Correspondingly, research question RQ1c addressed the impact of
current technical barriers in businesses. There was one theme discovered, which was obsolete
technological infrastructure. Notably, this theme included three subthemes that detailed the
dilemma U.S. SMBs are facing. These subthemes were financial constraints, existing technology
is incapable of preventing popular cyberattack methods, and existing technology should be able
to prevent cyberattacks originated from employees’ mishap. These subthemes evidenced that
U.S. SMBs are extremely vulnerable to cybercriminals. Besides uncovering both technical and
organizational barriers for the better cyber defense, there were themes derived from the data
collection proposing the realistic remedies for the depleted cyber defense in U.S. SMBs.
Research question RQ1d explored the practical cybersecurity mechanisms that could boost the
cyber-defense capabilities of small- and medium-sized businesses. Outsourcing cybersecurity

and bring-your-own devices: policy and network segmentation were the two themes discovered
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from the data analysis process. These two themes addressed the practical cybersecurity
mechanisms that U.S. SMBs could rely on boosting the cyber-defense capabilities. Finally,
research question RQ1e focused on practical organizational mechanisms. Specifically, the two
themes, conducting evaluation on risks from third party and cultivating an organizational culture
for cybersecurity, discussed how business organizations could patch the human errors existing in
their organizations. In conclusion, the findings addressed meticulously both contemporary
technical and organizational barriers in business organizations for a strong defense capability. By
doing so, the findings have answered at length various categories that research questions seek to
discover. These categories are the reasons behind SMBs continually falling prey to cyberattacks,
the impacts of organizational and technical barriers, and the technical and organizational
mechanisms that organizations are expected to equip and implement for a robust defense system.
In short, the discovered findings not only expose the realistic problem currently existing in U.S.
SMBs through the eyes of participants working there, but also propose the ideal mitigations for
hardships that businesses are facing.

More succinctly, the findings have successfully addressed the research problem of this
study by covering a wide range of substantial elements and current issues. By exposing those
elements and issues, the findings have connected the gap of previous research addressing both
the business field and the cybersecurity field, as there is a lack of reports and findings about
cyberattacks and vulnerabilities in the private sector (Denning & Denning, 2016), let alone
specifically U.S. SMBs. The discovered themes serve as the detailed answers to the problem that
has been ignored for a long time: the growing number of cyberattacks critically threatening
SMBs of the U.S. private sector. Particularly, the findings address the research problem from

multiple angles based on the experiences of participants, revealing elements related to the
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problem from both business and technical levels. These angles are technical dimension,
organizational dimension, management framework, internal environment, and external

environment. In short, the findings cover well beyond what might be expected from an

investigation of the problem of U.S. SMBs continuing to fall prey to cybercriminals.

Given that the purpose of this study was to reveal the contemporary barriers and
challenges that impact the latest cybersecurity competencies of U.S. small and medium
enterprises, the findings illustrate precisely the hardship that these businesses are facing in the
losing battle against cybercriminals. As revealed, there are existing technical factors and
organizational elements posing as barriers and challenges for a better cyber capability.
Unsurprisingly, participants have firsthand accounts of numerous attacks. Distinctively, because
the majority of existing studies focuses on the issues of cyberattacks in the business field with
either technology-assisted attacks or technology-focused attacks (Donalds & Osei-Bryson,
2019), the findings offer a whole new perception to the problems of cyber defense in SMBs by
exposing risks and threats through both technical and organizational lenses. As a result, the
findings have successfully served the purpose of providing the breakthrough information that
could initiate changes in business organizations to defend against the ever-increasing number of
cyberattacks in the business sector.

Application to Professional Practice

The purpose of this qualitative research study was to explore the current challenges and
barriers impacting cyber-defense capabilities of U.S. small and medium-sized businesses.
Several themes were discovered through collecting data from employees who are currently
working for small and medium-sized businesses. In addition, participants also revealed numerous

business practices that they deemed vulnerable for companies. The end goal of this study was to
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provide SMBs with breakthrough information that could initiate improvements of the cyber
defense. Based on discovered themes, the section below discusses two significant approaches.
First, the section on improving general business practice provides a thorough discussion of how
the results of this qualitative research can improve current business practices. Second, the
discussion on potential application strategies provides details on how U.S. small and medium-
sized businesses can leverage the findings of this study to reduce cyber threats and mitigate
cyberattacks.

Improving General Business Practice

The result of this qualitative study provides a significant improvement to general business
practice, particularly from the themes discovered during collecting data from employees
currently working for U.S. small and medium-sized businesses. All themes indicate
contemporary cyber weaknesses of the majority of SMBs. Through the study results, it is clear
that with regard to cybersecurity, the current general business practice is highly harmful to the
cyber defense of SMBs. To improve the general business practice, there are two approaches that
SMBs should urgently follow to minimize the possibility of becoming the next cyber victim.
Regarding business cybersecurity, these approaches are general business practice for better
organizational defense and general business practice for better technical defense.

General Business Practice for Better Organizational Defense. With regard to the
cybersecurity perspective of the current general business practice, there are many improvements
companies should urgently carry out. According to Kemper (2019), human factors lead to 90%
of cyber breaches. This statistical number corresponds with data provided by participants.
Alarmingly, all participants admitted that their companies are highly vulnerable in terms of

organizational defense. Answers shared by participants and their anecdotes signified that
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cybercriminals are more likely to take advantage of organizational flaws in the current business
practice to attack and exploit the digital assets and valuable data. Particularly, the findings of this
study pointed out seven overwhelming organizational weaknesses of business practice in SMBs.
They are the lack of cyber knowledge, problems of human resources, human errors, training and
support, security policies, conducting evaluation on risks from third party, and cultivating an
organizational culture for cybersecurity. These seven themes offer not only relevant insights to
existing cyber risks in businesses across industries but also applicable recommendations to
stakeholders in companies. Importantly, 1S professionals and organizational leaders are the two
foremost subjects who benefit the most from the results of this study. IS professionals and
organizational leaders are the decision makers who have the strong impact on cyber-defense
capabilities of companies. The result of this study pointed precisely to areas that IS professionals
and business leaders can focus on to improve the general business practice for better
organizational defense. Furthermore, the result of this study also reminds businesses, regardless
of size and industries, that cyber vulnerabilities are possibly lurking in their organization and
they could already be in the aim of cybercriminals. Therefore, the vital solution is to improve
business practice based on the revealed study results to minimize the possibility of becoming a
cyber victim or to effectively mitigate impacts of cyber exploitations.

General Business Practice for Better Technical Defense. As important as
organizational defense, technical defense is also the frontline of any company in the fight against
cyberattacks. While technical capability and information system vary between businesses and
industries, the findings of this study pointed out the major technical flaws existing in U.S. small
and medium-sized businesses. There are six themes revealing the existing technical flaws in the

current business practice. They are technology deficiencies, the advancement of technology, the
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lack of investment in cybersecurity, obsolete technological infrastructure, outsourcing
cybersecurity, bring-your-own devices: policy and network segmentation. Cyberattacks are
becoming increasingly more sophisticated and cyber loss continues to rise, according to
participants. Business owners and organizational decision makers must be alerted to take
initiatives to tackle possible cyberattacks. The results of this study serve the purpose of alerting
business owners and decision makers that their technical capability is obsolete and unmatched
for the common attack methods. This study improves the general business practice by bringing
cyber awareness to small and medium businesses for which participants claimed that owners and
decision makers have no knowledge of cybersecurity or disregard their current cyber defense.
Potential Application Strategies

U.S. small and medium-sized businesses can use the potential strategies derived from the
discovered themes to improve both organizational and technical defenses. The potential
strategies are highly recommended to apply in companies as these strategies are acquired from
analyzing the collected data meticulously. Importantly, the collected data is the concerns,
perspectives, and insights of various IS professionals working in small and medium businesses
across industries in the United States. The potential application strategies approach the issues of
cybersecurity in organizations with two dimensions: organizational and technical. These
approaches provide a strong solution for a better defense capability because cybersecurity
requires both human factors and technical elements. There are three strategies that U.S.
companies are recommended to use to leverage the findings of this study. They are cultivating a
cybersecurity culture, selective investment in technology, and frequent evaluation of cyber risks.

Cultivating a Cybersecurity Culture. Cybersecurity requires the efforts of two

elements: people and technology. Feedback from all participants indicates that having a
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cybersecurity culture is the winning element in the battle against cyberattacks. Based on
collected data, a cybersecurity culture requires the involvement of not only business leadership
but also all levels of employees. Some participants included external elements such as business
partners and vendors in defining a cybersecurity culture. Because of the alarming human errors,
lack of knowledge, and technology deficiency, cultivating a cybersecurity culture is considered
as the most applicable strategy in defending companies’ cyber infrastructure. Cultivating a
cybersecurity culture is the most applicable strategy, based on data collection. The reason is that
this strategy requires less spending than upgrading the entire technology systems while having a
long-term impact. The main long-term impact is that employees have a habit of protecting digital
assets and a high level of cyber awareness. Training and support are particularly considered the
foundation for cybersecurity culture.

Training and Support. The purpose of training programs and continuous support is to
equip employees with cyber knowledge, form safe habits, raise awareness, and maintain safe
business practices. Companies are recommended to schedule training programs once a year or
quarterly. Importantly, an effective training program must involve all stakeholders including
business leaders, combine training elements to business mission, and continue developing
training elements based on business strategy and technology circumstances. Equally important, a
company must have a continuous support to remind stakeholders of cyber hygiene and to form a
habit of cyber safety. Open communication and formulating and maintaining strategic
relationships between employees are considered the backbone of continuous support.

Selective Investment in Technology. All participants claimed that their organizations
have outdated technologies. This problem is the significant concern for defending enterprise

systems against cyber intrusion and exploitation. For small and medium-sized businesses, any
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decision made can greatly impact their organization, especially budget. Therefore, as mentioned
by the majority of participants, the foremost strategy businesses must focus on is to upgrade their
technical infrastructure selectively. By selecting strategically which part of the technical system
to upgrade, companies have the benefits of avoiding major spending while partially securing the
infrastructure from risks. Data analysis indicates that this strategy will effectively lower the risks
of common attacks such as ransomware and data thief, decrease IS employees’ workload, and
improve business process. Interestingly, from a business perspective, this strategy increases the
market competitiveness of companies.

Frequent Evaluation of Cyber Risks. The result of cyber risks evaluation provides
companies with valuable information on how vulnerable they are and brings awareness to
business leadership. None of the participants’ organizations conduct evaluations of cyber risks.
The rationale for cyber-risk evaluation is that spending time and effort on checking both the
systems and business practices is cost-effective than dealing with a cyber loss and the costs to
recover. This strategy is effective and applicable in proactively defending against possible
cyberattacks because detection, understanding of the situation, and acknowledging the impact
assessment on the future are the key elements for businesses to plan their defense parameter

(POyhdnen et al., 2019).

Summary of Application to Professional Practice

The results of this study indicate that U.S. small and medium-sized businesses are far
behind in the never-ending battle against cyberattacks. There are recommendations for
improving the general business practice. The improvements for better general business practice
are broken down to two dimension: organizational and technical, because they are the two

foundations of a business’s cyberspace. Both organizational and technical sections discuss at
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length how the results of this study can improve the general business practice by zooming in on
cyber weaknesses that are currently endangering SMBs. Furthermore, the potential application
strategies discuss in detail what strategies U.S. SMBs are highly recommended to implement
urgently. They are cultivating cybersecurity culture, selective investment in technology, and
frequent evaluation of cyber risks. Because of financial constraints, human factors, obsolete
technology, and the overall situation of U.S. SMBs, these strategies are believed to be applicable
and effective, according to participants.
Recommendations for Further Study

This section focuses specifically on two areas that should be studied based upon the
findings of this study. The two areas are financial resources and cyber defense, and relying on
the third-party cybersecurity. These two areas became recommendations for further study based
on how participants responded to the interview guestions. Participants put the blame on financial
resources for the challenges they are facing and mentioned multiple times that third-party
cybersecurity services are a possible solution for the dire situation of cyber defense in U.S. small

and medium-sized businesses.

Financial Resources and Cyber Defense

Budget, expenses, and financial resources are the key words in data collection. It is
expected as small and medium businesses often do not have a large budget, let alone a large
budget for cybersecurity. However, financial resources and its relation to cyber defense is critical
to be researched further, as participants often claimed that budget is a big issue for cyber defense.
On the other hand, human errors are also claimed to be a vital element resulting in a cyberattack.
These two points are somewhat contradictory. Therefore, it is suggested that financial resources

and cyber defense is an area worth meticulous study. Particularly, a future study could
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investigate whether budget has a direct impact on cyber defense or human errors contributes
predominantly to cyberattacks. The ground for the suggested future study is that SMBs are
attacked because of limited budget or because of their human errors.
Relying on the Third-Party Cybersecurity

A majority of participants brought up the idea of having a third-party cybersecurity
service as a solution to have better experts addressing cyber defense in SMBs and to cut the cost
of cyber defense. However, some participants were skeptical about this solution and suggested
that SMBs should be due diligent in choosing a third-party cybersecurity service. It is important
to weigh the option of having a third-party service oversee cyber defense based on two grounds.
These two decisive elements are costs and expertise. SMBs may have to spend more for working
with a third-party service or the other way around. In addition, the suitability of the third-party
service is highly important. Depending on the industry, technology infrastructure, and other
related factors, the option for the third-party service can be effective or a waste of money. A
further study of this area is highly suggested based on many elements that the fields of
cybersecurity and business have not addressed. To name a few, they are the variety of third-party
cybersecurity service, the cost of having a third-party service and having an onsite security team,
and the effectiveness in combating cyberattacks. The expectation for further study is to provide
not only the answer as to whether SMBs should rely on a third-party cybersecurity service but
also insight into various elements such as costs, how dependent SMBs should be on the third-
party service, and the effectiveness of mitigating risks and attacks.
Reflections

This section is an opportunity for the researcher to discuss highly valuable information

beyond the topic of cybersecurity and business. First, the researcher will reflect on how the
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research process and the study research have provided the researcher with personal and
professional growth. Second, the biblical perspective section discusses in detail how this study is
related to a Christian worldview and the theology integrated in the study result. There are two
sections addressing this biblical perspective: how business improves the lives of God’s children

and the fierce battle between good and evil.

Personal and Professional Growth

Throughout the journey to complete this study, there has been significant growth as a
person, student, and business decision-maker for the researcher. So far, all dissertation tasks have
been very challenging for the researcher. However, the most pessimistic time for the researcher
was during the completion of tasks 12 and 13. There were numerous seemingly insurmountable
challenges to the level that the researcher was about to give up. These challenges came from
personal life, work, and limitations to complete those dissertation tasks. The researcher sent out
multiple invitations to solicit participants for the study, approximately 50 candidates. However,
there were only a few responses. The researcher believes that candidates are hesitant to
participate due to the nature of the field of cybersecurity. They may be concerned that giving out
information on cyber vulnerabilities could jeopardize their employment and business
organization. Despite explaining in detail in the invitation letter and mentioned informally before
each interview, all participants asked how their answers would be used and if their personal
information would be disclosed. Fortunately, through snowball sampling, the researcher was able
to collect enough data to reach saturation. Looking back at hardships, both in life and academic,
the researcher learned a lesson that when facing an obstacle, the first step is to break it down into
smaller pieces to solve that obstacle with different approaches while momentarily forgetting

everything else besides that obstacle, in order to exclusively focus on the solution. The



177

researcher also believes that God was the One who not only gave him the challenge but also the
strength to persist and the wisdom to overcome. Therefore, challenges, both in life and school,
are blessings for personal growth. Furthermore, the researcher gained a substantive
understanding of business cybersecurity. Conducting this research study illustrates a bigger
picture of the relation between cybersecurity and business, more than from the perspective of an
IT employee, which was the researcher’s past experience. Starting from the time of writing the
literature review in this research study, the researcher as a business decision maker in a company
has implemented multiple measures focusing on preventing social engineering attacks and digital
access control due to the alarming information found while reviewing past literature.
Unfortunately, the researcher’s organization suffered from a social engineering attack from
which the loss was $4,000. Combining this incident and the result of the study, the researcher
learned a valuable lesson that the entire business organization can be jeopardized through the
lowest level employees who have no access to semi-confidential data.
Biblical Perspective

Our Heavenly Father created “the heaven and the earth” (Genesis 1:1). This world and
everything that it contains belong to our Creator. Thus, no matter the subject, all things have a
divine meaning since the beginning of the creation, including business and cybersecurity. To be
clear, cybersecurity in this sense does not mean solely the internet but the biblical value beyond
cyber and security. These values are the protection for the improvement of God’s children
through business, the fight between good and evil, God’s commandments for mankind. As God’s
intention is the essence of life, the section below discusses those values from biblical
perspectives that can be utilized as the ethical frameworks for the daily work of IT professionals

and the moral pillars for business in improving their cyber defense.
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Business Improves the Lives of God’s Children. It is inarguable that business improves
people’s lives. Business contributes greatly to the improvement of society by providing goods
and services and continuously inventing new ways of improving the quality of products and
services. The evidence is that, when looking at countries in the world, the higher the quality of
life and the wealthier a country, the more prosperous business there are in different sectors. With
that being said, it was the divine intention to create the field of business as an avenue for the
betterment of God’s children (Keller & Alsdorf, 2014). This scripture addresses this intention as
“The Lord God took the man and put him in the Garden of Eden to till it and keep it” (Genesis
2:15). It means that God gave His children (businesses) specific work to do, both physical work
and intellectual work. Therefore, all the work we do is rooted in God's design for humanity.
Thus, any disruptions to the divine purpose of having His children (businesses) to do the work
must be eliminated. The field of cybersecurity and particularly this research study attempt to
prevent business cyber disruptions, which is related and integrated with a Christian worldview.
Specifically, this research study is an honor to serve God’s intention by alarming businesses with
the existing vulnerabilities and promoting safe business practices in the cyberspace. By doing so,
businesses can better fulfill God’s purpose for them on earth by being more secured against
cyberattacks and ensuring that their growth is not plundered by criminals. In order words, the
result of this study helps God’s children (business) work as God’s design without being disrupted
by evil (cybercriminals).

The Fierce Battle Between Good and Evil. The battle between good and evil has been
going on since the beginning of time (Genesis 2:1-25). In this era of technology, the cyberspace
has become a battleground between good and evil. On this cyber battleground, businesses are

struggling at every moment to fight off vicious cyberattacks. This is especially true of U.S. small
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and medium businesses. In this fight, the field of cybersecurity is the divine armor for which it
will stand against the schemes of the devil (cybercrime) (Ephesians 6:11 ESV). Interestingly,
from the theological view and cybersecurity perspective, IT professionals and cybercriminals
perfectly represent the scale of good and evil. The two groups have similar wisdom, knowledge,
and expertise. Unfortunately, one chooses to protect while the other chooses to steal and
“murder.” Indeed, cybercriminals violate many commandments of our Heavenly Father.
Foremost, they violate the commandment of not stealing (Leviticus 19:11) and not murdering
(Matthew 19:18). In fact, the aftermath of most cyberattacks is often financial loss, up to $8.6
million per company (Stanciu & Tinca, 2017). In other words, the evil in the context of business
cybersecurity steals the fruit that companies have grown with their sweat and tears.
Cybercriminals not only steal but they also “murder.” With every successful attack, they murder
the hopes and dreams of business owners and many other stakeholders who depend on the
prosperity of the attacked business. Having a closer look at attacks and business, the cruelty of
cybercriminals intensifies when 72% of cyberattacks target U.S. small and medium businesses
(Fielder et al., 2016). This means that the evil goes after the most vulnerable organizations in the
business sector. These organizations are mom-and-pop businesses or a business startup
belonging to someone putting everything into it to have it up and running. Thus, cyberattacks

take away the hopes and dreams of many of God’s children in the business sector.

Summary of Reflections

The section of reflections addresses how the research project provided the substantial
growth for the researcher and biblical perspective of the study. In terms of personal growth,
challenges and hardship have strengthened the researcher in various aspects to be more confident

in tackling future difficulties. For professional growth, the researcher was equipped with latest
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data of business cybersecurity. This inspires the researcher to initiate changes and implement
measures to better safeguard his organization from cyberattacks. The discussion of the biblical
perspective addresses various aspects of business and cybersecurity based on a Christian
worldview. Particularly, God’s intention for business was examined, noting that disruption of the
work of business goes against His design. By analyzing cybersecurity in business through the
theological scope, the effort of companies in defending their systems against cyberattacks is
related to a foundational theology. That is the fight between good and evil.

Summary of Section 3

This qualitative research studied the ever-increasing number of cyberattacks in U.S. small
and medium businesses. The section of presentation of the findings revealed the ongoing issues
and challenges for U.S. SMBs in fighting against cyberattacks. There were seven participants
who took part in the data collection process. A total of 13 themes was discovered, which covered
both the organizational and technical aspects of cybersecurity and business. Further, the findings
were compared and contrasted against three conceptual frameworks, research questions, and
previous studies and anticipated themes. The purpose was to attain a detailed picture of the
relationships between the findings and each of the three pillars.

Furthermore, the application to professional practice section discussed the applicability of
the findings through two sub-sections: improving general business practice and potential
application strategies. The study’s results showed that there are critical cyber improvements that
businesses are urgently recommended to implement. These improvements span both technical
and organizational realms of cybersecurity for better business practice. In terms of application
strategies, there were three recommended strategies that the collected data indicated would

improve businesses’ cyber defense. These strategies are cultivating a cybersecurity culture,
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selective investment in technology, and frequent evaluation of cyber risks. Notably, the
recommended strategies and recommendations for further studies are somewhat similar. They
were both based on the nature and technology circumstances of U.S. small and medium
businesses: small financial capability and using outdated technology. Last, in the reflection
section, the researcher reflected on how the research project developed the researcher
substantially in both personal and professional growth. The growth was achieved through
overcoming challenges and implementing new business strategies based on information learned
from this study. Importantly, the biblical perspective of this research study was thoroughly
analyzed and discussed. The fundamental points of the biblical perspective in this study are to
serve God’s intention by protecting business and to define the relation between business

cybersecurity and the fight between good and evil, as mentioned many times in the scripture.
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Appendix A: Interview Guide
Introduction

Thank you so much for taking part in this study and taking time for this interview. As |
indicated in the initial email, my name is Binh Vo and | am a doctoral candidate at Liberty
University. The purpose of my study is to investigate and explore the problem of the growing
number of cyberattacks against U.S. businesses.

Before beginning the interview, I would like to inform you of a few details. The audio
recording of this interview and its data, which I will transcribe for analysis, will be stored and
protected securely at all times and I will be the only person who has access to it. Importantly,
your identifying information will be extricated, as | understand that cybersecurity is a sensitive
topic for discussing, regarding your job role and employing business. I will not use or share your
identifying information under any circumstance, including your job title and employer. Your
confidentiality is greatly assured! I also would like you to know that you are free to not answer
any interview questions or decide to withdraw at any time. | will gladly answer any questions.
Do you have any questions for me before we begin?

Interview Questions
1. From your working experience and cybersecurity perspective, what are cyber
vulnerabilities that businesses often have?
1. Where does [a specific type of cyber vulnerability] come from?
2. What types of cyber vulnerability have you had experience with?
3. How can business address cyber vulnerabilities with non-technical solutions?
4. How can business address cyber vulnerabilities with technical mechanisms?

2. How are cyber vulnerabilities impacting business?
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1. Please answer if you can. What are the direct impacts of cyber vulnerabilities on
your business and on a business organization that you know of?
2. What is the non-monetary impact of cyber vulnerabilities on business?
3. What are barriers preventing business from solving their cyber vulnerabilities?
1. What barriers do you think are the most challenging for business to solve to
eliminate their vulnerabilities?
2. What barriers do you think are difficult for business to overcome, even if they
have the suitable financial budget?
4. What technical challenges are business having in improving their cybersecurity
capability?
1. How impactful are those technical challenges?
5. What organizational challenges are business having in strengthening their cybersecurity
capability?
1. How can business change their organizational elements to enhance
cybersecurity?
2. In what way should business change their policy and human resources for better
cybersecurity?
6. What are cybersecurity mechanisms or tools that business can employ to better protect
themselves?
1. What cybersecurity technology do you think can boost cyber defense capability?
2. What non-technical mechanisms should business employ for better cyber defense

capability?
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Closing Statement

Following this interview, | will transcribe this audio recording. When completed, I will send you
a copy for reviewing and checking for accuracy. That will be an opportunity for you to provide
clarification or additional details. Please feel free to contact me if you have any concerns. Do you
have any questions or comments for me?

| greatly appreciate your participation in this study!



