THE RAPID INCREASE OF RANSOMWARE ATTACKS

The Rapid Increase of Ransomware Attacks Over the 21 Century and Mitigation Strategies to

Prevent Them from Arising

Sanjay Jacob

A Senior Thesis submitted in partial fulfillment
of the requirements for graduation
in the Honors Program
Liberty University
Spring 2023



THE RAPID INCREASE OF RANSOMWARE ATTACKS

Acceptance of Senior Honors Thesis

This Senior Honors Thesis is accepted in partial
fulfillment of the requirements for graduation from the
Honors Program of Liberty University.

Mike Kiperos, D.B.A.
Thesis Chair

James McNicholas, Ph.D.
Committee Member

James H. Nutter, D.A.
Honors Director

Date



THE RAPID INCREASE OF RANSOMWARE ATTACKS 3

Table of Contents
DS ACT . ..ot et ee e e e e e e ————eeee e e e e ——————aaaaeaaa—— 4

The Rapid Increase of Ransomware Attacks Over the 21st Century and Mitigation Strategies to

Prevent Them frOmM ATISING .....covoeiecce ettt et e e e e eseenraeseeenee e 6
WL IS RANSOMWEIE?........cuiiiiiiiieiiiiee ettt bbbt b et b e nn e 7
How Cyber-Attacks are PErpetrated ...........ccccviveiieii ettt 9
Case Studies 0f RANSOMWAIE ATLACKS. .........coviiiiiieiiiiiieeise e 11
Case Study: Colonial Pipeline Ransomware AttacK............ccccovveiiiiieiieie e 11
Case Study: WannaCry Ransomware AtACK ...........cccoeveeiiiiieircic e 12
Case Study: Kayesa Ransomware AtACK ..........cccucvviiieieeieiie e 14
DiIfferent ALACK WECTOIS .......c.eiiiieieiiiteeee et bbb 14
MaJOr VUINEraDIIITIES ..o sre e sre e 16
Major Vulnerabilities: Colonial Pipeline Ransomware Attack ............ccccoevveveivciieiesiicseenns 17
Major Vulnerabilities: WannaCry Ransomware Attack............cccccoveviiieiieie i 18
Major Vulnerabilities: Kaseya Ransomware Attack............cccoceiveiieiiiieiiece e 20
Mitigation TECANIGUES ......c.veeiii e e be et e et e e nae e 21
Mitigation Techniques: Colonial Pipeline Ransomware Attack............ccccoceevvevieiieciiie e, 24
Mitigation Techniques: WannaCry Ransomware Attack ...........cccevviiiiiie i, 25

Mitigation Techniques: Kaseya Ransomware AttacK...........ccccvevveiiiiiiiiiiie i 26



THE RAPID INCREASE OF RANSOMWARE ATTACKS 4

EthiCal COMPONENT.......cuiiie et e e e s be e beebesseesteeteeneesneeeeas 27
Ethical Component: Colonial Pipeline Ransomware Attack .............ccccoeevveiviiiiiicse e 28
Ethical Component: WannaCry Ransomware AttacK...........ccccevvevvereiiieiieeie s 29
Ethical Component: Kaseya Ransomware Attack ............cccocveveiieiieic i 29

CONCIUSTON ...ttt b bbbt b bbbttt b bbb e 30

R BT EIEINCES ... et oot e e e oo ettt e e e e e e e e ettt e e e e e e e et e e e e e e e e e ——————aaans 31



THE RAPID INCREASE OF RANSOMWARE ATTACKS

Abstract

Cyber-attacks have continued to become more common throughout the past century as more
people are exposed to the Internet. Every year, various studies, reports, and scholarly research is
done to emphasis the rapid increase of attacks. In this honors thesis, the student sought to gather
further information about the rise of ransomware attacks, various cyber threats, discuss the
psychological manipulation that exist, and provided the reader with an ethical complement of
cyber-attacks. Additionally, case studies from previous research have been analyzed and
mitigation strategies have been explained to provide the reader with practical application. This
research emphasizes in on key issues that relate to the most recent cyber-attacks and the effects

that it has had on the world.
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The Rapid Increase of Ransomware Attacks Over the 21st Century and Mitigation

Strategies to Prevent Them from Arising

Throughout the 21st century, there has been a continued increase in technology use,
which significantly influences people worldwide. As the world continues to develop, technology
is becoming more advanced, making itself commonplace. However, while the growth of
technology has been beneficial in certain areas, there is a greater chance becoming a cyber-attack
victim. Reports have shown that 85% of organizations were attacked at least once in the past 12
months, which is up from 9% from 2023 (Ramel, 2023). Throughout this century, and
particularly in this past decade, many businesses and companies have been victim of cyber-
attacks, particularly ransomware attacks. For example, an event like the WannaCry Ransomware
Attack was unprecedented in scale, impacting over 250,000 computers in over 150 countries in a
few days (Trautman & Ormerod, 2019). By analyzing various incidents like the Colonial
Pipeline, WannaCry, and Kaseya, Ransomware Attacks, companies can be better prepared to
secure their infrastructure. Throughout this paper, these three ransomware attacks will be
analyzed as a case study, where the causes and effects will be discussed in depth. Ransomware
attacks and vulnerabilities can be mitigated with proper prevention and protocols. However, as
the use of technology continues to grow, businesses and individuals must be able to understand
how to protect themselves from the various security vulnerabilities that exist. Analyzing the
rapid increase of ransomware attacks and providing mitigation strategies can serve as a tool for

businesses and originations in hopes of lessening the potential attacks that could occur.
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What is Ransomware?

Ransomware is a type of malware that encrypts a file, making it completely unusable. It
is appropriately defined as “malicious software designed to block access to applications or files
on a computer system until a sum of money is paid” (Andrew Sears, 2021, p. 2). Typically,
malicious attackers demand a specific amount of money to decrypt the files on the victim's
system. Unfortunately, this attack is common, and attackers continue to compromise systems.
Ransomware attacks increased drastically in 2022, being involved in 25% of all breaches
(Kerner, 2023). As more people continue to use the Internet and the reliance on cloud-based
software grows, ransomware is an unfortunate likelihood that can infiltrate and compromise
sensitive data and critical assets. Ransomware must be addressed, and mitigation strategies must
be implemented to reduce these issues. Furthermore, to defend against the ransomware attacks, a
vigilant security posture is vital (Yuryna Connolly et al., 2020). By having a security posture in
which there are careful observations of potential threats, a business can defend itself against
ransomware attacks.

The three primary forms of ransomware are “locker, crypto, and scareware” (Beaman et
al., 2021, p. 2). Regarding locker ransomware, user access can be limited, and the files may be
locked. In addition, it can encrypt specific files that can lock the computer screen and keyboard.
However, it is generally easy to resolve by rebooting the computer in safe mode or running an
on-demand virus scanner (Beaman et al., 2021). Regarding scareware, it uses various
manipulation tactics to block essential computer functions, leaving minimal to no harm (Beaman
et al., 2021). For example, they may use pop-up ads to manipulate users into assuming that they
are required to download specific software, thereby using coercion techniques for downloading

malware (Beaman et al., 2021). Rather than lock the device or encrypt any data, the attackers
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employ fear to exploit their victims (Andronio et al., 2015). Crypto ransomware differs in that
the computer's primary function is not interrupted, but the sensitive files on the computer are
encrypted. Unlike locker ransomware, crypto ransomware is often irreversible as current
encryption techniques (e.g., A.E.S. and R.S.A.) are nearly impossible to revert if appropriately
implemented (Beaman et al., 2021). While these three primary forms have their differences and
similarities, these attacks can leave lasting damage, and businesses must prioritize implementing
and providing updated security policies and procedures.

Ransomware attacks can negatively impact businesses and organizations, significantly
harming a company. It can reduce the productivity of a business, lead to a significant loss of
finances, and negatively interfere with a business's day-to-day operations (Beaman et al., 2021).
As ransomware attacks continue to rise, the negative impacts continue to be more present
throughout businesses. The global survey "The State of Ransomware 2021" survey showed that
among over 2000 respondents who claimed that their organizations had fallen victim to a
ransomware attack, the average total cost to an organization to rectify the impacts of a
ransomware attack (considering downtime, people time, device cost, network cost, lost
opportunity, ransom paid) was $1.85 million USD, which is more than double the number from
2020 (Beaman et al., 2021). Unfortunately, since the attacks can result in a business or
organization losing its data permanently, a decision must be made on whether to pay the ransom.
The decision to pay the ransom is a decision to be made by the business, and they must prepare
for it in advance, having a clear understanding that they might not retrieve their information back
completely (Hofmann, 2020). Throughout this decision-making process, the affected companies
must come together and understand negotiation techniques as well as the potential risks that

exist. Since the pandemic, ransomware attacks have increased, negatively impacting businesses
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and organizations. In addition, the attackers have preyed on the weak by attacking hospitals,
vaccine research labs, and contact tracing apps (Pranggono & Arabo, 2020). Understanding the
adverse effects that ransomware is having on various companies should encourage businesses

and organizations to implement more robust security measures to mitigate future attacks.

How Cyber-Attacks are Perpetrated

As previously explained, the rapid growth of technology has led to cyber-attacks
becoming more common throughout businesses and those exposed to the Internet. Unfortunately,
much of the reasoning behind these cyber-attacks is either politically or criminally motivated.
Understanding the nature of such a cyber-harm is critical to ensure that the controls and methods
of mitigation that companies deploy will be proportionate to the risks and effective (Agrafiotis et
al., 2018). A better understanding of how cybercriminals perpetrate attacks can improve the
security controls of a business and their methods to mitigate future attacks. Throughout security
awareness training, the goal should be to move employees toward intrinsic motivation, where
they see the value of security, develop a curiosity for learning, a desire to make ethical decisions,
and feel a sense of ownership and empowerment, leading to them practice good behaviors
(Haney & Lutters, 2020). Having employees who understand the importance of security can help
them make more thorough and informed decisions and benefit the organization as a whole. Using
technology throughout a business is imperative for its survival, and if properly secured, the
chances of being attacked can be reduced.

From phishing attacks to SQL injection to ransomware attacks, these cyber-attacks can be
carried out through various methods. These methods can have various effects on a business and

the people who work throughout the organization. With attacks like ransomware and others,
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cybercriminals usually perform this and make it their goal to take advantage of those around
them. Cybercriminals usually exploit users with a lack of digital/cyber ethics or who are poorly
trained in addition to technical vulnerabilities to reach their goals (Alkhalil et al., 2021). The
psychological manipulation that attackers perform on their victims can be intense and cause
significant damage to an organization or business. Unfortunately, the root of this psychological
manipulation is tied to the pursuit of financial gain for the attacker to reach a specific goal. The
goal for the attacker would be to carry out the attack. Often, these cyber-attacks are prepared to
target either financial or social gain (Arachchilage & Love, 2014). The individuals who
perpetrate cyber-attacks frame a mindset in which they desire to attack and exploit innocent
individuals to fulfill their corrupt desires.

Attackers perform psychological manipulation toward victims throughout these attacks,
which has caused much damage. Psychological manipulation in this sense relates to the act of
social engineering. Social engineering can be defined as “the act of manipulating human beings,
most often with the use of psychological persuasion, to gain access to systems containing data,
documents, and information that the social engineer should not have access to obtain” (Washo,
2021, p. 1). An attacker’s primary goal is to undermine their victim's resilience by instilling a
sense of fear and vulnerability that erodes confidence in the ability of the government and law
enforcement agencies to protect citizens against future attacks (Gross et al., 2017).
Understanding the psychological manipulation behind the attacks allows businesses and
organizations to understand why specific attacks occur. This further understanding of
psychological manipulation allows decision-makers to create and develop strong policies. By
enforcing strong network security policies, the business would have a higher success of

mitigating attacks from occurring in the future. Rather than a kinetic force, cyberterrorism
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employs malicious computer technology and aims to further political, religious, or ideological
goals by harming civilians physically or psychologically (Gross et al., 2017). Even though the
organization can be harmed through a cyber-attack, the people who work there can also be
harmed. An attacker's malicious intent can lead those who work in the organization to be taken
advantage of. Throughout a study on threat perception, exposure to past cyberattacks and
exposure to simulated cyberattacks increased perceptions of threat (Gross et al., 2017). While
threats and malicious intentions will continue to grow, if an organization takes the proper steps to

secure its infrastructure, it can lessen and help mitigate future attacks.

Case Studies of Ransomware Attacks

As society continues to evolve, technology is becoming more present throughout our
lives and ransomware attacks are continuing to grow. Studies show that ransomware has grown a
lot over the years, costing the world $20 billion in 2021, and expected to rise to $265 billion by
the year of 2031 (Brooks, 2022). From the Colonial Pipeline, to WannaCry, to Kaseya
ransomware attacks, these are just a few examples of attacks which have wreaked havoc on
millions of people throughout the world. As explained, attacks like these three have led to
billions of dollars and resources to become depleted. The effects of this attack reinforce the
critical need for improved security controls and protocols implemented throughout businesses.
Organizations must have a clear understanding of the threats at hand and implementing strong
security protocols to protect themselves and their data from being attacked or ransomed.
Case Study: Colonial Pipeline Ransomware Attack

On May 7, 2021, Colonial Pipeline became a target by hackers who attacked the

company, forcing them to shut down a major pipeline that carried various fuel types. The
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hacking group, DarkSide, infiltrated their systems, which imposed them to shut down their
pipeline, resulting in millions of people experiencing fuel shortages (Stephens, 2021).
Additionally, the reports said that DarkSide stole over 100 gigabytes of data, leading to Colonial
paying five million dollars in ransom not to have their data leaked (Stephens, 2021). Even
though Colonial took care of the situation as quickly as possible, its effects on America showed
the critical need to implement cyber security measures. As a result of these shortages, Americans
started hoarding gasoline and waiting for hours to take preemptive steps to combat the lack of
fuel (Voas et al., 2021). This attack showed the crucial need for companies to take preventative
security steps to minimize these attacks.

The Colonial Pipeline System is critical for the fuel movement, and the shutdown of the
pipeline made things increasingly difficult for consumers living in the middle of a pandemic. The
system can move over 2.7 million barrels a day of fuel and supply eastern states with much of
their fuel needs (Medlock 111, 2021). As a result of the attack, it led to significant fuel supply
disruption in Eastern states, particularly in the South. As stated previously, even though the
system was restored and running back on May 15, the results of the attack led to a significant
disturbance of fuel supply, heightened fuel prices, showing the critical need for security
throughout every faucet of infrastructure (Stephens, 2021). The recent attack teaches the country
and the world the importance of securing our systems, our energy infrastructure is vital for basic

survival, and significant security enhancements must be made.

Case Study: WannaCry Ransomware Attack
In May of 2017, various organizations and businesses became targets by cybercriminals
who infiltrated their devices that ran on an older version of Microsoft Windows Operating

Systems. This ransomware attack encrypted the data on those systems and forced the victims to
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pay a ransom to retrieve their data. From the loss of sensitive information to a disruption in
regular operations and a significant number of financial losses, the effects of this attack were
devasting (Sahi, 2017). One of the main reasons for this attack was the outdated software on the
compromised computers. While Microsoft fixed the issue two months before the attack, those
who did not update their systems were still susceptible to the attack. Hundreds of organizations
running thousands of systems had failed to apply the patch in the first 59 days it had been
released (Ehrenfeld, 2017). Due to this unpatched software, the Shadow Brokers, a hacking
group, saw an opportunity in a flaw that they exploited by using a tool called EternalBlue.
Unfortunately, this attack affected numerous United Kingdom National Health Service trusts,
FedEx, Telefonica, Renault, and Nissan car manufacturing plants, U.S. universities, Russian
governments, and Chinese A.T.M.s, among others, across 150 countries (Brewster, 2017).
Making the necessary changes to safeguard their data is essential for businesses to implement
because it can minimize threats and keep away cybercriminals.

The WannaCry ransomware attack highlights the critical need for increased security
measures throughout businesses and organizations. Since ransomware is the most predominant
cyber threat in the digital infrastructure, it is essential to understand how to minimize these
security risks. Adhering to security policies and implementing security devices can help reduce
these threats. This attack has made it clear the need for businesses, particularly in the health care
industry, to step up efforts with cyber security so that organizations can implement every
possible protection to defend against a future attack (Smart, 2018). In addition, this attack
teaches the country and the world the importance of securing our systems, watching out for

threats, and regularly scheduling maintenance and updates for devices.
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Case Study: Kayesa Ransomware Attack

In July of 2021, over one thousand companies and various organizations fell victim to
REvil, a group of cybercriminals who infiltrated Kaseya's V.S.A. system, which allowed them to
compromise customer devices and systems by injecting malicious software. This ransomware
attack was sent out to the customers and their systems, which encrypted their data on those
systems and forced the victims to pay a ransom to retrieve their data. As of July 23, 2021,
Kaseya is the most significant ransomware attack by ransom demand at $70 million (Allen,
2022). Businesses and companies like Kaseya need to make the necessary changes to safeguard
their data to keep away cybercriminals and lessen the looming threats.

The Kaseya Ransomware Attack highlights the dire need for businesses and
organizations to implement increased security measures. Since ransomware is the most
predominant cyber threat in the digital infrastructure, it is essential to understand how to
minimize these security risks (Reshmi, 2021). Threats can be reduced by adhering to security
policies and implementing the necessary patches and updates on security devices. The Kaseya
Ransomware Attack has made clear the need for businesses, particularly those in the I.T. sector,
to understand the dangers of ransomware attacks and to increase their efforts with cyber security
to defend against future attacks. In addition, this attack teaches those in I.T. and those who are
not to understand the critical need to secure systems, keep an eye out for threats, and regularly

scheduled maintenance and updates for the software being used.

Different Attack Vectors

An attack vector is a particular type of attack which can be exploited to hack into a

system. Attack vectors use various resources to infect the computer and other networking devices
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and ensures the passage to the intended target information (Tiwari & Dwivedi, 2016). There are
many different attack vectors that exist. From phishing attacks to malware to social engineering,
there are various attack vectors that exist. Attack vectors are dangerous methods that cyber
criminals use to exploit various vulnerabilities and gain unauthorized access to various sensitive
information. Regarding the three cyber-attacks that were analyzed in the case studies, attack
vectors were used greatly. For example, in the Kaseya Ransomware Attack, malicious software
was injected into the Managed service providers (MSPs) worldwide. It is evident in how there
are various attack vectors that exist in ransomware that an organization must be aware of in order
to protect their sensitive information.

One of the major attack vectors is malware, in which ransomware is a specific type of
malware. Malware is the malicious software which can attack and compromise computers for
users or the organization as a whole. The malware is programmed specifically to cause harm to
computers and compromise sensitive information. Malware creators use a variety of techniques
(polymorphic and metamorphic) in their code to make the malware look like it is a new version
of an application or posed as item that a user can click on (Arunlal, 2019). As cybercriminals
continue to get more creative with their attacking techniques and develop new methods,
businesses and organizations must make sure to implement the proper security protocols to
decrease the potential malware attacks that could exist.

Another attack vector that ransomware can be found on is through email attachments.
Phishing attacks can take a variety of forms to target people and steal sensitive information from
them, particular through using email (Alkhalil et al., 2021). In this attack, the attacker would
hypothetically convince their victim to download or open a link that is disguised as a file that

comes from a trusted sender. However, it is a malicious file that installs ransomware to their
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computer system. This ransomware attack vector often takes the form of social engineering in
which cyber criminals use deception to act as someone the recipient trusts and tricks them into
giving them unauthorized access to corporate systems (Graham, 2022). This attack vector is
particularly dangerous, as trust can be tainted, and businesses can have their sensitive data
compromised through this.

While email attachments can transmit ransomware, there have been websites that pose to
be genuine, but contain ransomware throughout the scripts. These seemingly legitimate or
compromised websites are a perfect attack vector for cybercriminals because victims believe
they are visiting a trusted site (Graham, 2022). This attack vector can lead to serious damage for
a user or an organization, as the code could be automatically installed into the computer when
the compromised site is visited. Once the ransomware is executed, it can infect the user’s system
and move laterally across the organization, encrypting files and data (Graham, 2022). Increasing
cyber awareness and walking through potential cases like this with a business can help in
reducing the number of attacks that could arise. It would be beneficial for an organization or
business to make continued awareness of the potential risks that exist throughout the different

attack vectors.

Major Vulnerabilities

The vulnerabilities that can arise from the various attack vectors can decimate a system.
Vulnerabilities can be found throughout software and hardware, and if not properly patched or
fixed, they can lead to further complications. Unfortunately, with ransomware, it is the type of
attack where it never fails to surprise in terms of its ability to identify vulnerabilities and

loopholes in technology (Shah & Farik, 2017). There have been clear examples of vulnerabilities
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in software and hardware that led to various ransomware attacks. There have been various
vulnerabilities that have been exploited by attackers. From SharePoint vulnerability, CVE-2021-
0604 to Microsoft Azure vulnerability, CVE-2021-38647, there are various vulnerabilities
throughout software that exist and have been exposed (“Top Critical Vulnerabilities,” 2022).
Additionally, from the cases studied previously, it is evident how in the WannaCry Ransomware
attack, the vulnerabilities that existed led to the severe ransomware attack which exposed various
security threats, stole millions of dollars of assets, and decimated many people’s lives.

As previously explained, ransomware attacks can infiltrate systems through
vulnerabilities that are exposed. The SharePoint vulnerability, CVE-2021-0604 is a prime
example of a vulnerability that exists throughout Microsoft SharePoint software. In this
vulnerability, there is a remote code execution vulnerability in which the software fails to check
the source markup of an application package (“Top Critical Vulnerabilities,” 2022). Typically,
throughout this type of vulnerability, there is a software patch that could be installed to fix the
vulnerability and lessen the chance of data being compromised. Just like the SharePoint
vulnerability, CVE-2021-0604, the Microsoft Azure vulnerability is also a remote code
execution vulnerability. This is a vulnerability that exists throughout Microsoft Azure cloud
software. In this vulnerability, there is a remote code execution vulnerability in a which a remote
attacker can exploit this flaw by sending a specially crafted request to a vulnerable over a
publicly accessible remote management port (Narang, 2021). This is a very severe vulnerability
that if not properly patched, it can be exploited and lead to further complications.

Major Vulnerabilities: Colonial Pipeline Ransomware Attack
Regarding the Colonial Pipeline ransomware attack, the hackers saw an opportunity and a

vulnerability in the system, and they seized it. The year before the Colonial Pipeline attack, the
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SolarWinds attack also left a mark on the United States, where attackers hacked into different
federal departments and compromised sensitive data (Lazarovitz, 2021). The results of this attack
should have been a lesson because of the adverse effects it left on the various federal government
agencies. However, due to the failing infrastructure and weak security, the pipeline was hacked,
leading to fuel shortages and devasting, long-lasting impacts (Ford, 2021).

In terms of vulnerabilities, reports show that the earliest gathered evidence of
compromised data was on April 29, where hackers gained access to the network through a legacy
virtual private network and an employee's credentials (Ratnayake, 2021). Unfortunately, the
company did not set up simple preventative measures like multifactor authentication, so it took
the attacker a minor effort to access the systems and compromise data (Ratnayake, 2021). From
this mistake, the attack was then able to access the network and hack into the systems. The
severity of the attack forced the largest U.S. oil fuel pipeline to shut down, leading to many
people experiencing gas shortages (Eaton, 2021). In addition, the attack should lead others to
have an increased awareness of hackers' threats, especially in how poorly secured systems and
weak infrastructure are targeted now more than ever.

Major Vulnerabilities: WannaCry Ransomware Attack

Regarding the WannaCry Ransomware Attack, there were many vulnerabilities that were
found that led to the attack happening. Prior to the occurrence of the WannaCry Ransomware
attack, the N.S.A. created Eternal Blue, which was a tool created for cyber-attacks. This tool
affected a particular version of the Microsoft Windows Operating Systems and exposed a
vulnerability in the system. In addition to affecting the software, any device that uses a Server
Message Block protocol is vulnerable to being a victim of various ransomware attacks. While the

N.S.A. identified the vulnerability in the S.M.B. protocol years prior, they did not disclose it to
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Microsoft because they intended to use it as a cyber tool for their purposes (Hawthorne, 2020).
Because the attacker can transmit the malicious code through an open port, they can place a
buffer overflow in action. Exploiting a vulnerability in the Server Message Block (S.M.B.)
protocol allows ransomware to spread rapidly across a network (McDonald et al., 2022). Due to
the vulnerability found in Eternal Blue, the WannaCry Ransomware attack exposed various
security threats, stole millions of dollars of assets, and decimated many people’s lives. Having
unpatched software and open vulnerabilities can lead to much destruction, and individuals and
businesses can suffer those consequences.

From outdated software without the appropriate security patches to the N.S.A. having a
foreknowledge about the vulnerability, many factors could have led to the attack. The
cybercriminals saw an opportunity in the Eternal Blue exploit, taking advantage of the
vulnerability in the system. Due to many companies still heavily relying on legacy software and
not updating their computers, they can be vulnerable to attacks that can negatively penetrate
systems (Taylor & Francis Online, 2017). While it can be a nuisance to update software in
systems, it can save a business and organization from massive financial loss if they implement
proper security measures and update their systems. Due to this vulnerability, the attacker uses the
Eternal Blue exploit to get on the network, spreading the ransomware through exposed S.M.B.
ports. In addition to Eternal Blue, the attack used a DoublePulsar backdoor to leverage the
MS17-010 SMB vulnerabilities (Akbanov et al., 2019). While the reasoning for these attacks was
due to outdated and unpatched software, the N.S.A. takes slight responsibility for this.

As previously mentioned, the N.S.A.'s creation of the Eternal Blue exploits caused
massive destruction to various organizations and businesses. Even though attackers go about

their attacks in different methods, they can use the N.S.A. tool, Eternal Blue, to infect computers
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and spread ransomware (Newman, 2018). Because of this tool, hackers can manipulate the flaws
in the Server Message Block to infect computers and execute forms of malicious code on the
computer. A couple of months before the WannaCry attack, the N.S.A. could have better
informed those who used the older software because they knew about the vulnerability. Instead,
the agency cloaked itself in secrecy for years, and officials refused to acknowledge its existence
(Zegart, 2017). This mindset is damaging because WannaCry and other ransomware attacks that
used Eternal Blue further broke the trust between people and the N.S.A.
Major Vulnerabilities: Kaseya Ransomware Attack

Regarding the Kaseya Ransomware Attack, one of the leading causes of this attack was
the outdated software and lack of security patches put in place that existed. REvil saw an
opportunity in this vulnerability, taking advantage of it and injecting malicious software to MSPs
worldwide. At the same time, the code of the software was not compromised; Kaseya's platform
that was used to deliver their services was and had ransomware put on it. The Kaseya VSA agent
(C:\\PROGRAM FILES (X86)\KASEYA\<ID>\AGENTMON.EXE) was deployed to Kaseya's
customers (MSPs) and deployed to the MSP customer's systems, which pulls from Kaseya's
cloud-based servers (Allen, 2022). While it can be a nuisance to update software in systems, this
attack shows how it can be beneficial in the long run and save a business and organization from
collateral damage. Businesses can prevent themselves from losing severe amounts of money if
they implement proper security measures and update their systems. In the attack, the
vulnerability CVE-2021-30116, SQL injection, was exploited by REvil and allowed platform
authentication to be bypassed, which gave the attackers maximum privileges (Pelliccione, 2021).
Even before a patch could be implemented, REvil had already made its way into the systems,

compromising servers and workstations.
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Mitigation Techniques

Throughout the various attacks that occur, understanding what went wrong and the steps
that should have been taken can help a business or organization be able to be better prepared.
This can also help them further mitigate potential attacks that could arise in the future. Mitigation
is defined as the ability taken to reduce or eliminate risk to people and property from hazards and
their effects (Bullock et al., 2013). By understanding mitigation techniques, the risk of these
attacks can be lessened significantly, and businesses can be able to operate more effectively.
There is a major importance of ransomware mitigation towards businesses, and it can be able to
serve as a great benefit if done early. By incorporating ransomware mitigation strategies in 10T
devices during the entire lifecycle of application execution, it can best protect them from a
ransomware attack (Humayun et al., 2021). While these attacks continue to increase, if properly
mitigated, they can be controlled and lessened significantly.

One of the main mitigation techniques is making sure that computers and networks are
installed correctly. Even though ransomware attacks do not happen to every single company all
the time, companies should be prepared for a potential attack. By creating daily or real-time
backups of their data, it is an important mitigation tactic to safeguard and protect the important
data throughout the organization. Organizations should store the copies of the backups offline to
“ensure that ransomware has no access to them, as well as maintaining a “gold image” of system
configurations (i.e., one that allows an organization to reset systems to the pre-attack state)”
(Singh & Sittig, 2016). Having trained 1.T. staff put in place who can restore the backups is
important to the health of the overall organization. Furthermore, trained I.T. staff is critical to the
organization because they are responsible for maintaining all of the computers’ operating

systems, application software, browsers and plug-ins, firmware, and anti-virus software should
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ensure that they are up to date with the latest patches (Singh & Sittig, 2016). The patches that get
installed should not lead to more problems and should be tested thoroughly before getting
applied to the system. Additionally, it is important that the network engineers make it a point to
ensure that the organization’s firewall is properly configured to prevent unauthorized access to
the organizational resources (Singh & Sittig, 2016). These changes and policies are important for
the well-being of the organizations and if properly implemented, it can reduce the chances of
ransomware attacks throughout an organization.

Additionally, control access policies for organizations and businesses should be
implemented. For example, there should be restricted access for users to create and remove files
from the computer. The business or organization should also consider limiting users’ ability to
install and run software applications using the principle of “Least Privilege,” or minimize users’
access to only those systems and services required by their job (Singh & Sittig, 2016). For users
who might need administrative access it would be beneficial to have two accounts created for
that purpose. In these two accounts, there would be one with administrative privileges that is
used only when necessary, and one with restricted privileges, for day-to-day activities, like
reading email and browsing the Internet (Singh & Sittig, 2016). As mentioned previously,
restricting various access, and creating administrative privileges on local computers is important
to safeguard the organization from potential attacks that can occur.

After the networks and computers are properly installed, the next step would be to have
informative and engaging security awareness training so that the users throughout the company
can know how to properly use their devices and be secured. Since training courses have already
been created for security awareness, the business or organization does not have to make their

own courses (Singh & Sittig, 2016). Throughout the training process, the I.T. staff must be
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willing to work with the users and create a variety of scenarios to prepare the user for a potential
attack. I.T. professionals must help create messages such that users can easily recognize them as
legitimate e-mails. Specifically, the I.T. staff would help create legitimate emails and send them
from the organization’s I.T. department, where they would show what a genuine email looks like
(Singh & Sittig, 2016). Throughout this email, the goal would be to build trust between the I.T.
department and the users, to show them what a genuine email looks like, so they can be more
watchful for potential phishing attacks.

By having the users become more watchful of potential attacks, they would be able to
better respond to attacks and understand the importance of not opening attachments or links on
fraudulent emails. The I.T. staff should conduct simulated phishing attacks by sending fake email
messages or links to websites that appear to be from legitimate sources, seeing how the user
would respond (Singh & Sittig, 2016). Having the user understand the differences between safe
and fraudulent emails is important for them as well as the overall health of the organization.
Throughout these trainings, the I.T. staff should increase the user’s ability to respond to a
successful ransomware attack by periodically conducting mock system recovery exercises (Singh
& Sittig, 2016). There should be virus protection installed throughout these systems in order to
fully protect and secure the infrastructure, as well as requiring two-factor authentication for all
users.

Following the training, it should be imperative for organizations to develop a network
and user activity monitoring system that conducts surveillance for suspicious activities (Singh &
Sittig, 2016). Monitoring suspicious activity is important because it can detect and analyze if
there is a potential threat occurring. Some of these suspicious activities can be a receipt of email

messages from known fraudulent sources, executable email attachments, unexpected changes in
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key files on network-attached drives, unknown processes encrypting files, or significant
increases in network traffic on unexpected ports (Singh & Sittig, 2016). It is important that the
organization should constantly monitor the environment around them for vulnerabilities and
potential risks that can occur throughout a system. As the I.T. staff in an organization monitors
the external environment, there should be periodic identification of the gaps or lack in the
research that exists.

By having the network and computers properly installed to using various training
protocols to ensuring suspicious activities will be monitored, an organization will be adequately
prepared to handle the potential attacks that might occur. When a potential attack like
ransomware occurs, there is typically an alarming message sent to the background of computers
throughout an organization (Singh & Sittig, 2016). In the case of this attack occurring, the users
should understand the proper steps they should take to properly protect themselves and the
businesses. The affected users should turn off their computer and report it to their 1.T. support
team immediately, where the I.T. professionals will disconnect the infected computers from the
network and turn off wireless network functionality (Singh & Sittig, 2016). However, if the
attack becomes increasingly widespread, both wireless and wired networks should be shut down.
Taking proper precautions are important for an organization to survive throughout the increase of
the security threats. The organization should also continue to work with their I.T. department as
well as external security experts to ensure their systems and security policies have the protective
measures put in place.

Mitigation Techniques: Colonial Pipeline Ransomware Attack
Regarding the colonial pipeline attack, there are many ways this attack could have been

mitigated. To start, if the system were adequately secured and had an increased security method
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like multifactor authentication, the hackers would have been less likely to enter the system.
Additionally, implementing robust forms of energy storage can play a big part in mitigating
damages (Medlock 111, 2021). Some mitigation methods are ensuring that passwords are strong
and complex, not clicking on suspicious links from unknown sources, using anti-malware
software, and not saving your passwords on public computers (Monteith, 2016). While those
methods are not guaranteed, companies and users can benefit from lowering their chances of
compromised data. Both users and companies need to be aware of the threat that attackers pose
and to keep these basic security skills in mind.

From this attacks, the United States government is moving forward and learning from the
past. Due to the increasing threat of ransomware and cyber-attacks, The Department of Justice
has introduced a Ransomware and Digital Extortion Task Force (DeMarco, 2021). They put this
into place because of the cyber-attacks and the rising threat towards the nation's critical
infrastructure. In the wake of attacks on the Colonial Pipeline, on June 3, Deputy Attorney
General Lisa Monaco issued a Memorandum to federal prosecutors, which would theoretically
enhance the Department of Justice's ability to centralize its internal tracking of ransomware
attacks (DeMarco, 2021). This mitigation strategy would be vital in fighting against the threat of
hackers and the growth of ransomware. It would require all ransomware attacks to be handled in
the same way the Department handles terrorism cases (DeMarco, 2021). This type of mitigation
strategy is a step in the right direction towards enhanced security and will set a precedent on
security measures for the world.

Mitigation Techniques: WannaCry Ransomware Attack
As previously explained, even though attacks can have devastating effects on various

businesses and organizations, proper security measures can be put in place to mitigate these
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threats. Particularly with the WannaCry ransomware, the unpatched software led the attackers to
gain access to the system and encrypt the files. If the affected businesses had updated their
software to the newer version with the security patch before the attack, there would have been
less of a chance for the attacker to compromise the system. Additionally, Microsoft released two
products called Defender for Endpoint and Defender for Identity for extensive protection against
Ransomware attacks, scoring a 100% in a protection level test (Kapoor et al., 2021). These forms
of mitigation techniques can help defend against the attacks that arise.

While it is impossible to build security solutions with complete protection, taking the
proper security measures is beneficial. By implementing forms of reverse engineering processes
and security applications like Safe Zone, victims can safely return to the last backup logged in
Safe Zone and recover the system to its previous state (Kapoor et al., 2021). A business can
heavily reduce its risk of being attacked by being proactive with software maintenance and
updates, installing anti-malware forms, and ensuring the proper security measures are put in
place. Additionally, it is essential that users create strong and complex passwords, not click on
suspicious links from unknown sources, and not save their passwords on public computers
(Monteith, 2016). The methods discussed can benefit both companies and users and significantly

lower their chances of having their data compromised.

Mitigation Techniques: Kaseya Ransomware Attack

Regarding the Kaseya Ransomware Attack, the vulnerability in the unpatched software
gave the cybercriminals unauthorized access to the V.S.A. system, allowing them to encrypt the
files. If Kaseya had updated the software that delivered their products and patched it before the
attack, it would have lessened the chances of the attack occurring. Similarly, like the mitigation

strategy discussed for the WannaCry Ransomware attack, a company could use two products for
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mitigation throughout their computers in their organization: Defender for Endpoint and Defender
for Identity. Implementing these products can be beneficial towards an organization or business

and can be able to help better protect them from attacks.

Ethical Component

Ethically, it is critical for those in the cybersecurity field to protect themselves, the data
they interact with, and those they serve. They must ensure that even though they have a similar
knowledge base as the attackers, they must be ethical in their actions. From a business
standpoint, trust must be established between a client and the company; cyber security
professionals ensure their clients that their data is appropriately secured. Some ethical principles
like protecting subjects from harm and respecting privacy are important considerations that need
to be understood (Macnish & van der Ham, 2020). Respect for Persons or Informed Consent
must also be applied when dealing with security (Macnish & van der Ham, 2020). Keeping these
essential ethical considerations in mind is beneficial when dealing with critical data.

The business must determine if it is morally right to pay the ransom after a ransomware
attack. In a ransomware incident, decision-makers must choose whether to pay after weighing all
available recovery methods. After all recovery options have been considered, decision-makers
must decide whether to pay in a ransomware incident (Hofmann, 2020). Because of this
decision's uncertainties, some businesses may find themselves in an ethical bind. Even though it
is unclear whether or not the corporation will be able to retrieve its data fully, it is crucial to act
morally moving forward once a business is attacked in order to prevent similar attacks from

happening in the future.
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Additionally, to protect the sensitive data and be ethical towards systems, having a proper
set of moral values as an employee and manager of data is critical. Security experts must make
sure to implement fundamental ethical principles in their technical products in order not to cause
harm or have any negative effect on their users (Kozhuharova et al., 2022). Security is a crucial
component in having a well-made system beneficial to both the company and the person storing
the information. When it comes to critical data like banking information to credit card
information, companies and users need to have the reassurance that their data is adequately
protected in addition to the two-factor authentication or changing passwords. When a company is
managing sensitive data, it is important for them to be ethically responsible with the data they are

interacting with.

Ethical Component: Colonial Pipeline Ransomware Attack

In the pipeline attack, there many different ethical decisions that needed to be made
throughout the process. It was evident that due to the failing infrastructure and weak security, the
pipeline was hacked, leading to fuel shortages and devasting, long-lasting impacts (Ford, 2021).
From this attack, there were ethical decisions that were needed to be made in order for the
pipeline to continue to function. The attack heavily impacted the oil supply market, and it
exposed many security vulnerabilities in the energy infrastructure. A significant shift in the
transportation and movement of oil supply throughout the country led to an ever-increasing gas
price, with people still feeling the consequences of this attack. Ethically, the I.T. team needed to
make various calls and understand the risks that were at hand. Other companies and businesses

should see the devastating effects of this attack and then increase security protocols.
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Ethical Component: WannaCry Ransomware Attack

Businesses that suffered from the WannaCry attack were financially hit, and their need
for proper security increased. After assessing the vulnerability in the software, it would have
been an ethical move of the N.S.A. to inform those businesses who used the older software
because they knew about the vulnerability. Instead, the agency cloaked itself in secrecy for years,
and officials refused to acknowledge its existence (Zegart, 2017). Unfortunately, these
ransomware attacks further broke the trust between people and the N.S.A. While it is a difficult
decision for a group like the N.S.A. to make, reporting the incident earlier would have been an
ethically minded decision.
Ethical Component: Kaseya Ransomware Attack

As mentioned previously, after a ransomware attack, the business must decide whether it
is an ethical move to pay the ransom. After all recovery options have been considered, decision-
makers must decide whether to pay in a ransomware incident (Hofmann, 2020). Regarding the
Kaseya ransomware attack, there were calls that needed to make for the well-being of the
organization. This call can be an ethical dilemma for some businesses because of the uncertainty
that exists. While there is a general amount of uncertainty of the likelihood of recovering data,
the ethical decision should not be considered lightly. There should be an understanding
established that the compromised organization or business might not be able to fully recover
their data, and they could be more prone to more attacks. Regardless, after a business gets
attacked, it is vital to make the ethical choice to move forward and prevent attacks like this from

occurring in the future.
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Conclusion

Throughout time, as shown, technology is continuing to have a significant impact on the
lives of individuals and is rapidly changing each day. While there is an increase in the
accessibility of technology, cyber-attacks are becoming increasingly prevalent. Looking at the
three case studies of ransomware attacks, it is apparent in how ransomware has had an impact all
throughout the world. With the rapid change of technology, there is an increase in the risk of
being a victim of a cyber-attack. From studies to numerous reports, much research has shown the
immense impact ransomware has on various organizations and businesses. As time increases,
cybercriminals become increasingly deceitful in their hacking techniques, leading to further
damage. From mismanaged security settings to numerous vulnerabilities to outdated software,
many factors cause ransomware attacks to occur. The attacks that occurred as well as potential
attacks can be mitigated by urging the public to be increasingly aware of the threats and
implementing proper prevention techniques. As technology is becoming more ingrained in our
everyday lives, businesses and individuals must be mindful of the security threats and implement

proper security protocols.
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