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Abstract

The world became hardly recognizable throughout the COVID-19 pandemic as the normal state
of the world was disrupted. In addition to affecting everyday life, the pandemic touched every
industry, especially that of cybersecurity. To properly remediate for the future of cybersecurity,
the trends in cybercrime seen throughout the pandemic warrant further investigation. An overall
increase in cybercrime was clearly observed with no signs of plateauing. This trend was paired
with developing sophistication of cybercrime means and methods. In response to this, a defense-
in-depth strategy focusing on a layered defense approach strengthens an organization’s security
posture. Focusing on every policy and technology implementation to limit attacker impact is the
path to security in this post-COVID era. A proactive focus on how to leverage future
technologies and methodologies will pave the way to securing the future.
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The Effects of COVID-19 on Cybersecurity and Securing a Post-COVID World

COVID-19 disparaged the known normality of the world at its height and left no industry
untouched, including that of cybersecurity. Although the majority of focus gravitated toward the
most well-known industries such as healthcare and business during the pandemic, the
cybersecurity industry also suffered a heavy loss while undergoing a drastic reshaping of the
overall landscape. To fully quantify the reaching effects that COVID-19 had on the world of
cybersecurity, several variables must be considered. The first is the trend of cybercrime
committed pre-COVID and post-COVID and whether any possible conclusions can be drawn
from these figures. In the pursuit of gaining an overall picture of the effect of COVID-19, an
analysis of how cybercrime has evolved since the emergence of the pandemic is necessary. The
primary focus is on certain categorizations of cybercrime and what vectors of attack fluctuated, if
any.

Pivoting from a purely analytical approach to the study of the reach of COVID-19, the
next key to understanding its effect is comprehending the rapid terraforming in the field of
cybersecurity. Grasping how these changes will continue to shift the threat landscape of
cybersecurity is crucial to assessing threats in the post-COVID modern era. Once threats have
been assessed, proactive remediation is the key to securing the future period of this industry.
Many common-place best practices need to be retrofitted to best combat the ever-evolving
threats in this post-COVID age. In addition to these practices, the implementation of “future”
technology must be thoroughly investigated in order to stay ahead of the curve. COVID-19 was a
catalyst to evolve the cybersecurity world; whether the industry adapts and acknowledges the

effects of that catalyst will provide insight to the security of the future.
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Literature Review

Foundational Studies

The Evolution of Cybercrime due to COVID-19

COVID-19 had a significant impact on cybercrime; however, examining how cybercrime
has evolved is imperative to comprehending the analysis of the data. There is a myriad of unique
ways the internet can be exploited to achieve criminal ends. A society at the brink of the digital
era was quickly forced into a fully digital reality seemingly overnight (Buil-Gil et al., 2020). This
shift applied to every industry (aside from critical sectors), and employees who potentially had
never had to rely on telework technologies were required to engrain them into their daily routine.
The consequences of this transition are yet to be fully realized; however, certain effects were
seen even in the immediate years following (FBI IC3, 2015, 2016, 2017, 2018, 2019, 2020,
2021). In the criminal world, this shift was no different. While society transitioned online, the
“opportunities for crime appear to have shifted towards cyber-dependent or cyber-enabled
crime” (Buil-Gil et al., 2020, p. 1) and criminals who relied on strictly physical operations were
required to adapt to the societal changes that overthrew the norms known for so long.

In general, fear and the ability of the criminal to force a victim to act in response to fear,
is one of an attacker’s greatest strengths. During the pandemic, public fear was at a higher level
even without criminal intervention, therefore victims could be coerced into taking actions that
pre-pandemic would not have been a viable attack vector (Furnell & Shah, 2020). Therefore,
crime was inevitably up due to the increased probability of success for even the most average
cybercriminal. This is especially true when paired with tightening economic pressure, as

desperation increased among the average citizen simply looking to pay rent. These factors can be
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theorized to have pushed the standard victim to be increasingly targeted along with the everyday
technical citizen pushed towards crime.

How COVID-19 Has Shifted the Cybersecurity Threat Landscape

Transition to an “At-Home Workplace”. The ramifications of COVID-19 and how the
cyber threat landscape was reshaped must be scrutinized. Seemingly overnight, the entire world
shifted from a primarily in-person office setting to an at-home workplace. These changes were
severely accelerated due to the immediate health concerns, and when change is rushed, holes in
security are exposed. This was the case during the aggressive change to a stay-at-home work
environment during COVID-19 as “employees were transferred from companies or offices to
their homes without adequate protection for performing tasks over the Internet” (Machado &
Gouveia, 2021, p. 4). Working from home was already an option for some employees in various
industries; however, in most cases, specific procedures and policies guided the employees on
how to remain secure. In the case of the mass transition to a work-from-home environment, these
policies and procedures, assuming they existed, did not account for a large number of employees
under them or the potential technological ineptitude of those employees (Borkovich & Skovira,
2020).

In a state of emergency, such as the COVID-19 pandemic, the procurement of devices
able to be brought home from the office securely was nearly impossible unless already possessed
(Eiza et al., 2021). Supply chain failure during the pandemic restricted procurement of a variety
of equipment (Borkovich & Skovira, 2020). Therefore, most industries took a bring your own
device (BYOD) approach that leveraged tools such as virtual private networks (VPNSs) to connect

foreign hosts to a company-specific network (Borkovich & Skovira, 2020). Without mentioning
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the many other consequences of pivoting to a work-from-home approach, from a strictly
cybersecurity perspective, a BYOD approach with ill-equipped employees is a recipe for
disaster, which was confirmed through cybercrime reports (FBI IC3, 2019, 2020, 2021). A large
part of the strength of an information technology team when defending against cybersecurity
threats is the ability to control exactly what software and versions are used on any given device
on the network. However, when a BYOD policy is implemented, that ability can be lost
completely. An employee’s computer can be extremely vulnerable to compromise and allow an
attacker an easy route to accessing a private corporate network that houses very sensitive
information (Borkovich & Skovira, 2020).

Another large threat for a cybersecurity team that was presented with the emergence of
COVID-19 is the exfiltration and insecure transfer of sensitive industry or customer information.
Average employees are not cybersecurity conscious and, therefore, will often sacrifice security
for ease of work. This sacrifice takes the form of “downloading sensitive information onto thumb
drives, forwarding work emails to their personal computers, or sharing documents that they
should not” (Borkovich & Skovira, 2020, p. 3), all of which pose a larger cyber threat landscape
for any company. In the current age, the average employee tests their security consciousness
daily by providing easy shortcuts without any foreseeable downsides aside from compromising
security (Borkovich & Skovira, 2020). In an office setting, this opportunity to take shortcuts is
less heightened as personal computers and accounts are not easily accessible except through
company-monitored means (Vadlamudi & De, 2021). In addition, there is a social factor to
integrity that the office breeds by maintaining an environment where anyone could walk into any

employee’s office space at any moment, which deters compromising behaviors. Accordingly,
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when integrity is suddenly tested for a myriad of employees, there will always be those who
value efficiency over integrity.

In a 2020 study of teleworking professionals, this idea was thoroughly put to the test
(Borkovich & Skovira, 2020). The study interviewed several professionals working remotely due
to COVID-19, and responses were consistent in lacking a cybersecurity-conscious mindset. One
such response highlights the efficiency over integrity mindset when an engineer at a small
business states, “Don’t tell my IT guy, but I have discovered interesting workarounds to get my
job done more efficiently” (Borkovich & Skovira, 2020, p. 8). Another employee interviewed
states, “Yeah, I do forward work emails with attachments to my home email address...it’s just
more convenient” (Borkovich & Skovira, 2020, p. 8). Additionally, this employee was self-
identified as a payroll supervisor, highlighting the level of sensitive information this employee
handles. Employee mindsets that follow this trend are dangerous in any work environment due to
that very mindset being one of the leading causes of breaches in even the largest businesses.

Furthermore, the rapid adoption of many public applications not previously used, such as
video conferencing, VPN, and other tools, opened the attack surface for many organizations.
Moreover, the technologies employed to allow regular business practice to continue may be
inherently vulnerable and open up an organization to a breach. The abrupt move to an almost
solely at-home work environment left companies ill-prepared to combat the challenges that
resulted from this change.

Shift to Cloud-Based Computing. A further change to the overall cybersecurity threat
landscape is the shift to cloud computing that was catalyzed by the COVID-19 pandemic. Cloud

computing “is aimed to provide hosted services over the internet” (Alouffi et al., 2021, p. 1) that
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are not managed by the client but rather by the provider. This newer trend in IT infrastructure has
been in use for a number of years with the leaders in this industry being Amazon’s AWS and
Microsoft’s Azure. These providers take care of all physical and virtual infrastructure needs at
varying levels coined Infrastructure as a Service (laaS) and Software as a Service (SaaS), along
with other services. The pandemic and the rise in the need for flexibility have pushed many
organizations towards the cloud rather than in-house (on-premises) infrastructure solutions. This
conversion has positive and negative implications; however, at a general level this change is
positive in a security aspect (Alouffi et al., 2021). This mass migration to cloud computing
options “is anticipated to increase at a significant compound annual growth rate (CAGR) of
22.59% during the years of 2019 to 2022” (Alashhab et al., 2021, p. 2). Many factors contribute
to that number; however, a highly theorized reasoning is that the pandemic and the need for
managed infrastructure, along with access to corporate resources through the internet, enable a
work-from-home environment better than an on-premises solution (Alashhab et al., 2021).

From an attacker’s perspective, targets remain consistent in a post-COVID world,
exploiting people rather than systems. Although a shift to the cloud does pivot the vectors that
attackers take in more technical attacks, in the ordinary attack, the same methods persist. There is
an expression in the cybersecurity community that people are the weakest link in cybersecurity.
Accordingly, although a migration to the cloud shifts where the infrastructure is hosted and even
potentially who is the manager, the primary vector for cybercrime and intrusion remains
unchanged. In light of this, pivoting remediation efforts towards cloud-specific tactics while not
neglecting the overlooked methods that secure the people rather than the organization is

important.
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FBI Crime Report

When performing analytics on any event and determining the breadth of impact, a holistic
review of all existing data sources is required. To begin discussing the various points of data
utilized in this analysis, the largest dataset will be examined first: the FBI Internet Crime Report.
An FBI subdivision called the Internet Crime Complaint Center (IC3) maintains a record of all
internet-based crime (FBI IC3, 2016). Individual filings create an annual report detailing the
specifics trends and breakdown the number of cybercrimes for that year by age of victim and
type of crime. The IC3 has publicly released these reports all the way back to 2001. These
reports provide a wealth of data from which to analyze and elicit trends.

The pursuit of a clear picture of the effects COVID-19 had on cybercrime requires a
defining of terms. Due to the lack of a clear definition of cybercrime in the FBI report, an agreed
upon definition must be determined. The European Commission attempted to define the broad
category of cybercrime. The threefold definition can be condensed into the following: traditional
and internet specific crimes “committed over the electronic communication networks and
information systems” (Anderson, 2013, para. 10). An important note regarding this definition is
that the victim does not need to be the user of a computer to be targeted; simply, the perpetrator
needs computer or internet access. Although individuals with regular computer access may
provide a larger attack surface for a cybercriminal, anyone can be a victim of cybercrime.
Additionally, this definition captures a wide range of technical expertise required to carry out
these crimes. The criminal can be regarded a cybercriminal whether they committed identity

theft over the phone or carried out a sophisticated ransomware operation against a Fortune 500
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company. Now that an authoritative definition of cybercrime has been established for this study,
the supporting research will be examined.
US Census Data
To supplement the vast amount of data provided in the IC3 annual reports, the US
Census is utilized as a means to further analyze the impact of COVID-19 per pre-defined age
strata. Since the IC3 report provides data on the counts and losses of cybercrime based on the age
of the victim, analysis can only be done well if the total population of each age strata is known.
This fact is due to the potential that although one age group could have a larger count of
cybercrime, this may be the result of a larger population to target. The US Census Bureau
publishes an annual breakdown of the population based on age which allows for the population
of each defined FBI age strata to be determined (US Census Bureau, 2015, 2016, 2017, 2018,
2019, 2020, 2021). Possession of the population sizes of each age strata allows for an analysis
that focuses on percentage affected and average losses per thousand people instead of totals from
each of those categories.
Hypothesis

Determining a baseline prediction of the trends to be analyzed will guide the examination
of the data. Due to the large number of rapid changes that COVID-19 brought about, the
expectation for the research is that the losses and count of cybercrime increased throughout and
after the pandemic. The initial anticipated spike in cybercrime numbers would be expected to
continue to rise even after the pandemic. The reason for this prediction is due to the transition of
business operations that took place during the pandemic paired with an increase in overall fear

and desperation. Continuing this line of reasoning, it is suspected that the age group that would
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be most highly targeted is also the group most effected by the pandemic. This would include
those who are 60 years old and older. This demographic was isolated due to the raging pandemic
which expectedly would make them easier targets for cybercrime supporting the above
hypothesis.

Methodology
Data Compilation

The nature of research conducted for this study consisted of compilation of years of
publicly accessible data in the form of the FBI Internet Crime Report and the US Census. Both of
these sources provide annual reports that can be combined with previous years to provide a look
at the trends over a period of time. The designated period for this research was 2011-2021, in
order to provide ample data preceding the events of COVID-19 to establish the baseline. In
regard to the means of data collection for each dataset utilized, the FBI crime report is created
from the complaints that FBI IC3 receives each year. Data based on the nature of the complaint
and the victim are recorded and presented in the annual report.

Although the US Census Bureau formulates a census every ten years to be used in
political apportionment, the government office also publishes yearly reports, one of which is a
population breakdown based on age groups. This report was utilized to properly calculate the
population for each of the age strata used in the FBI Internet Crime Report. Therefore, the US
Census data from 2011-2021 was extracted and paired with the data from the FBI crime report to
provide a more statistically accurate representation of the data. The assembling of this amount of
data results in a combined dataset to perform further analysis on from a number of differing

angles rather than simply in a vacuum.
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Data Categorization

An understanding of how the data was categorized and parsed is crucial to the analysis
stage of research. In regard to the primary dataset of the FBI Internet Crime report the creation of
age strata was done internally by the IC3. The age strata are under 20, 20-29, 30-39, 40-49, 50-
59, and over 60. This breakdown of age ranges is not representative of an equal population
distribution which required the additional data source from the US Census. The US Census
provides population data based on five-year age ranges beginning with under 5 all the way to 85
and above. This grouping of data allowed for multiple of these five-year age groups to be
combined to match the age breakdown of the FBI Internet Crime Report. The combination of
these allowed for more accurate analysis to take place.

The second categorization of data presented in the FBI Internet Crime Report was the
type of cybercrime. In the most recent publication of the report, there was a breakdown of thirty
categories outlining the types of cybercrime (FBI IC3, 2021). In order to amply focus on the
most significant trends in the data, a subset of the entire dataset will be examined (Jahankhani et
al., 2014). The subset to be analyzed can be identified as sophisticated attacks, this subset
includes the FBI defined categories of hacktivism, ransomware, malware/scareware/virus, and
denial of service/TDoS. To begin defining these categories, hacktivism is hacking for the
purpose of furthering a social or political cause. Ransomware is a specific type of malicious
software that traditionally encrypts a user’s files and asks for a ransom payment to reclaim their
files.

The category of malware/scareware/virus is a broader category that encompasses general

types of malicious software that don’t fall into the more specific categories of ransomware and
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denial of service. The final category examined is denial of service/TDoS, which encompasses
cybercrime with the intent of disrupting services of a victim, potentially causing lost revenue or
other repercussions. The reasoning behind choosing these specific categories is due to the need
for a more technically savvy criminal to use these attack vectors as opposed to a social
engineering-based attack vector such as scamming or vishing (Jahankhani et al., 2014). The
overall reasoning for making deliberate categorization choices was to provide a clear and
accurate view of the specific trends observed in this research.
Analysis

Cybercrime Statistics Before, During, and After COVID-19

Before delving into the more granular statistics broken down by specific factors of
cybercrime, gaining a total picture of cybercriminal trends is crucial. A clear and obvious trend
can be seen from a simple glance at the data in Figure 1 and 2. There was a sudden increase in
cybercrime during the 2019-2020 period, which coincides with the proposed date range for the
events of COVID-19. There has been a steady upward trend through the specified years
regarding the number of cybercrimes and their related losses. However, there is a sharper
increase from 2019-2020 in both losses and count that accelerates this trend. In contrast, during
the years 2020-2021, there was a drop-off in the count of cybercrimes yet a still increasing
amount of money lost to cybercrimes. There are some potential reasons for this trend; however,
the most prominent is the sophistication and incorporation of cybercrime that some theorize took
place during the period of COVID-19 (Alghamdi, 2020). This trend will be investigated when
the types of cybercrimes are further scrutinized. This data can be analyzed when investigating

the next set of data from the annual FBI Internet Crime Report paired with the US Census which
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Figure 1
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Figure 2
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focuses on the age group breakdown of the victims of cybercrimes.

Breaking down the data by age group of the victim helps bring added clarity to the
overall picture of cybercrime provided by the previous sets of data in Figure 1 and 2. The
combination of the US Census data and the FBI Internet Crime report allows research to observe
the trends while being unaffected by a skewing of the data a population misrepresentation can
cause. The clear trend seen in Figures 3 and 4 follows the previously discussed movement where
both cybercrime count and losses increased considerably from 2019 to 2020. In addition, the
count decreased from 2020 to 2021 while the losses continued a sharp upward climb. Every age
range even when adjusted for population size saw a decrease in the number of cybercrimes
committed; conversely, all age strata saw an increase in losses. For example, the total losses
sustained by the 20 to 29 age strata from 2019 to 2020, jumped from $4,477.66 to $9,884.44 and
the age strata sustaining the most losses, 50 to 59, spiked from $20,626.82 to $30,765.47, a
staggering 49% increase. In contrast, the percentage of population affected by cybercrime for the
age range of over 60 decreased from .139% to .12% and the strata of 40 to 49 that was most
affected declined from .232% to .224%. Although these are small percentage changes when
regarding the entire population, this is a larger shift than first conceived. A holistic picture of the
data must be presented which leaves the breakdown of the data based on the type of cybercrime
to be analyzed.

The ability to track the overall trends allows for a high-level analysis of cybercrime
trends in conjunction with providing a more granular look. Concentrating on Figures 5 and 6, a
different trend is observed when compared with previously discussed data. Focusing on the

designated cybercrime subtypes highlights a secondary trend, the rise of ransomware. In the
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Figure 3

Percentage of Victim Age Group Population Affected by Cybercrime Count
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years of 2015 to 2018, the chosen subtypes declined in overall count and remained reasonably
consistent regarding the losses inflicted. In the years of the pandemic, previously defined as 2019
to 2020, ransomware significantly increased in count and losses inflicted while the other three
categories declined. Ransomware is malware that “is designed to disable the victim’s computer

or access to their data” (O’Kane et al., 2018, p. 1) usually through the use of encryption. The
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Figure 4

Cybercrime Losses per Thousand People by Age Group
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explosion of monetary loss caused by ransomware is seen most vividly in the comparison of the
losses caused in 2018 and after the pandemic in 2021. In 2018, ransomware caused $8,965,847
in losses, and just three years later in 2021, it inflicted $49,207,908, a 448.8% increase. No other
chosen categories increased from 2018 to 2021. The category of malware/scareware/virus

inflicted the second highest amount of losses being reported as $5,596,889 in damages in 2021
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compared to the previously reported as $7,411,651 in 2018. These numbers demonstrate a
distinct movement in the data that cannot be denied.

The ability to execute a ransomware operation requires a higher understanding of
encryption and other cybersecurity concepts and tradecrafts, therefore making it a more
sophisticated attack path for cybercriminals. Even if the perpetrator is simply a script kiddie or
one who executes complex scripts without understanding the inner workings, there has to be a
point in the ransomware operation where someone understands and crafts the program. The rise
in this form of cybercrime, beginning during the height of COVID-19 in 2019, suggests a pattern
regarding the business of cybercrime (O’Kane et al., 2018).

Figure 5

Cybercrime Counts by Subtypes
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Figure 6

Cybercrime Loss by Subtypes
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Implications

Potential Conclusions Drawn from FBI Crime Reports

Due to the wealth of data provided by the annual FBI Internet Crime Report, many
trends can be observed; however, a proven conclusion may be harder to deduce. When dealing
with statistical analysis, correlation does not always imply causation. Therefore, several possible
conclusions taking their most informed hypothesis will be discussed. While these deductions
only have the capacity to postulate reality as best as possible, one conclusion is undeniable based
on the data: cybercrime accelerated and remains on a path to continue pace. As seen in Figure 2,
cybercrime cost the world two billion dollars in 2018 before the pandemic, which was still a one
billion dollar increase from three years prior in 2015 (FBI 1C3, 2015, 2018). However, in 2021 it
cost the world 5.5 billion dollars. The count of cybercrimes committed from 2019 to 2020 nearly

doubled, highlighting this trend.
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The potential factors that led to this surge during this period may be attributed to the fact
that the average cybercriminals “were provided with a much richer landscape for exploitation”
(Furnell & Shah, 2020, para. 21) along with the fact that “individuals were a more vulnerable
and easily exploitable target” (Furnell & Shah, 2020, para. 22). COVID-19 provided a large
attack surface for cybercriminals. In addition to the overall increase in cybercrime, a more
specific, however equally concerning trend, was seen among the data: an increase in particular
sophisticated attack vectors.

The trend of an overall increase in total money lost to cybercrime, yet a corresponding
decrease and plateau in the amount of cybercrime seen during the pandemic, infers sophistication
or more directed targeting. As previously discussed in the rise of ransomware, during the
COVID-19 pandemic, widespread lockdowns occurred which forced criminals to spend more
time in their homes. It is theorized that due to the longer period of lockdown than expected,
cybercriminals honed their toolsets and tradecraft which resulted in an outward data trend,
suggesting an increase in crime complexity (Ahmad, 2020). In addition to this, cybercrime
operations that potentially relied on physical interaction had to be digitized, which opened up a
criminal operation to the opportunity to reach a wider audience (Buil-Gil et al., 2020). This
increase in reach can lead to the formalization of cybercriminal operations, where instead of a
local scam operation, there is a nationwide ransomware broker. Although this relationship can
only be theorized, there is at least backing for cybercriminals targeting larger and more profitable
targets (Alghamdi, 2020). These trends must be further investigated because the incorporation of
cybercrime could pose a grim reality where ransomware attacks are as common as scam calls.

Remediation for the Next Era of Cybersecurity
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A firm foundation has been set for the discussion of remediation strategies moving
forward from the pandemic to discuss security strategies for the future. Drawn from the
conclusions of the previous section, the world has shifted from on-premises infrastructure to the
cloud and from a primarily office-based setting to a work-from-home environment. This shift in
business practices means that an equal shift in security must follow suit. In addition, even before
COVID-19, an estimated “42% of endpoints are unprotected at any given time” (Ahmad, 2020,
p. 1), and in the United Kingdom “46% of all UK businesses...experienced a breach or attack in
[2019]” (Mandal & Khan, 2020, p. 2). These are staggering figures stressing the importance of
working with security in mind, but tangibly how is that achievable?

A number of approaches need to be implemented in order to achieve a cybersecurity
concept called defense-in-depth, where there is no single point of failure but rather redundancy
and security controls past the first line of defense (Rahman et al., 2020). This concept recently
became a buzzword in the cybersecurity community, but how does an organization achieve this
golden standard of layered defense? The answer is simply by assuming a breach and taking steps
to remediate at every level rather than only externally. Consequently, several general best
practices, along with more specific and complex security implementations, will be examined to
provide a standard for securing the future. In addition to these, future technologies that are being
developed must be analyzed to determine how they can be leveraged from a cybersecurity
perspective to aid in security efforts.

General Best Practices
To begin implementing defense-in-depth, a basis for security must be established, and in

cybersecurity, that starts with best practices. The idea of best practices is a frequent motif in
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cybersecurity discussions; however, they are rarely explicitly defined. This lack of definition can
be due to the varying needs of organizations around the globe. For example, Apple does not have
the same security needs as a local bakery. However, many security implementations are
universally beneficial to organizations, small and large alike.

Password Policy. The first and potentially most unpopular is implementing a strong
password policy (Eiza et al., 2021). For some time in the cybersecurity industry, password policy
was a point of frustration for the average employee and IT manager. There was a recent shift in
the ideology of password policy by many large corporations such as Microsoft. This change
focuses on length, with the recommended minimum being 14 characters while not requiring
“mandatory periodic password resets for user accounts” (Microsoft, 2022, para. 8). A strong
password policy also limits the usage of common passwords along with requiring some level of
complexity within the password (numbers, symbols, etc). With a password not able to be brute
forced by a potential attacker, malicious actors are limited from taking advantage of this.

Multi-Factor Authentication (MFA). Continuing on the topic of general account
security best practices, the enabling of MFA is another step toward organizational security. The
overarching idea of MFA is that it requires a user to prove their identity using a variety of
methods, not just one, such as a password. This can be achieved through the use of SMS, email,
or a physical token acting as a secondary test proving the user asking for access is authenticated.
Multi-factor authentication severely impedes an attacker’s progress, as instead of intending to
exploit a single point of failure, namely one password, the attacker must breach the secondary

authentication method as well. The use of multi-factor authentication hinders any attacking force
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and, according to the defense-in-depth methodology, helps develop a layered defensive strategy
without any single points of failure (Rahman et al., 2020).

Patch Management. A commonly missed security measure that is among the most
crucial is the management of software and system updates. Software vendors regularly push
software patches that are released to fix certain vulnerabilities in the code that an attacker can
potentially leverage (Dissanayake et al., 2021). If there are a rampant number of systems that are
unpatched and running antiquated software, then that gives attackers yet another avenue for an
easy means of unauthorized access (Dissanayake et al., 2021). Thus, a security team must take
responsibility for managing the patching of systems and software on a corporate network. This
task is made more difficult when a BYOD policy has been pushed due to COVID-19; however,
this policy can be utilized to best protect organizations.

Employee Training. As the outer walls of an organization are secured through these
general best practices, the people and practices must also be secured. The people of an
organization are among the highest targets of any attacker to exploit via one of many avenues
whether through kindness, compassion, or simply laziness (Borkovich & Skovira, 2020). In order
to combat this, employees must be thoroughly trained on the importance of cybersecurity and
what good cyber etiquette includes. Employees can be made to understand the why behind
cybersecurity and what potential outcomes look like when best practices are neglected in favor of
laziness (Vadlamudi & De, 2021). Phishing is a popular form of attack; therefore, training on
how to properly identify phishing attempts and also how to properly elevate an incident through

the proper channels can increase an organization’s security posture immensely.
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Principle of Least Privileges. As the people of the organization are secured, the
processes of the business must be secured as well. A baseline standard in cybersecurity is the
principle of least privileges, which states that the only privileges given to any user should be the
lowest level to get their jobs done (Eiza et al., 2021). An example of such an implementation is
not giving access to the command terminal or PowerShell to the finance team or not allowing
access to HR documents to anyone except those authorized on the HR team. This security
implementation assumes a breach, which is a key aspect of defense-in-depth. The ability to
assume the worst case and develop hurdles for the attackers to endure to achieve their goals is at
the heart of this methodology. Therefore, providing each user with the least amount of privileges
possible means that if an attacker gains access to a user account, then they have siloed privileges
that limit the amount of lateral and horizontal pivoting they can achieve in a network. The danger
of not implementing this methodology is allowing an attacker to gain access to one “low-level”
employee with privilege misconfigurations, giving them an easy vector to escalate privileges and
move vertically in the network. The implementation of these general security practices helps
eliminate a number of easy wins that will deter a full breach in an organizational network.
Specialized Remediation Tactics

Virtual Private Networks. The need for more specialized and technical methods must
be employed along with more developed tactics to proactively respond to the trends seen through
COVID-19. One of the most prominent switches seen in COVID-19 is the work-from-home
environment. The ability to work from home and still leverage resources on a corporate network
is enabled by the use of a virtual private network (VPN). However, all VPNs are not the same

(Eiza et al., 2021). In order to remain secure while using a VPN the level of encryption must be
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to the recommended standard: 256-bit encryption. Along with the bit-length of the encryption
used, the type of encryption used must be secure. Protocols such as point-to-point tunneling
(PPTP) are an example of an insecure protocols whereas IKEv2 using AES is a very secure
protocol (Abhijith & Senthilvadivu, 2020). If a VPN connection is not properly configured, then
an attacker can have an easy foothold into a corporate network, usually requiring physical access.
VPNs brought large benefits to organizations navigating the unknown waters of a work-from-
home environment, but from a security perspective, moving forward managing and securing this
technology is vital.

Data Exfiltration. Another added challenge faced by organizations during COVID-19
was the rampant exfiltration of data from the business environment into personal devices. This
extraction of data opens up many legal ramifications, especially if that data involves customer or
employee information. Therefore, security controls must be leveraged to prevent the misuse of
this data, which comes in the form of data loss prevention (DLP). There are two primary forms
of DLPs: network and endpoint. A network DLP “monitors and protects all data in use, in motion
or at rest on the company’s network” (Crowdstrike, 2022, para. 5) whereas an endpoint monitors
the data on a variety of endpoints rather than in the network. The overall goal of a DLP is to
leverage a variety of means (regular expressions, hash validation, etc.) to track classified
documents and information and be able to prevent unauthorized movement of these resources.
When there is a lack of in-office accountability, a DLP protects companies from negligent or
lazy employees that attempt to exfiltrate information from the private network.

Security Information and Event Management. The ability to have an accurate real-

time understanding of the state of one’s network and where potential incidents are occurring is
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invaluable to an organization. The primary technologies that allow these capabilities are security
information and event management (SIEM) and security orchestration, automation, and response
(SOAR) technologies. SIEM and SOAR technologies centralize the vast amount of information a
network makes available to a security team. The key difference is an alteration in the use of
automation which a SOAR utilizes, whereas a SIEM does not and focuses on log correlation and
centralization (Bridges et al., 2022). Both SOARs and SIEMs, when properly configured,
alleviate a considerable amount of the security workload from a security team. Though this is the
case, during COVID-19 and immediately following, the amount of manpower and expendable
budget for the average business fell (Borkovich & Skovira, 2020). The ability to lean on the
automation of a SOAR is advantageous for smaller or tight-budgeted organizations (Bridges et
al., 2022). The implementation of these capabilities adds another layer to the defense in depth
model, where attackers must now tread carefully on an internal network in order to avoid SIEM
alerts that if properly configured will severely limit them by reporting actions through proper
channels.

Intrusion Detection/Prevention System. In addition to SIEM and SOAR resources, the
use of intrusion detection and prevention systems (IDS/IPS) are crucial for limiting the activity
an intruder can do toward an organization. The proper configuration of these technologies will
result in yet another layer added to the defenses of an organization following the defense-in-
depth methodology. The overall goal of using an IDS is “detecting malicious behavior that can
compromise the security and trust of a network™ (Pranggono & Abdullahi, 2020, p. 5) and setting
up proper alerts for the security team so they can properly diagnose and remediate the alert. The

key difference in goal for an IPS is that detection turns into prevention and alerts turn into steps
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of remediation. An IPS, when properly configured, is more advantageous to set up for an
organization; however, an IDS still can provide an organization a valuable asset in the journey
towards layered defense (Rahman et al., 2020).

Cloud Access Security Broker. Pivoting towards the protection of cloud computing
resources due to the rise in usage that COVID-19 provided, employing the use of a cloud access
security broker (CASB) is an important step toward security. Overall, a CASB aims to “ensure
the security of data and also the workability of the services of clouds” (Ahmad et al., 2021, p. 1)
and give security professionals visibility into their cloud environment. With the previously
discussed rush towards cloud solutions, adhering to the shared responsibility model most
providers use is central to security. The added functionality a CASB provides is a platform to
protect one’s data while in the cloud and in transit from the cloud (Ahmad et al., 2021). The
implementation of all of these more specific and technical resources in any corporate
environment does not guarantee the lack of a breach; however, the security posture increases and
the chance of an attack going undetected and unremedied decreases.

Implementation of Future Technology and Concepts

Zero Trust. The future of cybersecurity is dependent on a proactive mindset, but where
does that leave the current security community? Two themes have already been distinguished as
focal points that will determine the security of the future: artificial intelligence/machine learning
(AIl/ML) and zero trust (Rose et al., 2020). Starting with the concept of zero trust, the idea that
encapsulates this concept is assuming “there is no implicit trust granted to assets or user accounts
based solely on their physical or network location...or based on asset ownership” (Rose et al.,

2020, p. 7). The overall focus of implementing this methodology is “protecting resources...not
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network segments” (Rose et al., 2020, p. 5) which is a keen switch from the modern
methodology. The current status of zero trust is that a shift has begun in large corporations and
government entities to this model; however, this strategy remains largely unused at this current
juncture. For that reason, the aim of the current cybersecurity community should be to make the
leap from the current environment to a zero-trust model in the majority of their environments.
This change strengthens the overall security posture of small and large organizations alike and
also provides a standard of security across all sectors of business.

AIl/ML. Transitioning from zero-trust methodology to the expanding field of Al/ML, will
launch the cybersecurity field into the era past the post-COVID age. AI/ML solutions are already
being leveraged mostly in the field of data science. They have started being used in security;
however, the applications for this level of technology are expansive in the realm of
cybersecurity. Possible applications are operating Al/ML capabilities in unison with a SIEM and
automatically detecting and applying remediations to dynamic threats that may arise. The
determination of future security will be based on how the globe adapts and incorporates waves of
new technologies. The opposition is keen to gain an edge through new means, and, thus, the
defense should follow suit.

Limitations of Study

In order to confidently draw conclusions from this analysis, potential blind spots need to
determined. The first limitation of this study is the lack of secondary authoritative sources due to
the FBI and US Census Bureau being the primary authority on the statistics compiled. There are
a number of secondary sources that support conclusions drawn, yet no other entity publicly

records this information. In addition to this constraint, the FBI IC3 notes in their report “some
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complainants may have filed more than once” (FBI IC3, 2021, p. 33). Paired with this, the
research done only covers the numbers of cybercrime where a complaint was filed which may
not be the complete picture. In spite of these limitations, there is still strong support for the
conclusions drawn due to the vast amount of data analyzed that spanned multiple years with
consistent strata. Regarding future research, these limitations must be considered and addressed
to provide more definite conclusions on the state of cybercrime.

Future Research

Future Outlook of Cybercrime

When a trend in data can be determined, then proper remediation or counterbalance can
be applied. However, purely reactive security will pave the way for an increasingly insecure
future. Therefore, in order to shift from reactive to proactive security, the cybersecurity industry
must understand the previous trends in cybercrime and be able to utilize that knowledge to
deduce the impending evolutions of security. Therefore, a proposed area of further research is to
compare the number of cybercrime victims who utilize a proactive versus a reactive approach.
There is an increasing need to focus efforts to critical sectors so the push from reactive to
proactive could help limit the loss caused by cybercrime annually.

The constraining factors for this push towards proactive security are time and resources.
Consequently, the need to properly perceive the ebbs and flows of the cybercrime world is
paramount. When the trends can be predicted with general accuracy, then the resulting reality is
one where limited time and resources are allocated to the most vital sectors. As seen in this

research, specific forms of cybercrime such as ransomware are on the rise. Research focused on
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the effectiveness of specific security controls targeting distinct attack paths would provide a
beneficial resource to organizations looking to increase their security posture.

The future of the technology industry as a whole is artificial intelligence and machine
learning (AI/ML). The ability to harness technologies already being used for big-data analysis
would propel the current cybercrime remediation landscape well into a more proactive stance.
Additionally, AI/ML, “must be included in threat detection and response capabilities” (Baz et al.,
2021, p. 10) to maintain a strong security posture. However, further research into new
remediation tactics to keep pace with the ever-evolving industry is another area of vast benefit
for the cybersecurity community as a whole.

Balance between Security Fatigue and Secure Working

Security solutions and technologies can be implemented day in and day out; however, at
the heart of security are the people and processes of an organization. Security fatigue is the
concept of security becoming exhausting to the average employee, causing the employee to
resent security policies, eventually leading to the undermining of those very policies (Furnell et
al., 2021). A crucial discussion can take place in every organization to determine where the
balance between secure working and security fatigue lies.

Consistency and consciousness have been identified as points of focus for security teams
creating policy (Furnell et al., 2021). The notion of consistency in security policy
implementation means not changing security advisement frequently because a “change of
guidance causes some people to question the validity of the advice and the credibility of the
source” (Furnell et al., 2021, p. 3). This has been compared with the changing of guidance that

people experienced during COVID-19, which saw this exact outcome of questioning of
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credibility. Paired with consistency, consciousness captures the idea that the security team must
be aware of the impact of their policies. An over-burdened employee very easily becomes
apathetic toward security in general, which can be dangerous for any organization. On the other
side, a security team that finds ways to unburden employees, yet still increases the overall
security posture, will foster a security-positive environment. Therefore, a concerted effort to
research the prevalence of security fatigue related incidents pre- and post-COVID would prove
beneficial. Future research into this area can help determine the relevance of security fatigue and
how much of a role it played in the findings of this research. At the very least, a discussion
across the cybersecurity community as a whole needs to take place to combat growing security
fatigue in the workplace.
Conclusion

The COVID-19 pandemic ravaged the known world in a variety of areas; however, one
overlooked area has been the cybersecurity industry. Crime statistics show a clear uptick in the
amount of crime, along with the total losses experienced by cybercrime, with no signs of slowing
down. Along with these trends, more advanced trends such as the incorporation and
sophistication of cybercrime, are clearly seen in rapid increases in ransomware along with other
more specific and targeted types of crime. Moving away from a statistical approach, the threat
landscape drastically shifted when a primarily office-bound workforce transitioned to a remote
workspace. This shift created a large number of security threats, and the speed at which this took
place increased the number of vulnerabilities that opened up. A clear transition to cloud
infrastructure was seen as a result of COVID-19 as well, which further disrupted the previous

cyber threat landscape.
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In spite of this reshaping, the general best practices remain for organizations striving for
security. Focusing on implementing a layered approach is among the most effective
methodologies to follow, especially in the new territory known as the post-COVID landscape.
The golden triad of people, processes, and technology is at the center of modern security.
Properly training employees on how to engage securely with their various jobs and focusing on
the why can aid in the overall security posture of any organization. Security policies and
processes simply focusing on this layered approach and securing the easily exploitable
vulnerabilities such as patch mismanagement, weak password policies, or a lack of MFA can
launch an organization into a higher echelon of security maturity. Implementing secure
technologies and devices on a network such as a DLP, SIEM/SOAR, or IDS/IPS can
significantly limit an attacker’s ability to compromise a network. Future technologies and
methodologies must also be proactively implemented to keep pace with this ever-evolving field
of security. Organizations that simply keep up with the ever-changing landscape may be far more
vulnerable than ones who set the trend; therefore, continually aiming to set the pace of

cybersecurity is the key to a strong security posture
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