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Abstract

PERPETRATORS OF INTERNET CRIMES AGAINST CHILDREN: A COECTIVE

CASE STUDY

Janet M. Brown
Center for Counseling and Family Studies
Liberty University, Lynchburg, Virginia

Doctor of Philosophy in Counseling

This collective case study explored the phenomenon of Internet crimes against
children from the perspectives of select Internet Crimes Against ChildAC
investigators. The research focused on three questions: (1) How do seleajatmesti
describe perpetrators of Internet crimes against children? (2) Waay, ifommon
characteristics do participants identify among the perpetrators and\33iéi
participants' descriptions compare and/or contrast? Data was obtainétgusiieni-
structured, conversational interviews with eight ICAC investigators. eTitman themes
emerged from these interviews: general demographic descriptionsatiosts and
behaviors. Perpetrators of Internet crimes against children were found to be

predominantly non-Hispanic males. Other significant findings included thetaezIf-
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control, the downward spiral associated with obtaining and viewing child pornography,
and the addictive behaviors observed in the perpetrators. It was recognizezhthant

has been found to not always be successful and incarceration of these individuals may be
necessary to protect the children. That notwithstanding, a cognitive-behavool| ah
therapy integrated with Christian counseling was provided. The goal ehéeiavould

be developing positive regard for self and others, stopping the cycle of pornography, a
establishing and maintaining a relationship with God. The study also included

suggestions for future research.
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CHAPTER ONE: THE PROBLEM
Background to the Problem

Human beings have always been attracted to, and interested in, younger
individuals, sometimes significantly younger (Ferraro & Casey, 2005), and sexua
interactions between children and adults have been recorded in history. For jnstance
ancient Greece and Rome, young boys were castrated to make them ractigeatty
adult males and both girls and boys were present in the brothels of that period. In
fifteenth century France, the legal age of consent for sex was six(@éais & Clark,

1989). The first legislation to provide protection from forced sodomy for boys and
forcible rape for girls was not enacted until the sixteenth century in Endglanad<on,
1995). During the Victorian era, child prostitution and pornography were actually
considered acceptable practices (Clark & Clark, 1989).

During the same time that legislation was being enacted in Englandsrepor
sexual exploitation of children in the United States were beginning to gainrseaseire
of attention. A particular case of note was in Connecticut in 1672, when a father was
found guilty of committing incestuous acts against his daughter (Tomison, 1995). Even
though the parent was found guilty, the child was also believed to have had a part in the
crime and was whipped.

During most of recorded history children were considered to be the property of
their parents. Rape of a young girl would constitute a property offencesttia father
of the child and the rapist was often not only required to reimburse the father foit the los

income, but under certain circumstances to actually marry the child. Tlyiistorical



pattern of acceptance of the sexual exploitation of children depicts the soewetaf
minors being the property of their parents (Clark & Clark, 1989). Awarenesstoa a
on the sexual exploitation of children progressed slowly in the seventeenth ceByury
the early 1700s parents were warned to supervise their children at all timesaapatit
being seen nude by their children (Tomison, 1995).

By the early 1900s, child welfare workers were becoming aware that séxise
was occurring within families; however, the pervasive belief that thissdfevas
committed by strangers persisted into the 1950s and 1960s. During that time, the primar
focus in the limited literature and discussions on sexual victimization of childnenom
the dangerous stranger or a dirty old man in a raincoat approaching innoaneincil
play (Tomison, 1995; Danni & Hampe, 2000; Lanning, 2001). Awareness of sexual
assaults on children increased in the 1970s and 1980s, but, for the most part, child sexual
abuse was seen as being practically synonymous with incest. Todayrgestdt refers
to child sexual abuse in terms of intrafamilial abuse (Lanning, 2001; Ferraroe%,Cas
2005). Definitions and views on child sexual abuse have been influenced by the socio-
historical context of a particular culture, its laws and beliefs. Views hagegssed
considerably since ancient times (Clark & Clark, 1989).

Society has become much less tolerant of sexual activity involving children.
While several high profile cases in the media have resulted in greatenasscé child
sexual crimes and abductions, much less attention has been given to the problem of
sexual exploitation of children via the Internet. The Internet is no longer aarebs

communications medium. It has become "a ubiquitous fixture in our homes, schools, and



workplaces” (Quayle, Vaughan, & Taylor, 2006, p. 1). The futuristic societyhizhw
William Gibson wrote ifNeuromancer, a society in which increasing reliance on
computers and information technology would create a virtual universe where ¢rimina
activity flourished, has become reality (Medaris & Girouard, 2002).

Internet activity has grown exponentially. Various results of this gravetbde
proportionate growth of online solicitation of children for sex, sexual abuse of childre
and possession and distribution of child pornography. This new technology has provided
a haven for those who wish to harm young people, permitting virtually infiniesa¢c
victims (Medaris & Girouard, 2001; Quayle & Taylor, 2003; Lanning, 2001; Durkin,
1997).

The Internet presents the greatest danger for older children to becoms.victi
Teenagers are the most likely population to use the Internet on a regusdar tiae risk is
particularly high for adolescent boys who are becoming increasinglgstéerin sex and
who may be confused regarding their sexual orientation (Lanning, 2001). Although
Internet use, and misuse, by sexual predators has increased dramatselghrento the
use of the Internet for sexual purposes, and particularly its use to commit agaiest

children is in its infancy (Stanley, 2001).



Purpose of the Study

Given that the problem of online sexual exploitation of children is a growing
social phenomenon and the paucity of currently existing research that expisrissue,
the purpose of this study was to add to the literature by developing a portrait of
perpetrators of Internet crimes against children and by facilitgtiegfer awareness and
understanding of this social phenomenon. More specifically, this study sought to
investigate this phenomenon from the unique perspective of Internet Crimes Against
Children (ICAC) Task Force investigators whose perspectives were ceoirgrad
contrasted.

Qualitative research is uniquely appropriate for filling a void in liteggtfor
examining an understudied group, and for garnering perspectives of participants on an
issue of interest (Creswell, 1998; Merriam, 1998; Patton, 2002; Seidman, 1998). Case
studies are particularly useful for answering "how" questions and for foonisiag
contemporary phenomenon in a real-life context. By using more than one case, the
conclusions drawn are more powerful than those derived from a single case (Yin, 2003).
Therefore, a qualitative collective case study was deemed to be most eperimprthis
present study.

Research Questions
A presupposition of this study was that perpetrators of Internet crimestaga
children share common characteristics. With this in mind, the research questiens we

1. How do select ICAC investigators describe perpetrators of Intetings



against children?
2. What, if any, common characteristics do participants identify among the
perpetrators?

3. How do participants' descriptions compare and/or contrast?

Definitions

Internet

In this study, the term Internet refers to any online or computer activity that
allows communication between individuals. This communication includes information
that is obtained, viewed, and exchanged in written or visual form.
Children

The terms children and young people will be used interchangeably and will refe
to anyone under the age of 18.
Child pornography

Child pornography will be defined as the depiction of a person who appears to be
under eighteen years of age in sexually explicit visual material.
Perpetrators

The individuals who commit crimes against children on the Internet will be
referred to as perpetrators, or offenders, and are defined as individuals who:

e communicate with minors via the Internet, initiate, or attempt to initiate, a
relationship with a minor online,

e manufacture, receive, or distribute child pornography online.



Significance of the Study

The Internet provides opportunities for education, entertainment, and
communication and the information superhighway is very much like a big city with
libraries, universities, museums, places to have fun and opportunities to meet other
people (Medaris & Girouard, 2002; Teen Safety, n.d.). Young people have embraced this
technology and are quick to pick up on the latest, most interesting, and up-to-date
advantages it offers (Stanley, 2001). They use the Internet to do homework, play game
and stay in contact with friends. Email and instant messaging now provide inenedia
access to people outside their peer groups and chat rooms, instant messagieg, and w
cams are becoming increasingly popular (Teen Safety). However, use oéthetlfdr
sexual purposes has increased proportionately. Technological advances have provided
new tools for those who wish to harm young people (Taylor & Quayle, 2003; Lanning,
2001; Stanley, 2001; Craissati, 2002; Medaris & Girouard, 2002; Durkin, 1997).

This study sought to investigate perpetrators of Internet crimes adaldstic
and to develop a portrait of the individuals who perpetrate these crimes. ltigadetic
that this study will add to the current body of literature, inform future relsesdforts,
and help to promote awareness and understanding of this ever-growing problem.

Locating Myself as a Researcher

| have become very much aware of the enormity of the problem of Internet crimes

against children due to my husband's position as Administrator of Operation Blue Ridge

Thunder, a Department of Justice, Internet Crimes Against Children Taskféiorce



Virginia and West Virginia. His position has allowed me access to spag#itcies
within the Department of Justice, Office of Juvenile Justice and DelinquencyhRoeye
and the Internet Crimes Against Children (ICAC) task forces. AdditionakylGAC
Research Committee has given me their enthusiastic support and encouragaweiht
as permission to contact and interview certain ICAC investigators.

As an Evangelical Christian, it is my conviction that nothing in a Christidae’s |
happens by chance or coincidence. | strongly believe that | have been plaagéainn ce
situations, given unique opportunities, and allowed to meet particular individuals o that
may learn more about the problem of online sexual abuse and share this knowledge with
others. As van Manen (1990) wrote: “Every project of phenomenological inquiry “is
always a project of someone: a real person, who, in the context of particular individual,
social, and historical life, circumstances, sets out to make sense ofira agpeect of
human existence” (p. 31).

| maintain that these crimes are horrendous and so evil; therefore, not only do |
wish to make sense of it, but my sincere desire is that God will use me, anddgaishes
to make a difference. It is my desire that this research will not only eduegtbut
others, about those who would perpetrate this evil upon children. | consider this research
to be more than a part of my doctoral requirement; it is a passion, even a calling.

My concern for children, my Christian beliefs, my husband’s work, combined
with the increased media attention to child sexual molestation, have serveti¢o fur

increase my awareness and interest in the problem of sexual exploitatiola@icon



the Internet. One young lady also played an important part in this grawengness, a
young lady that my husband and | met about seven years ago.

Melissa (a pseudonym) was fourteen at the time; she was a beautiful, fetgbt
teenager with the face of an angel. She met a fourteen year old boy onlinesvho wa
interested in the same things she was and they began a cyber friendship. Sortly aft
this friendship began, Melissa realized that her friend was not a fourteen yeay,ddaitoo
a thirty seven year old man. By then he knew where she lived, where her pameis w
and what time they got home in the evening. He knew where she went to school and who
her friends were. She had innocently given him all this information as they exchanged
notes in a chatroom.

By the time she realized who and what he was it was too late. Melissa and her
new "friend" arranged to meet each other at a local mall. He convinced hiee thiatild
not only kill her if she didn't comply with his wishes, he would also kill her parents and
her younger sister. This individual took Melissa away in his truck, kept her for six to
eight hours, brutally assaulted her and then - miraculously! - brought her baitkitoav
block of her home and dumped her out on the side of the road like a sack of garbage. She
was one of the lucky ones who survived. However, these stories do not always have this
happy ending.

This young lady’s mother contacted my husband after hearing of his task force
and asked how they may be of service. Since then we have developed a very close

relationship with both this young lady and her mother. They have traveled to schools,



PTA meetings and other gatherings to inform and educate parents antaédribea

problem of Internet crimes. Melissa has prepared and taken part in publie servic
announcements. She possesses a very strong desire to draw attention to this problem and
educate other young people, as well as their parents, to the dangers lurkiag on t

Internet. Melissa touched my heart and continues to do so. She is a very strong and

courageous young woman who has overcome so much and is so willing to help others.



CHAPTER TWO: REVIEW OF THE LITERATURE
Introduction

This chapter focused on a review of the literature related to sexuaiscaigainst
children. In an endeavor to understand these crimes and those who perpetrate them, as
well as to provide a background against which behaviors of online sexual predators could
be compared, the review began with research on the historical classificatiergaif s
deviancy, characteristics, and classifications of sexual offenderaénay€Tomison,
1995; Durkin & Bryant, 1999; Danni & Hampe, 2000; Smallbone & Wortley, 2001;
Lanning, 1992, 2001; Lanning & Burgess, 1995; Craissati, McClurg & Browne, 2002;
Goodman, 2002; Hall, 2002; Fagan, Wise, Schmidt & Berlin, 2002; Ward, 2003; Seto,
2004; Saleh, 2004; Module 5, n.d.).

Additionally, review of the works of authors on sexual crimes against children
and the Internet was conducted (Durkin, 1997; Myths, 2000; Child Safety, n.d.; Cooper,
Scherer, Boies, & Gordon, 1999; Cybertipline, 2004; Quayle & Taylor, 2001; Quayle &
Taylor, 2003; Quayle, Vaughan, & Taylor, 2006; Stanley, 2001; Fried, n.d., Goldberg,
2004; Internet child sexual predators, 2005; Medaris & Girouard, 2002; Mitchell,
Finkelhor & Wolak, 2005; Module 5, n.d.; Online Victimization, n. d.; Protecting
Children, 2005; Quayle & Taylor, 2003; Teen Safety, n.d.; Wells, 2006; Finkelhor,
Mitchell, Wolak, 2000; Wolak, Mitchell, & Finkelhor, 2003). Studies on the
relationship of pornography and online sexual crimes against children weregéview

(Hernandez, 2000; Young, 2000; McCarthy & Gaunt, 2004; Gillsespie, 2005; Ferraro &
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Casey, 2005), as well as studies on Internet addiction (Stein, Black, Shapiraz&k,Spit
2001; Quayle & Taylor, 2003; Griffiths, 2001), and publications of the Office of Juvenile
Justice and Juvenile Delinquency Prevention (OJJDP), National Center &ndvasmd
Exploited Children (NCMEC) and Operation Blue Ridge Thunder (BRT).

The literature contains contradictions not only as to what type of individual
commits sexual crimes against children, but also in definitions used to descritbeisiee
the victim, and the offender. For instance, Tomison (1995) described the abuse as the use
of a child for sexual gratification by an adult, or significantly older childdotesscent,
by engaging in activities ranging from exposing the child to sexugtijogxmaterials or
behaviors, to taking pictures of the child for pornographic purposes, or touching,
fondling, or masturbation of the child, or having the child perform sexual acts. lonkel
(as cited in Tomison, 1995), on the other hand, preferred the term sexual victimization,
positing that it more adequately defined the problem by recognizing thaiechvigre
taken advantage of because of their age and naiveté. However, Hall (2002) defined a se
offender as an individual who forced another to engage in sexual contact against their
will, or against a person unable to consent.

To date, researchers disagree on a definition of the crime and have yet ¢p devel
either a true typology or profile of a child sex offender. Rather, it hasgos#ted that
sexual offending against children is a multi-dimensional phenomenon (Smallbone &
Wortley, 2001). Child sexual offenders have been described as a heterogeneous group,

exhibiting considerable variation in characteristics as well as the mianwhich they
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perpetrate offenses (Smallbone & Wortley, 2001; Tomison, 1995; Lanning, 2001; Danni
& Hampe, 2000; Finkelhor, Mitchell & Wolak, 2000; Taylor & Quayle, 2003; Mitchell,
Finkelhor, & Wolak, 2005; Ferraro & Casey, 2005; Module 5, n.d.).

Law enforcement has begun to understand that perpetrators of child sexual abuse
do not fit a stereotype. These individuals are no longer thought of as dirty old men
lurking parks or schoolyards (Clark & Clark, 1989; Lanning & Burgess, 199milZa
Hampe, 2000; Stanley, 2001). The overriding view for the general public, unfortunately,
is that a sex offender is usually someone demented and/or unstable (Craissati, 2003

Historical Classifications of Sexual Deviancy

Historically, the classification of sexual offenders began with rekear
sexuality, and the terms deviance and perverted were used (Hall, 2002; Goodman, 2002).
The Marquis de Sade, writing on sexual perversions during his imprisonment in the
Bastille, placed individuals into three categories: (1) weak or represagal gesires, (2)
natural perverts and (3) libertines. Natural perverts, according to dev&adeéyorn
perverted, while the libertines were perverted by choice. Approximateljwordred
years later, Kraft-Ebing also placed sexual perversions into three cesegby too little
or too much sexual feeling; sexual feeling appearing at the wrong tim@wogly
directed, (2) inflicting or receiving pain, and what he described as (3}eaveexuality,

such as homosexuality and bisexuality (Goodman, 2002).
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Characteristics and Classifications of Sexual Offenders

The term paraphilia literally means love (philia), that is beyond or iraegpara).
Paraphilias are psychosexual disorders that may or may not involve crintividy.ac
Individuals suffering from one or more of these paraphilias can engage in fantaan
act out their fantasies legally (e.g., with consenting adult partners or pbgectiegally
(e.g., with either nonconsenting partners or underage partners) (Goodman, 2002).
According to the Diagnostic and Statistical Manual IV (DSM-1V) of theekican
Psychiatric Association (2000), the essential features of paraphilieeaverent, intense
sexually arousing fantasies, sexual urges, or behaviors generally invdlymgnhuman
objects, (2) the suffering or humiliation of oneself or one’s partner, or (8yehior
other nonconsenting persons, that occur over a period of at least six months” (criterion A,
p. 566). Certain behavior patterns may be criminal, yet not necessahly $pecific
diagnostic criteria of a paraphilia. Sex offenders thak about sex and value sex in
the same way as others; where they differ is thatabiegn their sexual fantasies
(Dannie & Hampe, 2000).

Pedophilia, sexual attraction or contact involving children, is only one of the
categories of paraphilias, and usually refers to men sexually atttaatbildren. The
word pedophilia is derived from the Greek (Fagan, et al., 2002) and literally means “the
love of children” and an essential feature is a sexual attraction, eittiesigely or in

part, to prepubescent children (Goodman, 2002; Hall, 2002; Seto, 2004).
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The following is the diagnostic criteria for pedophilia listed in the DSM-IV

(2000).
A. Over a period of at least six months, recurrent, intense sexually arousing
fantasies, sexual urges, or behaviors involving sexual activity with a prepabesc
child or children (generally age 13 years or younger).
B. The person has acted on these sexual urges, or the sexual urges or fantasies
cause marked distress or interpersonal difficulty.

C. The person is at least age 16 years and at least 5 years older thaul thre chil
children in Criterion A (p. 572).

Danni and Hampe (2000) and Fagan et al. (2002) distinguished between offenders
sexually attracted to children, as pedophiles or hebophiles. While pedophgillyliter
means the erotic love of children hebophilia refers to an exceedingly high sexua
attraction to post pubescent adolescents. They reported that pedophiles werketgore li
to prefer prepubertal children and were more motivated to seduce their \izimthe
nonpedophile. Hebophiles, on the other hand, were described as preferring relationships
with a post pubescent child.

In 1979, Groth and Birnbaum developed a dichotomous classification of sexual
offenders designed to cluster sex offenders based on their primary sexeatsnte
(Ferraro & Casey, 2005). Fagan et al. (2002) reported that a pedophile is not a sexua
offender unless he or she commits a legally proscribed act. What both pedophiles and
hebophiles have in common is the attraction to children who are minors (Danni &
Hampe, 2000; Fagan et al., 2002). Although pedophiles are not the only individuals who
use the Internet, a substantial amount of deviant behavior has been found to be associated

with the Internet, including adult and child pornography (Lanning, 1992; Durkin, 1996;

14



Durkin, 1997; Lanning, 2001; Stanley, 2002; Medaris &Girouard, 2002; Ferraro &
Casey, 2005; Fried, n.d).

No consensus was found among researchers as to whether or not all sexual
offenders who commit sexual crimes against children are pedophiles. Some studies have
found that pedophiles are more likely to have experienced sexual victimization as
children, to prefer prepubertal sex partners, and to be motivated to seduce tinesr vict
than nonpedophiles (Danni & Hampe, 2000; Fagan et al., 2002). Other researchers have
suggested that individuals who commit sexual crimes against children may have
experienced external stress, and, as a result, sexual contact with childrespoedgnted
a maladaptive method of coping (Danni & Hampe, 2000).

Tomison (1995) maintained that the basic assumption of society is that pedophiles
who abuse same-sex children are homosexual. Some individuals may, in fact, prefer sex
with a female partner and only substitute a child when an adult is not availabitg (Wa
2003). Some offenders have been found to possess a preference for children as sex
objects, to have begun molesting children as adults, and to offend as a result of external
stressors (Danni & Hampe, 2000; Tomison, 1995; Ward, 2003).

Typologies reported by The Massachusetts Treatment Center (MTC), wérieh w
primarily based on the work of Knight (as cited in Ferraro & Casey, 2005), weee mor
complex. They basically centered on the degree of fixation, amount of contact, and the

extent to which the offender caused physical injury to the victim. This typaboggéd
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on two axes: (1) fixation (high or low pedophilic interest) and (2) social competenc
(high or low) (Ferraro & Casey).

Lanning’s classifications (1992) of offenders also included sexual preferences.
He described an individual as either exclusively or primarily sexuaicéed to a
person of a specific age or gender as a fixated offender. The term rdgréssder, on
the other hand, referred to an individual who may have had age-appropriate relationships
at one time but for whatever reason reverted to a younger partner (Ferraseyw Ca
2005).

Lanning (1992) initially suggested the term situational offender incliced
subtypes: (1) Regressed Immature, (2) Morally Indiscriminate, (3) Bexua
Indiscriminate, and (4) Inadequate. A regressed individual was describadas be
socially inept, and turning to children during periods of stress. The morally
indiscriminate were portrayed as antisocial, and abused children as pafé¢loing |
history of abusing others. The sexually indiscriminate offender is a person who
experiments with several types of sexual activity, with abusing children beipgne of
them. The subcategory of inadequate offenders was used for those with lovgldtsjal
low intelligence or mental iliness.

Later, Lanning (2001) placed offenders who use the computer to exploit children
into three broad categories: (1) the situational offender, (2) the pref¢adfender, and

(3) miscellaneous offender. The term preferential offender included pedophihes wi
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definite preference for children, but also included the diverse offender who miagveot
a strong preference for children. The preferential offender’s actionseamegitated.

Preferential offenders have also been found to possess latent sexual pgsferenc
which they act upon when their inhibitions have been lowered (Lanning, 2001). These
individuals quite often are perceived as pillars of the community and are ofteteceds
to be nice guys (Lanning, 2001). Lanning cautioned that the fact that a persoe anay b
doctor, clergy member, or therapist, for example, does not mean that person cannot als
be a child molester. He maintained that molesters operate on a prefeaitmizdnal
continuum.

Lanning (2001) described a situational offender as either a normal adotascent
adult, who does not necessarily have a sexual interest in children, but who possesses a
variety of deviant sexual interests. These individual may be extremely calbdous
sexual opportunities afforded on the Internet. Although their behavior may be trimina
their behavior has been found not to be as long-term, persistent or predictable as the
behavior of a preferential offender. An important difference between a peslapdia
diverse offender, Lanning maintained, is the strength of the sexual preféoenc
children.

While no causal explanations have been discovered to date, characteristics have
been identified in child sexual offenders generally and those who use the Internet to
sexually offend against a child. These characteristics include megaistortions, social

isolation, deficits in social skills, low self-esteem and motivation, a neegpoo\al, a
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fear of rejection, and deviant sexual arousal interests and urges (Danniap H2000;
Smallbone & Wortley, 2001; Ward, 2003; Quayle & Taylor, 2003; Chou, Condron, &
Belland, 2005).

Cognitive distortions are manifested in the perpetrators lack of possession of
empathy for their victims, their inability to see them as something other nhalnject to
fulfill their sexual needs, as well as their attempts to either migimizationalize their
behaviors (Quayle & Taylor, 2003; Stanley, 2001). They have also been found to possess
emotional regulation deficits, including low impulse control and difficultyidging
and modulating emotions. These individuals have also been found to have deficits in
social skills and an inability to develop relationships.

The Internet and Crimes Against Children

Computers, and particularly the Internet, have come to play a major role in sex
crimes committed against children (Wolak, Mitchell, & Finkelhor, 2003). In 1994, there
were 38 million people on the Internet worldwide. By 1999 there were nearly 24 million
young people alone online regularly, and by 2005 the number had surpassed 77 million,
with the greatest proportion of users under the age of 16 (NCMEC.). The explosion of
Internet use has resulted in new terminology suatytaes space, cybersex, cyberporn,
cyber child molesters (Finkelhor, Mitchell, & Wolak, 2000; Fried, n.d.; Quayle & Taylor,
2001; Medaris & Gerouard, 2002; Ferraro & Casey, 2005).

This amazing technology has made it possible to connect millions of people

around the world (Durkin, 1996; Durkin, 1997; Stanley, 2001.; Teen Safety, n.d.;
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Medaris & Girouard, 2002). However, there is a dark side. The Internet alsmuatepr
opportunities for individuals whose interests are much more sinister (StaaGsy,

Durkin, 1996; Durkin, 1997; Taylor & Quayle, 2003; Lanning, 2001; Teen Safety, n.d.;
Medaris & Girouard, 2002; Fried, n.d.; Goldberg, 2004; Protecting Children, 2005;
Alexy, Burgess & Baker, 2005).

The Internet not only provides easy and immediate communication, most
importantly from the perspective of the predator, it affords anonymity (S{206y;
Craissati, 2003). Anonymity provides a feeling of safety and bravado and éfiose
wanting to use this technology for sinister purposes the opportunity to locate and prey
upon victims. This incredible technology provides opportunities for individuals from
around the world to obtain, exchange, and seek pornographic material. (Durkin, 1997,
Stanley, 2001; Taylor & Quayle, 2003). Medaris and Girouard (2002) reported that the
Internet provides a nearly perfect medium. They also maintained that it prpviliesy,
anonymity, and a virtually unlimited pool of children and teenagers who may be
susceptible to manipulation.

Individuals who perpetrate these despicable crimes are preying on chitdren, t
most vulnerable group in society. They no longer have to skulk in parks and malls, but
can achieve their goal from home, the workplace, or anywhere they havetacess
computer (Medaris & Girouard, 2002; Ferraro & Casey, 2005). Of grave conceen is t

fact that these predators can have access to young people while theyaireawn
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homes, can be online with them while their parents are at home, or even while tiney are
the same room (Ferraro & Casey).

Wolak, Finkelhor and Mitchell (2000) found, in a sample of 1,501 children
ranging in age from 10 to 17, that 19 percent reported having been approached for sex via
the Internet, and 3% reported that the offender had tried to have direct contact. Even
more ominous is the finding of The National Center for Missing and Exploited Children
(NCMEC) reports that two out of five missing children in the United Stated, B
17, are missing due to activity on the Internet.

The computer, however, is not the only means for young people, or those seeking
to harm them, to exchange information. It is now possible to reach into cyberspace
from a cell phone, a personal digital assistant, or even a video-game console (Child
Safety, n.d.; Teen Safety, n.d.). Cell phones are now very high-tech and it is possible t
send text messages, take and exchange pictures, and videos. These phones are becoming
increasingly popular with teenagers and are used with increasing frgcaeean
alternative for getting on the Internet as they can be used anywieere $afety).

A peer-to-peer (P2P) system basically turns a computer into a servdiotivat a
others to have access to information on another computer. Utilizing this sofiaics,
photographs, and text documents can be downloaded, and exchanged without having to
go through a website or other centralized system. This software has bhacorasingly
popular and is being used more and more by child molesters to obtain and exchange

pornographic images of children (Teen Safety, n.d.).
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In summary, the Internet is a wonderful tool. It will most likely continueoavg
and the numbers of children and young people who use it will continue to increase as
well. Unfortunately, the easy accessibility of the Internet makes itigp@$sr young
people to be exposed to individuals who wish to exploit them and cause them harm.
Teenagers are especially at risk because they are often unsupervisedetikiehgdo
have discussions with other people online. The danger is that people are not always who
they seem to be. Law enforcement, educators, parents and the general public face a
daunting challenge. The challenge is to allow young people to use this wonderful
technology but be protected from those who want to do them harm.

Characteristics and Classifications of Online Offenders

Since deviant behavior, particularly deviant behavior directed toward children,
has been associated with use of the Internet, one must then ask: Who are these sdividual
who prey upon young people on the Internet? Are they either different or donlaitd
molesters in general? There is a paucity of available literatducevetsether any
gualitative differences exist between child molesters who use the Indgchétose who
do not (Ferraro & Casey, 2005).

In their 2000 study, Finkelhor, Mitchell and Wolak reported that juveniles made
up 48% of online aggressive solicitations. Slightly more than two-thirds of the
solicitations were reported to have come from males, one-quarter from ferfmhles
study also noted that not every sexual solicitor on the Internet fit the gperexftan

older male predator. Ninety-seven percent were between the ages of 18 and 25.
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Review of the literature revealed that individuals who offend against children
have been described as homosexual, pedophile, sexually disordered, normal and curious.
Contributing factors such as gender, age, ethnicity, and sexual orientation éave be
studied as well. Research has found that individuals who commit sexual crimes against
children on the Internet can be introverted, socially incompetent individuals, but dlso tha
the accessibility and anonymity of the Internet could be attractive tododilg who are
very intelligent and socially competent (Ferraro & Casey, 2005). Lanning (g66i¢d
that sex offenders who utilize the computer do not represent a new categonyirdlcri
but rather are individuals using modern technology to fulfill their needs.

Predators who utilize the Internet to prey on victims have been placed in four
categories: (1) collectors (2) manufacturers (3) travelers, and (@¢rshaCollectors are
described as individuals who have had no prior contact with either law enfoto@me
illegal activity with children. They may possess child pornography but have not
produced it or used the Internet for any other purpose (Internet Child Predators, n.d.)

Manufacturers distribute child pornography and are usually associated with
harboring runways as well as likely to have a history of child sexual offendiingse
individuals utilize the Internet as a means to posses, distribute or trade child aphyogr
(Lanning, 2001). While these individuals may not be guilty of offenses against a child,
they are sexually exploiting children; additionally, possession of thesesrsgerime

(Lanning).
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Chatters, on the other hand, prefer to chat with their victims online, but not
necessarily meet with them. They are usually not involved in child pornography, but
consider themselves to be mentors or teachers. They comprise the gnalipsif
Internet predators (Internet Child Sexual Predators, n.d).

Lastly are the travelers. These are individuals who engage in online that wi
children, then manipulate and coerce them to meet for sexual purposes (AlexysBurges
& Baker, 2005). They have been found to range in age from 17 to 56. They travel across
the country, and even internationally, to have sexual liaisons with young children
(Internet Child Sexual Predators, n.d.; Alexy, Burgess, & Baker, 2005).

One of the most dangerous areas regarding child sexual predators is the online
chatroom. These chatrooms are places where young people can engage in monversat
with anyone, anywhere in the world. The most popular chat rooms are those devoted to
sports. African-Americans have been found to be least likely to use chatodms
Hispanic users most likely to use them (Roberts & Foeher, 2004). Pedophiles are drawn
to chatrooms, often using them to groom and solicit victims (Fried, n.d.; Quayle &
Taylor, 2001; Roberts & Foehr, 2004; Ferraro & Casey, 2005) and arrange mesings
young people that can result in actual contact (McCarthy & Gaunt, 2004). Finkelhor,
Mitchell, and Wolak reported in their study done in 2000 that 65% of sexual solicitations

were initially made in a chatroom.
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The Role of Pornography

Pornography is not new, nor is the multi-million dollar industry surrounding it. It
is also not exclusively "high-tech” (Gillespie, 2005, p. 430). Pornographic magazines,
books, and movies have been in existence for decades. However, the growth in
information and communication technology has led to an explosion in the number of
pornographic images that are now accessible (Gillespie). The Internet now ptbeides
opportunity and means for individuals to obtain, exchange and solicit pornographic
material (Stanley, 2001; Lanning, 2001; Taylor & Quayle, 2003). The Child Protection
Act of 1984 made online or offline child pornography illegal (Fried, n.d.). Offenders
who traffic in child pornography are committing serious violations of the l&anning,
2001).

Some researchers have indicated the possibility that some individuals may neve
have become involved in child pornography had it not been for the Internet (Internet
Child Sexual Predators, n.d.; Quayle & Taylor, 2003; Cooper, Putnam et al. as cited in
Griffiths, 2001). That notwithstanding, collecting child pornography constitutesnedi
behavior; therefore, molesting children is not an element of an offense, it is aoffens
As Lanning (2001) pointed out: “The issue should be the harm it does to the child
portrayed, not the viewer. Victims must live with the longevity and ciraradf these
images for the rest of their lives” (p. 86)

Viewers of child pornography have been described as a heterogeneous group.

No determination has been made as to whether or not viewers of child pornography are
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more or less likely to commit a contact offense (Stanley, n.d; Stein et al., 20ixsadl,
2003; McCarthy & Gaunt, 2004). It has been suggested that some individuals may
become aroused by pornographic images of children, yet never seek out a hefations
(Fagan et al., 2002). Craissati (2003) reported that research has seldom shown that
looking leads to touching.
Other researchers have suggested that viewing child pornographyaseaves

means of desensitization, reducing inhibitions (Fagan, et al., 2002; McCafHayst,
2004). In addition, viewing child pornography has been found to heighten sexual
awareness to the point that the images initially viewed are not sufficienetsmelal
needs. The progression from viewing pornography is, accordingly, viewed nsizdi€ a
process but a dynamic one that can transition to the commission of contact offenses
(Quayle & Taylor, 2001; McCarthy & Gaunt, 2004).

A study by Hernandez (2000), conducted with sexual offenders in the North
Carolina Bureau of Prisons convicted of Internet-related offenses, includirespioss
and distribution of child pornography, provided insight into the relationship between
pornography and contact offenses against children. Prisoners were questioned upon
entering Hernandez's treatment program as to whether they had ever ezhanutintact
offense against a child. It was discovered that 80 to 85% of these offenders, who were
child pornography offenders, had committed contact sexual offenses against a btsld. T
was a much higher percentage than had been reported when these individuals were

guestioned upon entering prison. He concluded that Internet child pornographers are

25



more dangerous than previously thought and suggested more research be done in order to
determine if a significant relationship can be found between Internet child paphggr
offenders and contact sexual offenses against children.

While it has been shown that the Internet provides opportunities for aiding the
transition from viewing child pornography to perpetrating contact sexual effenet all
users of child pornography appear to be at equal risk of future sexual agsathitilren.
Research again reveals conflicting opinions, specifically that some ind/igaald, or
would not commit a contact offense (Craissati, 2003; McCarthy & Gaunt, 2004), and
some would do both (Lanning, 2001).

It appears that technology has resulted in the development of new variations of
sexual compulsivity. People who were not sexually compulsive in the past appear to
have developed problems due to a combination of their particular personal vulnesabiliti
and factors unique to the online environment. One must question if the sexual interest
comes first, or the interest in the Internet, compelling individuals to use theente
find victims. Lanning (2001) maintained that because of the traits and needs of these
individuals, they are among the first to obtain and make use of the latest technology.

The Internet has been found to provide validation and justification of aberrant
behavior through communication and interaction with like-minded individuals by
offering support, encouragement, advice and reinforcement for deviant $eatidg
behavior (Durkin, 1997; Lanning, 2001; Stanley, 2001; Quayle & Taylor, 2003; Ferraro

& Casey, 2005). It has been suggested that this validation is the chief reason thes
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individuals use the Internet, particularly the preferential offender (bgn@001).

Individuals often attempt to validate their behavior by saying that “emgagth

children through the Internet is a more responsible means of dealing withetieig$

than going out and trying to abuse ‘real children”” (Quayle & Taylor, 2001, p. 597). The
Internet also provides a sense of safety by offering anonymity (Quayégy/i&rT 2001,
Stanley, 2001; Craissati, 2003). In addition, the knowledge that they are using the same
technology used by intelligent and talented people in society lends an air ofdeyiti

and value to their behavior (Lanning, 2001).

Quayle and Taylor (2003) reported the emergence of a new category df sexua
offender, similar to a voyeur. These individuals, they purported, may quite possibly be
interested only in viewing images of children online. Fairly recently, ategories
such as hypersexual disorder, pathological Internet usage and Problateatiet use
(PIU), have begun to appear in the literature along with the terms Intddieti@n,
cybersex addiction, and Internet addiction (Young, 2000; Griffiths, 2001; Stein et al.,
2001; Quayle & Taylor, 2003).

As with most, if not all, of the literature surrounding Internet crimes agains
children, contradiction occurs in the discourse as well regarding whetherpiisfty
behavior can truly be called an addiction. Along this line, important contribution to the
field was made by Griffiths (2001), who examined the relationship between sexua
addiction and excessive use of the Internet. Griffiths (2001) citing his work in 1996,

maintained that “any behavior which fulfills the criteria” of “salieno®od
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modification, tolerance, withdrawal, conflict and relapse” (p. 334) werecatbd to
Internet sex and that behaviors meeting these criteria could be opemntil@fiméd as
addictions.

A term that has been employed by researchers is Problematic tintsage
(P1U), which has been described as a product of maladaptive cognitions (Daite] as ¢
in Quayle & Taylor, 2003). According to this model, there is a difference in the way se
offenders think. These cognitive distortions allow these individuals to exploit others a
well as rationalize their own behavior. These individuals have been found to lack the
ability to understand other people's feelings, needs and desires, to lack eamgiathy
impulse control (Griffiths, 2001). As viewing pornographic images becomes normal
behavior because they are able to de-personalize the images. These peopieedhiena
behavior as being a more responsible way of dealing with their feelingserRadn
feeling marginalized as they are in society, the Internet empowaens the

A case study conducted by Stein et al. (2001) was focused on an individual who
initially presented for problems with depression. This gentleman repodgrepsively
increasing viewing of online pornography during his depressed mood. On further
guestioning, however, it was discovered that use of the Internet for viewing pornograph
was present even after the depression responded to medication. This individual reported
not only increasing usage, but also that he began to search for certain kinds of
photographs, an endeavor that sometimes took hours and required spending an inordinate

amount of time in Internet sex chat rooms, even at work.
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The authors stopped short of referring to this behavior as addictive, but
acknowledged that the Internet had become an important location for expressing what
they referred to as “pathological sexuality™ (p. 1592). Stein et al. consithsdype of
behavior as pathological sexuality. Griffiths (2001) wrote that when indiaduaie not
actually engaged in sexual activity on the Internet, they were thinking abontéye
would be again.

Lanning (2001) maintained that while conditions such as bipolar disorder,
obsessive-compulsive disorder, depression, anxiety disorder, or Internetoacichati be
present in individuals who commit crimes against children, these circumstinnes
permit them to be less accountable for their actions. He further maintaihéuoete
conditions do not explain "why they are downloading child pornography and trying to
have sex with thirteen year olds" (p. 135).

A case study by Quayle and Taylor (2001) of an individual who had been charged
with downloading child pornography, who also admitted to trafficking in child
pornography, communicating with children online, and proceeding to locate children to
abuse provided important insight into the behavior of individuals whose Internet behavior
progresses. This individual indicated that he taught himself how to use the computer for
the explicit purpose of obtaining child pornography and admitted that he was dxtreme
surprised as to the type of material he was able to find online. His sexuall avags
very quick and very powerful and he readily admitted that he "was very much hooked"

(p. 600).
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This individual reported a progression from looking at images online to
chatrooms where he found like-minded individuals. He further admitted that the
material he viewed increased his desire to have an actual relationship tiith &l c
suppose that's because | wanted the real thing ... which, obviously, looking atell thos
pictures had fueled big time" (Quayle & Taylor, 2001, p. 601).

Others have found labeling these behaviors as addictions troubling and prefer to
use terms such as hypersexual disorder, dependence, Problematic Inteffaki )} sad
pathological Internet use (Quayle & Taylor, 2003; Stein et al., 1999). It hapbsied
that individuals use the Internet to avoid boredom, anxiety, or depression and that it
provides a means for them to alleviate feelings of distress or disstibisfen their lives
(Griffiths, 2001; Chou, Condron & Belland, 2005). Young et al., as cited in Griffiths
(2001), maintained that some individuals "use the Internet excessively asuamtedi
fuel other addictions” (p. 334), and reflected that quite often these individuals suffier f
a poor body image and low self-esteem. They may also have experiencedxoiabr se
addiction and be at risk for developing cybersexual addictions.

While no conclusive evidence has been found to support the hypothesis that
Internet use and sexual addiction were related, cybersex has been found to belypotentia
addictive (Griffiths, 2001). This medium is often perceived by the perpetrator@®a m
responsible way of dealing with feelings and desires, satisfying biol@gida
psychological needs, and representing one’s self any way one chooses, in what is

perceived to be the safety of anonymity (Chou et al. 2005; Quayle & Taylor, 2001).
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Kennedy-Souza, as cited in Quayle and Taylor, 2001, suggested that individuals are
spending more time with technology than with people and that the "anarchical ature o
Internet communication” (p. 94) has resulted in increased social problems and
difficulties in regulating behavior.

The speed, ease of operation of the Internet, as well as vast amount of
information available, most definitely can create an environment that gererates
powerful influence which can contribute to the potential for addiction, especially in
individuals who suffer from low self-esteem, "low motivation, fear of reyacind need
for approval" (Chou et al., 2005, p. 373). Regardless of the terminology, the number of
individuals seeking the services of counselors and therapists for problemsatasiswiih
online sexual activity has increased (Freeman-Longo, as cited inl@i2®01) and will
most likely continue to increase as Internet usage increases (CooperGaQjl., 2

Studies on Internet Crimes Against Children

In 2000, a survey by Finkelhor, Mitchell, and Wolak found that sexual
victimization on the Internet was more diverse than had been previously thought. In
addition, it was reported that the most vulnerable population was teenagers, aged 14 year
of age and older. A follow up study, even more comprehensive, by Wolak, Mitchell, and
Finkelhor at the University of New Hampshire, in 2003 surveyed a stratified sample
2,574 state, county, and local law enforcement agencies that specialized in berrnet
crimes against minors. The authors acknowledged that there was much nroet Inte

activity involving the sexual abuse and exploitation of children than was found in this
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study. Moreover, they recognized that just as Internet usage would continue ia gro
the years following this study and a proportionate growth would occur in edigitd
arrests in Internet related crimes. They concluded that only future stunliés lve able
to confirm this fact.

Another initiative is the CyberTipline®, managed by the National Ceoter f
Missing and Exploited Children (NCMEC), which offers a means of reportindents
of sexual exploitation of children including “the possession, manufacture, and/or
distribution of child pornography" and online solicitation. To date, this tipline has
reported 9,377 cases of online solicitation of children for sexual acts (Medaris &
Girouard, 2002; Cybertipline, 2004).

Summary

Review of the literature revealed studies that have been conducted explering t
historical classifications of sexual deviants and characteristics aadibes of child
molesters (Fried, n.d.; Lanning, 1992; Tomison, 1995; Danni & Hampe, 2000; Smallbone
& Wortley,2001; Craissati, 2003; Craissati, McClurg & Browne, 2002; Fagdn et a
2002; Goodman, 2002; Hall, 2002; Ward, 2003; Seto, 2004; Saleh, 2004;). Others
studies investigated individuals who were most likely to commit a sexual ageest a
child using the Internet, their characteristics as well as the methodsyehfxurkin
1996; Durkin, 1997; Durkin & Bryant, 1999; Hernandez, 2000; Lanning, 2001; Medaris
& Girouard, 2002; Stanley, 2001; Quayle & Taylor, 2001; Quayle & Taylor, 2003;

Wolak, Mitchell & Finkelhor, 2003; Fried, n.d., Goldberg, 2004; Ferraro & Casey, 2005
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The findings in these studies revealed differing opinions regarding thedndisi
who commit sexual offenses against children. Differences were alseelisdo
regarding whether offenders are pedophiles or suffering from addictionatioaal
illnesses. Furthermore, descriptions of Internet usage and viewing andesposof
child pornography transitioning to commission of contact offenses differed as well.

Internet predators have been found to be predominantly single males, (Protecting
Children, 2005; Myth, 2000; Lanning, 2001; Stanley, 2001; Wolak, Mitchell &

Finkelhor, 2003). They have been described as predominantly non-Hispanic Caucasians
(Mitchell, Finkelhor & Wolak, 2005; Wolak, Mitchell & Finkelhor, 2003; Fried, n.d.),
ranging in age from 13 to 65 although differences appeared as to the age mostlfreque
observed, whether below eighteen years of age (Wolak, Mitchell & Finkelhor, 2003) or
older than 25 (Wolak, Finkelhor, & Mitchell, 2005). Research has found that
approximately one percent of the male American population spends more than forty
hours a week engaged in online activity, looking for sexual extremes (GQrd663).

As the preceding sections have shown, thus far most perpetrators of crimes
against children on the Internet have been found to be Caucasian males. However, to
date no single type of sex offender has been identified (Danni & Hampe, 2000).
Researchers do agree that sexual offending against children is a multi-dimaénsi
phenomenon (Smallbone & Wortley, 2001), that these offenders do not appear to fit a
stereotype (Danni & Hampe, 2000), that not all perpetrators are pedophiles, and most

have been classified as preferential or situational offenders (Lanning, 2@l ;r-d.;
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Ferraro & Casey, 2005). A number of individuals who commit these crimes have been
found to be addicted either to sex or the Internet, or both, while still others have been
found to be socially inept, lacking in social skills and unable to develop appropriate
relationships.

As computer ownership becomes less expensive, and as they become more
sophisticated, and easier to use, the numbers of people using the Internet willignow, w
Internet related crimes growing proportionately (Lanning, 2001; Wolak, Mit&hel
Finkelhor, 2003). What the research has yet to show is whether the Internet ofender i
new type of criminal or simply a sex offender who uses the latest technolagfilk
sexual needs (Lanning).

Ferraro and Casey (2005) recommended that further research be done on the
online habits and characteristics of Internet child molesters. Reseatetetmine if any
gualitative differences exist between the child sexual offenders who ulsgaimet and
those who do not, and/or if a relationship exists between viewing pornography and
offending is very limited (Hernandez, 2000; Stanley; 2001; Quayle & Taylor, 2003).
To date, no collective case study of child molesters, including those who use tthetInte
has been found. In addition, no study to date has utilized participants who were
exclusively Internet Crimes Against Children Task Force investigators

As stated previously, sexual crimes against children is not a new phenomenon.
However, it appears that the Interhas made the problem greater. From the review of

the literature, it appears that no one really knows for sure who these people atbewha

34



are like, or if they share any common characteristics. This researdesigaed to

address these questions specifically.
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CHAPTER THREE: METHODS

Review of the literature revealed that research is limited. In additgmeaadeal
of contradiction exists as to the type of individuals who commit sexual crimesgagai
children, including those who use the Internet to commit crimes against childiesh (F
n.d.; Lanning, 1992; Tomison, 1995; Danni & Hampe, 2000; Hernandez, 2000;
Smallbone & Wortley, 2001; Stanley, 2001; Stein, Black, Shapira, & Spitzer, 2001,
Craissati, 2002; Craissati, McClurg & Browne, 2002; Fagan et al., 2002; Goodman, 2002;
Hall, 2002; Quayle & Taylor, 2003; Seto, 2004; Saleh, 2004; Ward, 2003; McCarthy &
Gaunt, 2004; Ferarro & Casey, 2005; Gillsespie, 2005). This study, guided by the
research questions, examined perpetrators of Internet crimes againshchydre
comparing and contrasting perspectives and experiences of select ICAgatoes.

Given that research into Internet child molesters is limited, and that \tkry lit
research that seeks to determine if any qualitative differenceéderigeen offenders
who use the Internet and those who do not is currently available, the principathresear
guestions framing this study were:

1. How do select investigators describe perpetrators of Internet @gaasst

children?

2. What, if any, common characteristics do participants identify among the

perpetrators?

3. How do participants' descriptions compare and/or contrast?
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Research Design

Quialitative research techniques are particularly appropriatéddidsg light on
an aspect of social concern, for allowing participants' insights to eméfgritithe
influence of preconceived constructs of the researcher, and for explaining and
understanding a phenomenon (Portney & Watkins, 2000; Rudestam & Newton, 2001;
van Manen, 1990; Creswell, 1998; Merriam, 1998). Concomitantly, case studies, which
can be qualitative and/or qualitative, single or collective, can be utilized taprovi
answers to "how" questions, to focus on understanding contemporary phenomena,
provide descriptions, and contribute to the knowledge of a particular group (Creswell,
1998; Stake, 1995; Yin, 2003).

The intent of this research was to describe perpetrators of Intemes@against
children by interviewing ICAC investigators who have experience reladitige issue
being researched (Kruger, 1999). The use of more than one case allows more powerful
conclusions to be drawn and broadens applications of these conclusions to other
populations (Yin, 2003). To that end, this study utilized a qualitative collective case
study design. Moreover, this particular study is phenomenological in that it sought
describe how individual ICAC investigators perceived their experiences witipecal
social context (Portney & Watkins, 2000).

Data was collected through informal, semi-structured interviewsseiect ICAC
investigators who were chosen because of their unique experience and exectise w

gualified them as key informants (Tetraut, 2006). Variety was achieveublogiag
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participants of different gender, marital status, length of law enforceandnCAC

experience, and geographic location. This variety allowed the descriptions and

perspectives of the participants to be compared and contrasted (Tetraut).
Bounding the Study

According to Hycner (1999) a phenomenon dictates the research method,
including the type of participants chosen. The type of participants for this saudy w
selected because the feelings, thoughts, perspectives, and descriptions ingrdtant f
study could only be investigated by questioning individuals who were in a particular
environment, and who were considered key informants (Portney & Watkins, 2000;
Tetraut, 2006). The method chosen for this study, therefore, was a qualitativeveollec
case study. The case is the unit of observation, and is bounded basically by winatt will
be studied (Miles & Huberman, 1994). The unit of observation is this study is the
perpetrators of Internet crimes against children.

The Office of Juvenile Justice and Delinquency Prevention (OJJDP) created t
Internet Crimes Against Children (ICAC)Task Force Program undeird8@ Justice
Appropriates Act, Public Law 105-119 in order to assist state and local lawemfart
agencies in the development of effective responses to cyber-enticementidnd chi
pornography cases (Medaris & Girouard, 2002). The mission of these task foeces is t
safeguard children from Internet crime by weaving a seamless web aftigmot@ound

them. ICAC maintains that a child’s innocence can never be replaced.
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There are now 59 regional ICAC task forces throughout the United Stdiese
task forces were not only designed to assist local and state law enforeg@ecies in
developing effective responses to cyber enticement and child pornographybocasdso
to provide training and technical assistance, community education, and vicBtarassi
(Medaris & Girouard, 2002). These task forces were charged by the Unitesl Stat
Attorney General and the Department of Justice with the responsibilityrohal
investigation of child pornography, preferential offenders, threats via commaonicati
devices, and other crimes resulting from computers, including possession of, and
distribution of internet child pornography, as well as online solicitation of children for
sex.

The ICAC investigators who served as participants in this study werécabl
furnish a detailed, in-depth description of the perpetrators of online sex cgaiasta
children. They deal exclusively with perpetrators of Internet crirgamst children on a
daily basis. As a result of this experience, they provided a more realstigpden of
the individuals who commit these offenses.

In seeking to understand the individuals who perpetrate sexual offenses against
children, research has attempted to categorize these individuals and developgy typolo
profile. Do we really know, or even want to know, who these individuals are? If these
individuals are to be known and understood, is it possible to learn the truth from the

perpetrators themselves?
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ICAC investigators were chosen as participants in this study ratmethiina
perpetrators of the crimes, because self-reports from perpetrators haeurek
inaccurate and less than reliable (Lanning, 2001). In the case of incarcedatethals,
it is possible that these individuals might believe their cases are smtted if they are
seen as victims themselves (Smallbone & Wortley, 2001; Seto, 2004; Saleh, 2004).

Additionally, these offenders have been described as manipulative, consummate
liars, who can portray themselves as whomever they need to be, and who are very much
unknowable (Saleh, 2004). Seto (2004) suggested that these individuals are
pathologically narcissistic and tell their stories to amaze, astonish anvdhel® their
listeners. Lanning (2001) used less strong language, but indicated that thiben ei
pedophiles or other preferential offenders are apprehended, they commonly deny tha
anything happened, claim that they and/or their actions were misunderstabdthast
actions, and minimize the severity of the offense.

On the basis of these findings, this researcher maintained that it wouksbe le
likely to know and understand these individuals through self-reports or case studies of
individual perpetrators. Therefore, participants chosen for this study G&¢ |
investigators. These investigators work exclusively with this population, kéamseve

experience, and therefore their reliability is considered to be much greater
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Participants

A purposive, criterion based sample was utilized for this study and participants
were chosen using networking, snowball and convenience techniques (Creswell, 1998;
Merriam, 1998; Patton, 2002). Networking took place through discussions with
participants’ supervisors at a meeting of ICAC administrators in thensuiwf 2007, at
which time permission was granted to contact their investigators. The sagdyownded
by utilizing only Internet Crimes Against Children (ICAC) investigatorbese
investigators were considered to be informed, reliable sources - key infsr(iatrault,
2006) - whose work places them in the “forefront of identifying and combating these
crimes” (Mitchell, Finkelhor, & Wolak, 2005, p. 50). Their experiences in thid fiel
provided a distinctive perspective and, therefore, they were considered to be the bes
sources of “accessible, in-depth information” (Mitchell, Finkelhor, & Wolak, po&0)
perpetrators of Internet crimes against children.

The sample was homogenous in that all participants were ICAC investjdatbrs
heterogeneity was attained through the selection of individuals from different
geographical locations, different ages, sex, gender, and length of experidreé&aidt
Eight participants were interviewed, seven men and one woman. Five of theoaatsici
were married, one was divorced and two had never been married. Ages ranged from
thirties to fifties, and number of years of law enforcement experienceddramn nine
years to twenty-five years. Years of experience with ICAC rangedtiranto nine

years. Participants were geographically diverse as well and repee$€AC task
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forces in the south, the East coast, mid-Atlantic, and West coast of the Unitsd(Sts

Table 1).

Tablel Participant demographics

Gender
7 male
1 female
Age
30s 2
40s 5
50s 1

Geographic Area

East coast 3
West coast 1
Mid-Atlantic 1
South 3

Law Enforcement Experience
20—-25years 4
9-19years 4

ICAC Experience
9years 1
8 years 2
Syears 1
4 years 3
2 years 1

Procedure
After obtaining institutional review board approval, approval of the ICAC
Research Committee, and permission from each investigator's supengbor, ea

participant was contacted either in person or by phone. The purpose and scope of the
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study was reviewed, each participant was advised of criteria @utiesl, informed

consent forms were signed (see Appendix A), and arrangements were made for a
interview. Each interview was audio taped and took place in the task force location of
each participant. Logistics presented a problem for the interview on thiec\déest.
Therefore, this interview was, of necessity, conducted by telephone (Qrd808|).

The investigator who was interviewed by phone had previously been sent and
returned a signed copy of an Informed Consent form. After signing and reviéwing t
Informed Consent form, including the need for audio recording of the interviews and
verbatim transcripts, and the opportunity to withdraw from the study at anyetcie,
investigator was interviewed. The interviews were in-depth and lasted apatety one
and one half to two hours (van Manen, 1990; Rudestam & Newton, 2001).

Data Collection

The primary means of data collection in this collective case study was semi
structured, informal, conversational, audio taped interviews. Flexibilityneastained
by altering and amending the questions as the interviews progressed. However, as
research should be well-defined and well-focused to prevent the researcher from
becoming lost in the sheer expanse and depth of the questions, an interview guide with
guestions and prompts was prepared in advance (see Appendix B). These prompts were
used only when necessary, consistent with the qualitative research traditido, a

prevent the imposition of preconceived constructs on the participants. To that end, the
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researcher maintained focus on the research questions as these questions prompted the
need for the interview in the first place (van Manen, 1990).

During the interview process, a conscious and deliberate effort was maderto lis
carefully to the participants’ descriptions, making mental (and sometinitésnynotes
of words, phrases, gestures, for potential prompts that can be used to obtain the type of
information being sought (Milacci, 2003).

Data Analysis

The interviews constituted the raw data for this study and were transcribed
verbatim by a trained transcriptionist who signed a confidentialitynséate
Transcription of interview data is important because, according to van Manen (1990),
“human science meaning can only be communicated textually” (p. 78). All trarmasipti
were read in their entirety and checked for errors.

Stake (1995) maintained that there is no right way to analyze data and that eac
researcher must find a form of analysis that works best for them and one that is
determined by the research questions and nature of the study. For this studyicahteg
aggregation was deemed most appropriate. An overall sense of the data wad,obtaine
themes identified and categorized. Significant statements from eachewtgrere
extracted, looking for categories and identifying themes (Creswell 199@) ais
combination selective and line-by-line approach (van Manen, 1990).

Data reduction was accomplished by categorizing the data into themes and

subthemes (See Appendix C) and reducing them to a manageable level (Ca88!l
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Analysis also included listening and re-listening to the interview tapsdingeand re-
reading transcribed interview data (Milacci, 2003). Subsequent findingswoeen
into a narrative description of perpetrators of Internet crimes againstechiltfember
checking with two participants provided meaningful feedback that enhanced this study
trustworthiness and validity (Tetraut, 2006; Sosin, 2008). The findings were also found
to be credible and plausible by readers who were not involved in this study (Sosin, 2008).
Summary

This study explored the phenomenon of perpetrators of Internet crimes against
children. The study was designed as a collective case study using nuitiépland
cases. It was bounded by ICAC Task Force investigators as these individtals w
considered to be key informants who could provide a unique perspective on perpetrators
of Internet crimes against children. From investigators’ descriptions ottpetpators a
narrative portrait of these individuals emerged. The descriptions were obtameghthr
personal interviews, which were audiotaped and transcribed verbatim, analgzed a

categorized. Pseudonyms were used for each participant to ensure configlential
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CHAPTER FOUR: FINDINGS
Overview

The purpose of this collective case study was to investigate perpetrators of
Internet crimes against children and to develop a portrait of the individuals who tcommi
these crimes. More specifically, this study sought to investigate theseals from the
unique perspective of select Internet Crimes Against Children (ICAC)tigagms. A
presupposition of the study was that the perpetrators would be found to share common
characteristics. Through conversational, open ended interviews, the patsicigse
asked to describe the perpetrators with whom they came in contact and to affer thei
insights and opinions on the behaviors of those individuals. Yin (2003) pointed out that
as participants assist in this process, they become "key informants” (p.h@oxnan
only respondents and, as such, contribute to the success of the study.

This chapter begins with introductory portraits of the eight key informants, who
were collaborators and co-researchers in this study. This introductiodesdboth a
group snapshot of the participants and more detailed individual portraits. Also included
are insights shared by the co-researchers on the topic being investiggiettapms of
Internet crimes against children. These portraits were developed by meandféort
was made to ensure that they provided accurate descriptions of the partidipkacts, (
2003). These portraits allow the reader to get to know the investigators and téaumters

the passion and commitment they bring to their work.
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Data was obtained from informal, semi-structured interviews with the
participants. From these interviews, guided by the research questions, thrd¢eemes
emerged: theme one focused on general descriptions of the perpetrators; theme tw
addressed descriptions of perpetrators' behaviors and theme three concentrated on
descriptions of the motivations of the perpetrators. Research question three was
addressed throughout this chapter, as participant descriptions are compared and
contrasted (Davis, 2007; Tetraut, 2006).

Portraits of the Co-Researchers

This section begins with narrative portraits of the eight participants, yhe ke
informants and co-researchers in this study: Bill, Joe, Larry, George, Hieal, Aank,
and Al. First, a group snapshot is presented that identifies the commonalities ghared b
the participants, including the goals and purpose of their work, along with theorpass
and commitment to the work in which they are engaged. This is followed by individual
portraits of the participants. The group photograph and the individual portraits of the
participants serve to "draw the reader into the case" (Creswell, 1998, p. 188)etthplac
study in context, and to involve the reader personally (van Manen, 1990). Against this
backdrop, greater clarity was brought to the findings of this study.

Group Snapshot
The eight participants in this study share some commonalities. Spégificay
are all Internet Crimes Against Children (ICAC) investigators analatkeoroughly
trained before they begin working online. Additionally, their work is both pro-aatide

reactive. The pro-active portion of their duties includes being online and iratesjig
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the chatrooms and other areas the perpetrators are known to utilize to findctives. vi
The reactive portion deals with phone calls from individuals, and information received
from the Internet service providers through cyptertips provided by the Naienger for
Missing and Exploited Children (NCMEC).

The commonalities that were perhaps most pertinent to this study were the
passion, the commitment and the dedication for keeping children safe on the Internet.
When queried as to the purpose of their work, a unanimous response from the
participants was “protecting the kids”. They each reported that knowindhéyaivere
doing everything they could to keep children safe on the Internet and keeping taem saf
from those who wish to harm them was their goal as well as their greatestr Larry
explained that this goal of protecting the children from online predators also ithclude
education: “It's all about the kids. It's about safeguarding them and makindhatire t
they understand the dangers. It's also about educating their parents”. d&atl amd
commented on the satisfaction he experiences:

| think the greatest satisfaction in this job is knowing that once the predators have

been taken off the streets, we have protected someone. There is no greater reward
or satisfaction than knowing we are protecting the children. That's what Useps

going.

All of the investigators indicated that their job was rewarding, but was also
difficult, and quite often takes time to find and arrest the perpetrators. Joe's
acknowledgement, of both the rewards and the difficulties involved in being an ICAC

investigator, typified statements made by all the participants:

Trying to snare those who want to hurt our child, that’s the goal.
Sometimes we can lay hands on them [the perpetrators] quicker than
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other times. Sometimes it's more drawn out, but we like to feel that we
are going to make a difference somewhere down the road. We know that
we aren’t going to be able to arrest everyone, but if we can take away a
piece of the puzzle, if we can protect the victim, or prevent the perpetrator
from getting to the victim, we have achieved our goal.

Individual Portraits

Joe

Joe comes from a law enforcement family. He now has over 25 years experienc
and has been working with ICAC for almost four years. He is in his fifti@sarsed,
and has children. Joe reported that he enjoys what he is doing now more than anything
he has ever done. However, he acknowledged feeling frustrated at times, but added that
this frustration would not deter him from accomplishing his mission of protecting
children.

Bill

Bill, indicated he became interested in law enforcement and that he hass"alway
wanted to be a police officer, even in high school. A bachelor in his thirties, Bill has
been in law enforcement for eleven years and has been with ICAC foefive. yWhen
gueried as to what he considered to be the purpose of his work, he agreed with Joe that it
was about protecting children. He went on to state that he, and other investigators, ofte
receive expressions of gratitude from the public:

It's rewarding to listen to the radio, or read in the newspaper after ahleases

been made, the comments that a citizen we don't even know has made about what

our unit has done and is doing. It's good to come into work and read the emails

we get. I've gotten three within the last two days from people | don'kkeoan

commenting on how they are proud of our unit and thanking us for what we are

doing to keep the children safe. For me, there is no greater satisfaction. geepin
children safe is what keeps us going.
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Larry

Larry has been with ICAC for eight years. He, too, stated that all hevanézd
to be was a cop. He has military experience, has been in law enforcemerietor s
years. He is in his forties, married, and is a father. When asked about the purpose of his
work, he indicated it was twofold: protection and education.

George

George has past military experience, is in his forties, is married,aanchiidren.
He began his law enforcement career sixteen years ago and has be@aAwitior nine
years. The goal and purpose of his work he stated was "to protect the kids". He
explained the he does that primarily by doing proactive online investigations, Idoking
perpetrators who are out there trying to solicit kids as well as those who\anegyie
distributing and manufacturing pornography.

Fred

Fred is a bachelor in his thirties. He is a college graduate, with nineojdans
enforcement experience. He has been with his ICAC unit for almost twoayehhad
various other law enforcement experiences prior to coming with ICAC. Heedpbat
he was interested in police work since he was very young. "l got into it to helg peopl
Of course | do like the excitement, but primarily | got interested becauaetéd to help
people”. He maintained that protecting the children and "putting the bad guysisway

the purpose and goal of his work.

50



Alice

Alice, the sole female participant, is in her forties, has been in law emfente
for twenty years, and has been with ICAC unit for almost four years. Shenge si
mother who stated that she loves her work and has found it to be both interesting and
rewarding. She sees her goal and purpose as protecting the children and helptog them
be aware of the dangers on the Internet.

Frank

Frank reports that he always had an interest in law enforcement, and has been a
law enforcement officer for twenty four years. He has worked with ICACidbt gears.
He is in his forties and is zealous about protecting children from predators otetimet
and educating parents and children to the dangers.

Al

Al is married, in his forties, comes from a law enforcement family, and leas be
in law enforcement for twenty four years. He has been working with ICAGnarsa
eight years. When asked to describe the purpose of his work, he replied: "protecting
children, that's our primary objective". He went on to indicate that, for him, thedrewa
was knowing that "we are making a difference here", but he also reportédahan't

always easy to leave at the end of the day:

It's pretty overwhelming at times and it can be difficult to turn it off whan y

leave. | have learned to say: I'm done for today and it helps to have a cohesive
group working with you and someone who understands. But there's never an
issue of quitting. We've got to protect the children and we are making a
difference.
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Summary

Safeguardinghildren and educating them and their parents about the dangers on
the Internet was acknowledged by all the participants as being the purposelarfd goa
their work. These investigators are dedicated, passionate, and committed tg keepin

perpetrators off the streets, off the Internet, and away from the children.

Participants’ Insights into their World

Yin (2003) maintains that key informants contribute to the success of a study by
providing insights and opinions on the subject being researched. The participants in this
study were not only passionate about their work and the need to protect the children
online, but they also provided insights garnered from their unique and extensive
experiences with the perpetrators of Internet crimes against childreneadangers
inherent on the Internet. In addition to providing in-depth descriptions of the
perpetrators, their behaviors, and motivations, given later in this chaptelippatsdn
this study also shared valuable insights into the world of an ICAC investighaittit are
presented in this section.

Fred, Joe, Alice and George indicated that they had been unaware of the enormity
of the problem before they begin working with ICAC. They described the daasytre
accessibility and anonymity of the Internet, child pornography, the naivdié of t
children, lack of knowledge of parents and the general public, and lack of monitoring.

Fred expounded on the need to act to try to get some type of control: "It's a benprobl
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It's out of control, and my opinion is, if we don’t get a handle on it, we're going to be in
same position we are with narcotics, where it's a never ending battle’.
Joe reported being surprised by the numbers of people who wish to harm children
on the Internet, and referred to it as bdikgfire through broom straw. He further
recounted how amazed and surprised he was by the boldness and audacity of the
perpetrators:
If someone says ‘leave me alone’ or ‘I'm calling the cops’, they sayeéwdraand
they will hit someone else up. It's such a mass of people. I've been told that at
any one time there are 50,000 predators online. That may not sound like a lot if
you consider our population, but if you consider the ones they will be harming,
it's way too many. Like | said, | am amazed at how 'in your face’ ttgewi¢h it.
It's a constant battle trying to stay ahead of the perpetrators, becawusniy
know what they are going to come up with next. Just when we think we have
seen it all, you know, something new will turn up. First it was the Internet, and
then it was the file sharing, and now it's the social networking. Each onatgrese
a different challenge. So many people think that the Internet today is what the
game stations and Nintendo was ten or fifteen years ago, what the TV was twent
or thirty years ago.
Fred expressed the danger as resulting in part from the children beingisg trust
and naive:
So many of them are naive and they live for the moment. They just don't think
there's a danger from that person they are talking to. It's so easy fdotham
information out, they just aren't afraid to do that. They need to be educated about
the danger.
Al concurred, and added that the children, parents, educators and everyone needs
to be made aware of the danger: "we need to educate the parents and thelsashbols a
keeping kids safe. Kids are putting all that personal information out there through
MySpace accounts or other similar programs where they become victinasik's-r

perspective, on the other hand, is that the danger has been made more ominous by a
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combination of the tremendous growth and accessibility of the Internet, assviieél fact
that computers are now a ubiquitous feature of our society:

Actually, | think it's the crime itself [the danger]. It's the many crimneslving

child pornography or child enticement. In over seven years of doing this, it's
grown tremendously. And | think a lot of it is due to the fact that people can buy a
computer for a couple hundred bucks, rather than several thousand dollars. So,
now we have a lot more people with computers and a lot more people online.

Joe, Alice, and Larry commented that one of the dangers was the parents’ lack of
computer knowledge that often prevented them from truly understanding thesdanger
Joe added that this deficit of the parents may prevent them from understanding the
dangers and the extent of the danger:

Parents may think their child is safe because they are playing on thetinterne
playing online games. But they can be victimized in their own home when parents
think they are safe. They wouldn't let a child go to the mall by themselves at 8 or
nine years old, twelve even thirteen or even go to the neighborhood playground
down the street. So why would they let someone come into their home like that?

Alice agreed and reiterated the need for education which, in her opinion, is the
key to decreasing, and hopefully preventing, children being victimized by online
predators:

It's just all about educating the parents. The kids are so vulnerable, and there are
so many children out there that don’t have the knowledge, or don'’t really care.
That'’s the biggest concern for me because they just don’t know who they're
talking to. And if they do, they just don’t understand what could possibly happen

if they actually meet somebody that's a predator. | would say, defiriielkids

would be the number one. Not being monitored, and just not knowing. A lot of
the time, the parents just don’t know what they can and can’t do with the
computer. The kids today more often than not know more than their parents do.

Larry agreed with Alice and Joe, but added that it was society in general, and not

just the parents, who needed to be educated on the dangers:
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There is no control on the Internet, parents don't control the Internet. They don't
see it as a threat. Society doesn't see it as a threat. Society knows ¢hiataher

lot of nasty stuff on the Internet, but nobody wants to address it. Parents know
about it, but parents ... | guess | shouldn'taayparents, but a large majority of
parents know the Internet is a wealth of information but they also know there are
dangers. It used to be, you know the perverts, they kind of stood out, because
they were the ones that were hanging around the school yards, hanging around the
swimming pool, you know in the summer time. They might not have kids, like
the soccer coaches or whatever that don't have kids. Now, with the Internet, they
don’t have to go out and look for targets, or look for victims, they can jump on the
Internet and fish all night, and it's anonymous.

Alice, too, was amazed at how quickly the problem of Internet crimes against

children has grown since she began doing this work:

| would have to say for me, it's incredible how rapidly it [Internet crime] has
progressed,; it has just exploded. When | first came, about four years ago, it was
pretty much at the beginning stages, we’d do the online stuff, or the child
pornography. It has progressed, progressed so rapidly, that now it's daily, we're
getting phone calls about someone's daughter is being contacted online by
someone who they believe is an adult, or they've received these pictures of child
pornography or somebody soliciting us to send them pictures of our children.

Joe summed up the problem as well as the dangers quite succinctly and quite

eloquently:

The Internet is what has brought them together. It's given them a maatega
hang out. It's just like in Africa during the dry season, when all the animals have
to go to one source for water and there's the alligator, crocodile whatever. The
are waiting for the animal to come down into the waldre animal knows that
something is not right, but yet they go any way and out of nowhere the crocodile,
alligator whatever will grab them and pull them undéou know, it's the same
thing. They are drawn, the kids are drawn, to the Internet because it's freexlom, it'
information, it's sharing. The Internet pulls everything, everyone tagétkdhe
good and the bad. It's a mixing bowl. The innocent can't help but come shoulder
to shoulder with those who are less innocent. There is no way to identify the
good and the bad.
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Summary

Safeguarding children and educating them and their parents about the dangers on
the Internet was acknowledged by all the participants as being the purposalanfd go
their work. These investigators are dedicated, passionate, and committed tg Kespin
perpetrators off the streets, off the Internet, and away from the childrercig2att
descriptions of these perpetrators, their behaviors and the motivations thahelnviot
do what they do are the focus of the remaining portions of this chapter.

Description of the Perpetrators

At the outset of each interview, when queried regarding a description of
perpetrators of Internet crimes against children, all eight participsranimously related
that these individuals could be anyone. All agreed that a perpetrator could be the person
sitting next to you in church, in a restaurant, the theater, or at work. As thewwke
progressed, the participants were asked to talk about the types of individuals they
encountered online. Initially, their descriptions were primarily demograpbwever, as
each interview progressed, participant descriptions became more and more in depth.
General Demographic Descriptions

Each of the investigators indicated that in their work they had encountered
perpetrators of every age, ethnicity, marital status, occupation, sociah@catatus
(SES), and educational level. Larry emphasized the diversity and variatyivafluals
with whom he has come in contact:

We've had people who were unemployed; we've also had guys with PhDs who
were pulling down a six figure income. It [the problem] knows no racial

56



boundaries, no socioeconomic status or gender boundaries. The people who
offend against children can literally be the person sitting next to you at the
movies. You would never know it.

George reiterated the point that these individuals are not easily identifiés:
are at the point now, when we do our presentations, we say: look around you, it could be
anybody". Alice agreed, but also acknowledged the possibility that commesatiiht
exist: "It is kind of broad [the description], but there may be a few things éhapecific
to each of them. You know, maybe something that they all have in common".

Gender
One common characteristic that the participants unanimously agreed upon was

that perpetrators of Internet crimes against children were predominamgly. nd, Fred,

Bill, Joe, Alice, Larry and George reported that female perpetratnes rarely seen and

that when they were encountered it was most often in a chatroom.
As George emphasized:
We haven’'t come across them [females] as much. What will happen is, we’ll
come across one and we’ll do that because we’re in a certain room or something

then we’ll realize, hey this is where we need to be because this is where the
females are, trying to pick up young boys.

Alice agreed with Bill that females were seen less often than malexlded:
“We just aren’t seeing them [females] in the solicitation part of it. Mayb just not the
right mix yet. Primarily we see more instances where women have kidbeyire
offering them up to engage in sexual activity”.
Joe admitted that he was surprised by the incidences in which he had encountered
female perpetrators and expressed that shock and surprise:
| have only had one woman and she had a daughter, not a son. She thought she
was talking to a female child [online] and she wanted us all to get hooked up. She

wanted this girl and her father to have relations with her and her son, a four-way.
I'm thinking, wow!
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Age and Ethnicity

All participants described the perpetrators as being predominantly Gaucasi
between the ages of 18 and 70. Several of the investigators indicated that they had
encountered a few other ethnic groups, but only on rare occasions. Al, Bill, Alice, Fred
and Frank reported that they had come in contact with very few Africaniéaner
perpetrators. Bill has seen only two in the five years he has been working with ACA
reported having encountered one, and Alice has encountered no more than four or five
African-American perpetrators since she has been doing this kind of work. @\ afck
Alice did not provide exact numbers, but reported having come across "a few" Asians,
and Hispanics. Bill investigated a case involving a perpetrator of Middlergast
descent.

Significantly, all investigators indicated that they had discovered veryferary
images of African-American children in the course of their work. Frank repbidéte
had encounteredlot of images of children who appeared to be from the Soviet bloc
countries, but none of the other seven participants mentioned this or any other ethnic
group by name.
Marital Status

All the investigators indicated that they had discovered both married and single
individuals to be perpetrators of Internet crimes against children. Al and Bill bot
mentioned that in their experience it is "pretty much a 50/50 split" between thosarev

single and those who are married. However, Bill offered this additional insight:
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A lot of these people are married, but not happy. Because of the unhappiness at
home, they are on the Internet 'hunting’, seeing what they can find. The sad thing
is that a lot of the time, there are children in the house. They have kids the same
age as the ones they are trying to hook up with, sometimes even infants. When
you ask them what they would do if somebody wanted to have sex with their
child, they usually say 'lI'd kill them!" So, then, what's the difference? $ giges

okay for them to do it with someone else's child, but not okay for someone to do it
with their children.

Education/Occupation

All of the participants reported a variety of occupations and educational levels
among the perpetrators they had encountered. Larry stated that he had gpen,all t
from professionals to blue-collar workers and that the occupations includedrsgache
lawyers, policemen, clergy, and even diplomats. Both Alice and George inditaited t
these people are naicket scientists, and most of them have been found to possess a high
school education, or less. Alice commented that, in her experience, "ninety pércent o
them know just enough to be able to go online, and start chatting; but they do know to
disguise their true identity”.

Al provided insight on the level of knowledge and experience of the perpetrators,

not necessarily equated with education:

They may not even have a GED or have finished high school, but I've had guys
that still could build their own computer because they want to be able to do a
certain thing. They know that building a computer could get them the satisfaction
that they need. If they wanted to victimize a child maybe they couldn’t. Maybe
they were too scared for a hands-on contact, but they know that they could do it
online. They would find a way to do that. Whether it was building their own
computer, using somebody else’s, using the library’s computer or whatever they
needed to do.

Alice, Bill and George indicated that many of these individuals with whom they

come in contact with are employed, but are not career oriented. They indicataaythat
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a handful are professionals with careers. For the majority of these indsyidual

employment is only the means to end: to earn enough money to live. Bill commented:

These people live for the computer, not for their jobs. Their entire life centers
around the computer. They structure their days so they can get stayede@tol
work, sometimes even get online at work. When they come home, it's the
computer, the computer, the computer.

George agreed and added that the physical surroundings encountered when a
search warrant was executed provided evidence that many of these indirageig|eft

the computer:

They sit at home — we can tell from what we find in the house, some of the things
they have around them, that they don’t leave that computer. They get online and
that’'s where their focus is — trying to hook a child, trying to hook a child.

Sexual Preferences

Based upon their experiences, investigators related the preferencefof typ
victim and sexual activity perpetrators of Internet crimes againsirehi The
participants described three categories of offenders: preferentiatj@mal and financial.
The Preferential Offender

The preferential offender, when referred to by that term, was describedi@s be
the most dangerous type of offender encountered. The participants described thes
individuals as being highly motivated, whose sexual interest was children. Theyynot onl
have a sexual preference for children, but also a preference for a paryigalaf child.
In the literature, a preferential offender included diverse offenders who mayveat ha

strong preference for a child (Lanning, 2001). They were also described asrssmet
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having latent sexual preferences which they acted upon when their inhibitions were
lowered (Ferraro & Casey, 2005).
Bill's description of this type of offender provided insight into the types timsc

these offenders desire:

They have a preference as to body type, what type of child they are looking for.
They might like blonde haired, blue eyed little girls or brown hair, brown eyes. If
someone is online chatting and if it doesn't strike the interest of that prederenti
offender, he will not talk any more. He might also have fetishes - foot, belly
button, skin. Whatever his preference is, that is what is going to spark his interest
and then and only then will he be interested in conversing with, or be interested
in, a victim.

Although George did not use the term preferential, he alluded to it in his
interview. He commented that, in his opinion, this type of offending and behavior did not
just appear out of nowhere and did not happen only once:

These guys have a true desire to have sex with kids. It's not a onetimetthing;

didn’t just come ‘out of the blue’. You know, they didn’t just say: 'I'm going to

try it and that's the end of it'. No, they've had that desire all along. Itisapty
been instilled with them all their lives.

Alice described the behavior of individuals who preferred a particular type of
victim, but she also indicated that investigators usually did not know if the perpetrators

desired a particular child, or type of child, until they were apprehended:

They [the perpetrators] most often are males wanting little girlseTher

have been a handful that would take either, it didn’t matter. Most of the

time we discover which gender they prefer when the computer is confisodted a
the images on it are seen.

She went on to discuss a particular instance that demonstrated the danger involved

with this particular type of offender:
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There are two perpetrators that stick out in my mind. One of them had arranged to
meet a twelve year old girl, - or at least someone he thought was a ywatve

old. On his way, stopped and picked up a friend. They were both going to engage
in sexual activity with the girl. But, honestly, | don't think either of them had
enough on the ball to stop the other one, once the act began, or know to say ‘no,
stop, we shouldn’t do that'.

The Stuational Offender

The situational offenders, although not always referred to by the techmnimal te

were described by the investigators as having an extreme interagthing of a sexual

nature. These perpetrators exhibit no reservations about having sex with anyone, eve

animals. Bill and Fred described the situational offender as the type seeofteoy¢he

type that would react to visual stimuli, choose his victims, and try things to sebavha

likes and wants. Bill commented: “these guys are usually the ones whoeared¢b as

'dabblers’. They get involved in this whole new realm. They are testing themselves

testing the waters to see what they like".

Fred elaborated on this perspective:

| don’t even know that it's so much that they want to have sex with a minor as it
is they just have a sexual addiction. And they want it from anybody they can get it
from. Whether it be a twenty-two year old, a forty year old, a twelve year old.
Long as they can get their fix, it's what they want.

Bill goes even further in his description of the situational offender andssqsre

what he considers to be an evolution, as it were, of much more sinister behavior:

In my opinion the situational offender is not the true pedophile. This is a male,
early twenties to say thirty, still sexually active. He will engagsex with

adults, children, anyone. He will try anything, and will dip his hand into every
bucket. He may start out merely as curious, go to websites that ardysexual
oriented and begin "fishing" to see what he can find. He thinks below the waist
rather than with his brain. It's all about his sexual gratification. | diydredieve,
based on what | have seen in this job that the situational offender evolves into the
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preferential offender. They may start out as a situational offender, but lose
interest in the adult part of it. They begin to prefer the pubescent and
prepubescent child. Just like a car needs gasoline, they need fuel for their
fantasies.

Fred echoed similar views, but added an attention-grabbing perspective on the
combination of the accessibility of the images coupled with the anonymity provided by

the Internet, that propels these perpetrators to seek more and mommencite

They can get on there (the Internet) and they can just get anything thgytwa

might not even be, as far as talking with a real victim, but you get the gtsy that

on the verge, does he want to do this or does he not want to do it. He starts seeing
a few pictures, then he might take it a step further to talking with one. Then step
further to actually trying to meet someone. It’s just that it is so easkifotype

of behavior to take place. They're in their own home, think nothing is wrong,

they won’t get caught because they're using a fake name. The next thing they
know they're meeting a twelve year old at a park.

It was interesting to note that while George echoed Bill and Fred's Mienalso
went further and described some of the cognitive distortions so often exhibiteesby t

individuals as well as the validation they receive from likeminded individuals:

There’s a possibility somebody has, you knowitke desire, but they know right

from wrong. They start dabbing in child pornography and then maybe they do get
online, and they’re chatting with other people that have that similar interest, and
then they begin to think: well, maybe it isn’t really wrong, because people are
doing it, and look at all these pictures that are available (emphasis added)

The Financial Offender

A new category of offender emerged during the interviews that was not found in
the literature review. Larry and Bill referred to the individuals who profdasetarily
from their activities on the Internet as financial offenders. These indigidwalnot only

manufacturers and distributors of child pornography, but include people who set up web
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sites and sell pornographic pictures of themselves or, worse, pictures of their own
children, grandchildren, nieces and nephews. Larry stated that greedehdlgrne

drives these individuals:

A lot of people now want to make money and will use the Internet to make
money, no matter how and no matter how bad or how dangerous it may be. They
see an opportunity that technology has made possible to make money.

According to Bill, the financial offender is also quite often someone with whom
the victim is familiar, perhaps even a close relative. He stated that thard@moéthe
victim in the child pornography images provides an important clue as to the identity of

the person taking the photograph:

The financial offender is mainly a person who is in it for the money. They can be
a person hosting child pornography websites, or teen modeling sites, anything and
any place they can make money. They are typically the parents or perhaps an
aunt, uncle, or grandparent. Someone who is really close to the individual being
victimized. In the child pornography images, the victim is smiling. This leads us
to believe that these kids know the person who is taking their photograph. These
people are exploiting their children, just so they can get richer and their bank
accounts can grow. It has more to do with greed than anything else.

Summary
Participants described the individuals who commit Internet crimes agains
children in demographic terms as well as by their sexual preferemtestvities
associated with these preferences. Some of the participants also desclidduals
whose interest in sexual activity on the Internet was inspired by the opportunity for

financial gain.
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Description of the Perpetrators’ Behaviors

In addition to the descriptions of the more general demographic characeristic
and sexual preferences of the perpetrators, participants also spoke of megetrat
behaviors, including activities associated with pornography, grooming of gjcaimal
Internet activities.
Pornography Activities

Frank addressed the problem of pornography by asking: “what is the biggest
business on the Internet? It's pornography”. Joe responded, when asked about the types
of activities he saw most frequently online, that for the most part it was pophggra
"There's plenty of it out there” he stated, “and it's not like you've got torgagh three
locked doors to get it". He went on to explain further:

The adult porn is there and it's a teaser for child.pdhere are so many places

you can go to, that you can search and look and they will disguise adult porn

under say, a twelve year old female doing whatever, knowing that this person is

going to click on it, because they're interested in it. Like wonder what a twelve

year old girl looks like? Or they'll have movies on bestiality. Wonder what that
looks like? They click on it and then it will be just regular old adult porn.

Al resonated with Joe and Frank regarding the fact pornography on the Internet
was an enormous problem and reported that for his unit it was the type of onling activi

seen most often, but cautioned that this did not mean it is the only activity discovered:

Most of our cases are child pornography cases - the possession, receipt, and
distribution. The way they are coming to our attention is that they are using the
Internet for child pornography. It's not hard to do, it's as simple as downloading,
installing, and typing in a search term. They can get some pretty grdehic fi
quickly with high speed connection.
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He quickly added: "now, that doesn't mean they aren't trying to contact children
or trying to contact other adults who have children that they are victimizinipesn't

mean they're not doing that also”
Joe explained how the individuals who make the pornography available are adept

at learning what does and does not appeal to people when they click on certain web sites

The people providing this stuff do that, knowing that the curiosity is there. They
will show you a free trailer, or sell you one, probably ten to twenty seconds, but
they know that's enough to plant the seed. Sometimes they will disguise it under
adult porn, like a twelve year old doing something. These guys are curious and
will click on it and it's adult porn. But now they know he's interested. Then they
sell them.
Bill pointed out that individuals who view these images, or trade them, have a

tendency to feel that they are different than a child molester: "theséhguiysbecause

it's an image on paper, that there's nothing wrong with looking at it, and tradiftgey

think: 'it's not like we're actually hurting a real child”.

He went on to add:

What they [the perpetrators] don't seem to realize is that every time a@ imag

shows up, a child has been victimized. They had to be victimized for that picture

to have been taken. They don't seem to understand that a child could have been

brutally assaulted, raped, or even killed and that picture taken, just for their

gratification. NCMEC's stats show that two out of five missing children are

missing because of Internet activity.

Frank, Bill and George pointed out that perpetrators often have vast colladtions
pornography. Frank and George both reported that, in their experience, these individuals
often possess "several thousand” images. Frank added: "lI've seen them whghingv

is categorized and I've seen them were they are hidden in program files".

66



Bill alluded to collections as well and went further to say:

Trading of child pornography follows a pattern similar to collecting bdiseba

cards. Like minded individuals will swap images and certain images are more
valuable than others. One of them may have an image that is hard to find and not
the ones usually seen every day. They will say: 'I'll send you five imagésfo

one', so then it's a five to one ratio.

Grooming of the Victims

Fred, Joe and Bill spoke of how much time and effort the perpetrators are willing
to spend on building a relationship with their victims. Occasionally a perpetrditor wi
become graphic in language and intent very quickly, at other times the grooming and

seduction takes longer. Joe explained how this happens:

They use the Internet for children to sound off to them. They will act as another
kid and buddy up with them. After they talk about common interests and stuff,
they sooner or later start talking about sex. They'll talk for a while and then they
become friends. They will get to know each other personally and that child says:
wow, that guy with that screen name, he's pretty cool! Before you know it
he says: 'hey, | want to tell you something. I'm not really 17, I'm 24" and the
child says 'that's okay. We've talked a lot and he's just somebody on the screen
that I've talked to, it's okay'. Then they'll talk a little more, and that person
eventually tells them his real age. He may be as old as their parents onsesmeti
even older, but the child doesn't see a danger there because it's been such a
gradual process. They don't realize that the gate is open for danger.

Fred elaborated on the process of relationship building as well as the length of
time the perpetrators take to develop the relationship before their conversabarebe

sexual:

At first they just start talking. For months they just talk about anything,

you know, like the weather, how school is going. It might be six months down
the road before they turn it [the conversation] into a sexual nature. They try to
become a part of the person's life, create a bond.
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Bill also alluded to the bond that is often created during this period of relationship

building that takes place during the grooming process:

They [the perpetrators] become the child's best friend. They start out teding t
child that they are the same age, or near the same age. They build ast@latio
with that child and build up to telling them the truth about how old they really are.
Then they'll ask: 'does it really matter how old | am?' and the kid wilhsay

They feel like they have been sharing secrets all along, so nothing has changed
just they found out the person they have been talking to is really older.

Internet Activities

When queried as to the behaviors of perpetrators on the Internet, chatrooms were
mentioned repeatedly as the place where the greatest amount of comminvti
victims begins. George provided insight on how the perpetrators will quite often try

certain techniques to ascertain if they are talking to law enforcement or not:

Sometimes they’ll have three different screen names going at the same

time. So they're on as John Doe One, and then they have another screen name,
John Doe Two, etc. It's the same person but they're chatting with you as if

they're two different people. They know big brother is watching out there, so
what they’re trying to do is find inconsistencies. It's almost like they'negdoi

counter surveillance and these people are seeing if they can trip us up or catch us.

Alice agreed and described her experiences with chatrooms and how perpetrators

will often use these areas of the Internet as a starting point:

We see a lot of activity in chat rooms mainly because that’'s what we

go into. We don’'t want to do any communicating in the chat room. And

they usually don’t either because there are so many other people in #igvehiin

may question 'why are you saying that to a young girl'? Once they tleiyilkeh
verified who the person is they are talking to, or think they have, they just want to
go in there and either get their kick or try to meet somebody.

The investigators reported that while a great deal of activity stilstpleee in the

chatrooms, they have discovered that other venues such web cams, videos, Instant Relay
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Chat, peer to peer file sharing, and social networking sites (e.g., My&paé@acebook)
are being used more and more frequently by these kinds of perpetrators. Jaakypeci
described the dangers presented in the social networking sites and the nahaté of
young people who frequent them:

The chatrooms are still a bad place, but so much more information can be gained
from the social networking sites than anywhere else, in my opinion. It's almost
like a contest for the kids, as to who can get the most "friends" on there. I'll say
teenagers mostly, in junior or senior high. They will have upwards of 300 kids on
their site. Again, it's like a contest to see who's the most popular, but they don't
seem to realize that they can't always know who is out there.

He went on to explain how the perpetrators are taking advantage of this new

technology and its popularity with younger people:

With the popularity of the social networking sites, these predators arg guai

and targeting certain school districts. They are going in and putting in like a
school name, getting all the kids who have signed up and put that school as their
name. So what they [the perpetrators] do then, is go out and click on every one of
them and add them as friends, so they are hitting those contacts through the social
networking sites. When we look on a predator's page and he doesn't have any
adults on his page, but does have fifty or sixty minor females, the light bulb goes
off, the red flag starts to wave - this is a predator here.

Alice concurred and expounded on the premise that, even though the social
networking sites were trying to take measures to prevent this type ofyacthe wasn't

sure how successful they could be:

We’'ve been looking on MySpace and Facebook and stuff like that. We see a lot
more of the blogging where people are actually posting things. They make a
comment on somebody’s picture or, they don’t. | know there’s all this press on
MySpace and Facebook right now about them trying to monitor their clients and
find out if they're registered sex offenders, or whatever. But it's just sp vast
there so much of it, | don’t see how they can possibly keep track of everything.
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The investigators reported that web cams and microphoning are being used more
and more frequently by the perpetrators of Internet crimes against childiiea. A
responded when queried about the use of web cams: "We get invites all the time to view
webcams. And nine times out of ten, they're not showing their faces!”

Larry agreed, but added:

Web cams are so cheap now and most of them are plug and play. You just plug

them in. ,the computer automatically recognizes it and they're ready {Ohgoé

is more of that occurring, but the basis of all of it is the instant messaging,

online and actually chatting with other people, or going into rooms and chatting

with other people.

The investigators acknowledged that the perpetrators were becoming more wary
and cognizant of the fact that they may be talking with a police officer, savérey
turning more and more often to the web cam. However, this is causing some concern and
problems for the investigators because it is difficult for them to disguiseséhess via
web cam, so they try to insist on phone calls instead and then a decoy can be used for the
phone call.

The investigators reported that perpetrators will try to avoid being ddtbgtlaw
enforcement by using Instant Relay Chat, or IRC. Instant Relay Chat-teame chat
that allows one to one communication via private messages and transfer to daga. In fi
sharing using peer to peer (P2P), files are stored on an individual's computer add shar
with another person who uploads and receives the files. These activities do not pass

through a server and allows the perpetrators to share child pornography images, in

pictures and video.
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Bill commented on how on these technologies are used for the trading and
collecting of child pornography:

You have the underground networks for child porn, the Internet relay chat - the

IRC. In these areas of the net, trading child porn in code goes on. The perps go

in and trade by ratios. Child porn is assigned a value through these collectors -

kinda like baseball cards. You may have an image that is a hard to find image

compared to images seen every day. So, this collector will go "hey, I'liysand
five images for that one", so it's a five/one ratio. They will hit it up that way

Summary

The perpetrator behaviors observed most frequently by the participants were
activities associated with pornography, grooming of victims, and spetiéimet
behaviors including use of chatrooms, blogging, social networking sites, webcams,
videos, and Instant Relay Chat.

Descriptions of the Perpetrators’ Motivations

What could drive a person to commit these types of crimes against children? Do
these individuals suffer from emotional iliness, cognitive distortions, or sexuatiad@i
Participants in their interviews described three major motivations forehesvior that
are categorized as follows: lack of social skills, sexual addiction, and the dmvnwa
spiral associated with pornography.
Lack of Social Skills

Participants described perpetrators of Internet crimes against ohalsligeing
primarily loners, introverts, adult males still living at home with Mom and Daith, wi
poor social skills, few friends, and suffering from low self-esteem. Thejrioi@rest is

the Internet and the opportunities it provides as fuel for their sexual fardasi@&rhaps
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the only means of developing and maintaining relationships. The virtual world of the
Internet is their world and they quite often have no idea of what is going on in their
community, their neighborhood or the world and have no interest in finding out. Alice
estimated that perhaps half of the individuals she had encountered still lived at home.

Bill elaborated:

These guys live on the computer. If you go to the house of this individual

on an investigation and ask where the computer is, most often it will be ‘it's

downstairs in his bedroom’. His whole world is through that screen, through the
Internet.

Fred, George and Bill all observed that these individuals usually feel more
comfortable communicating with children than adults or someone their own age. The
anonymity of the Internet allows them to be whomever or whatever they choose to be.
They develop a persona, sometimes several, and form relationships based owahis vi
self. They are empowered and emboldened, which compensates for their feelings of

inadequacy in the real world. Bill explained further:

These guys would never be able to walk up to a female at the mall, or wherever
and start a conversation. They wouldn't just walk up to someone they didn't know
and ask 'are you a virgin?' So why do it on the Internet? Or ask in the first two
lines of conversation: 'Do you want to have sex?' These guys would never do
that in person, so why on the computer? The person they're talking to can't reach
out and slap them or strangle them. If the person they are talking to says 'you'r
sick’, or doesn't want to talk with them, they can just shut the door on her move to
the next one. All they're doing is fishing. Eventually somebody will say yes. So
they think: 'What the heck’. What do | have to lose?

Fred echoed Bill's description regarding the lack of social skills exdibiyehe

perpetrators:

In my opinion, they lack the social skills to go to the hang out and have a few
drinks or whatever, and meet somebody their age or a female their age and talk. |
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don’t know if they’re not comfortable doing that or they might not have the skills
to doit. Sotheycan use the Internet as a tool where they don’t have to talk face
to face. It's easier for someone to talk over the Internet where they dom’t eve
hear a voice. It's easier than the phone and the phone is easy. So they use it to
meet people and feel comfortable while they meet them. And a lot of times you
know, they might not be the best looking person or whatever.

For these investigators, this lack of social skills was exhibited by mdse of t
individuals with whom they came in contact, but they also described sexual@ddicti
and/or preoccupation with anything sexual as another possible motivator.

Sexual Addiction

The perpetrators were described as being highly motivated, willing to gg to an
lengths to groom and prepare their victims. They also were described ascbfteting
compulsive and addictive traits. This apparent addiction to sex on the Internet was
mentioned by Al, George, Fred, Bill, Joe, Larry. Alice and Frank's déscispvere
evocative of addictive traits but not voiced quite as strongly. Additionally, the iaddict
nature of the Internet itself also played an important part in the descriptions.

As Joe remarked:

The Internet is a wonderful tool. The bad guys use it just like the good guys do

except they exploit it for their use. These people are out there, they have their

own little network and they have means, ways of sharing information that are not

commonly seen in the general public. The Internet, is a huge void. | mean, it's
like out in space.

The apparent obsession of these criminals was noted by George and Fred who
relayed that they had seen individuals apparently unable to stop their unlawftilesctivi

even though they were out on bond after being convicted and incarcerated for an offense.
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Fred described one particular incident:

This guy had done some jail time, got released, wasn't supposed to be online or
anything, but was actually back on My Space, contacting underage people again.
He was picked up again, they revoked him, and he's back in jail waiting for trial
again on the new ones [offenses].

He went on to add: "I have had a couple of incidences where individuals have been
arrested, and their screen names would reappear where they were online egin. |
say exactly what they were doing, but they were definitely back online".

Remarking on the addictive nature of these individuals, George relayed how, in
his experience, he had found that quite often perpetrators are completely albisorbed i

what they are doing and are oblivious to everyone - and everything - around them:

We've had instances where we’'ve actually walked up on people, we had someone
that was chatting and we knew where he was. We went to the site, stood over his
shoulder while he was chatting. He didn't even know we were there until we
tapped him on the shoulder. He had six or seven different screens up where he
was chatting with six or seven different people at the same time.

Bill indicated that the addiction and preoccupation with sexual activity on the

Internet became apparent to him when the homes of these individuals were entered:

I have only been in one house where | would eat off the kitchen table.

They are nasty. They don't take the trash out. They have pets they domt,care f
urine and feces around. They are so inclined to that computer world that they lose
even the concept of cleanliness. Dishes stacked up, ants, flies, maggotsmwhateve
It's really nasty.

He added that these individuals don't always fit the stereotype of an offender:

A lot of times these people are college professors, teachers, nursesreaké

other people, but can't, or won't, take care of themselves. They are educating my
child? Taking care of my Mom in a nursing home? You can't help but wonder:
what has it gotten to. The Internet is so addictive, it just reaches out and grabs
them and won't let them out of the seat until they've accomplished what they are
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going to do. Sometimes we want to wear a haz mat suit when we go into some of
these places. You know what they have been doing on the web cam and you go
into the house and you think: what biohazards are here? It's really nasty. They
are sick in their mind; they're dirty in their mind and dirty in living habits, too.

Larry also discussed the obsession with the Internet to the exclusion of all othe
activities which became evident to him when he entered the homes of these individuals :
"You go in and they [the perpetrators] have pots and pans, everything piled up in the
kitchen. Cock roaches running everywhere. They spend six, eight, ten hours a day
online rather than taking care of their house".

Joe spoke of perpetrators with whom he had come in contact who were not only
were lacking in their own personal hygiene, but also were not concerned about the
personal cleanliness of the people with whom they were talking. He alluded also to the

addictive behaviors and lack of morals these individuals exhibited:

When they're chatting, they will ask the person to perform sexual acts, like
touching themselves or whatever. If they say 'l can't, my Mom is coming' the
perp will say 'don't worry about it, do it any way'. They just don't care. THey wi
ask for some really nasty stuff, too. They don't care about their health or anyone
else's either.

Frank indicated that the behaviors exhibited by the perpetrators with whom he had
come in contact appeared to be addictive in nature; however, he was somewhat reticent
about labeling it as such:

I'm not a doctor, but | know it's an addiction. If people have set up over a

hundred different group pages and one gets shut down, they will just open another

one. They start chatting about the same things and trading images back and forth.
They don't seem able to stop.

Alice alluded to the fact that the perpetrators have to be online, even at work.
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Although she did not use the word addicted, she seemed to allude to that several times
during her interview. She reported that in her experience, based on what she had
observed online, that there appeared to be a sequence or progression associated with the
viewing of pornography.

Downward Spiral of Pornography

It was unanimous among the participants that pornography was the common
denominator for these perpetrators, whether it was the pedophile, the preferential
offender, the situational offender, the dabbler, the voyeur, or the trader, collector
manufacturer and/or distributor. There was somewhat of an overlap between idescript
of addictive behavior and the downward progression from viewing pornography. This
downward spiral was described most often by all the participants as a comynibrealit
perpetrators shared.

These individuals were most often described as being compulsive, highly
motivated perhaps with addictive traits. The lure of sex on the Internet, abavell
accessibility, the anonymity offered, the gradual progression and compulsivedoehavi
associated with viewing pornography, was recounted by participants again end aga

Larry expressed his views on the availability of pornography and the apparent

progression:

They (the perpetrators) start going online and more or less dabbling and then they
realize that they have an interest, and their interest is peaked. Then'thaly go
blown' into it. They start chatting online, they start looking at the web sites that
contain the graphic images. They start buying the graphic images, they start
buying the movies, DVDs that can be sent to them through the mail. They use the
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Internet to facilitate everything that they are doing from viewing, to orgeto
receiving . We're talking predominantly about child pornography.

Frank echoed similar thoughts: “The way | see it, if a person looks at it enough,
they'll want to fulfill the act they're looking at". Joe also described a psagresom
looking to doing, and provided insight into possible reasons for the behavior and agreed

with Frank that pornography was only one step away from committing a contaceoffens

They get looking at adult pornography and, that's good for a while. Then

they move to mid-teens, little girls with the pompoms, slightly developed bodies
or whatever. That does okay for a while. Then they have to look at prepubescent
kids that haven't even started to mature or develop. That only works for a while,
then they start going younger and younger. And ... it's like, where do you draw
the line? Gathering the porn and looking at that stuff is only one step away from
actually grabbing a child and living it out.

Bill was much more direct in his assessment of both the accessibility and
availability of pornography online and its seemingly addictive nature:

| personally think they learn it. Stuff that they learn to do because of the tnterne
and the availability of porn that is out there. They get out there and get in it, it's
an interest and a hobby that they acquire. All of a sudden this hobby turns into an
obsession. | think that is where a lot of these people get into trouble is the fact
that the fantasy turns into an obsession and suddenly the obsession turns into
reality. That reality is victimizing a real child.

Alice's description of the numbers of people online perpetrating these crimes was
interesting and colorful. It also provided an ominous point that was very well taken:

For a lot of them, [the perpetrators] the first time they talk to you they want to
meet you. They've already gone to the point of solicitation and | meanst’s j
unbelievable how, even with all the coverage they've had in the news with the
“To Catch a Predator”, they still are coming out. Studies have been done that
indicate that if these guys have traveled one time, chances are thatr¢herany
others that they've done and we don't know about it.
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Bill, Frank, Al and Joe agreed that these perpetrators may start out with adul
pornography, but soon move on to other, more graphic images and the children portrayed
in these images are younger and younger. Bill described the progression as being a
gradual degradation:

They [the perpetrators] don't get the sexual excitement any more so tleey low
their inhibitions and move to teenage porn. They might be interested in that for
two or three months. Then, they lose interest. So what do they do? They drop
down even further, and get into the pre-pubescent and pubescent stages of child

porn. They try to fuel the fantasy there for a certain amount of time. Soon that
doesn't create the excitement.

Al echoed this observation based on his experience with perpetrators and their
cognitive distortions and apparent lack of impulse control and describedsti pggesy
slope:
These guys are visual. They have looked at the adult stuff and, for some reason,
the adult stuff just doesn't seem to do it for them. Others will tell you that they
have gone from the adult stuff, to bestiality, to really deviant types of porn, and to
child porn. They give me the line: 'Well, the adult porn just didn't do it for me
anymore. It was just run of the mill stuff. | needed something more taboo, more
stimulating'. They even tell me that they know it's illegal, it's childrenydsut

they can get it, look at it and get sexual gratification. They tell me thdtyis w
they crave it.

Joe emphasized that in the beginning the interest may be in adult pornography,
but the interest in child pornography follows and is easy to spot: "These people may also
have adult pornography, but we can see when the child pornography starts. When the
computers are confiscated, they contain thousands of images of child pornography,
sometimes hundreds of thousands of images, including videos".

Frank described the images and the ages of the victims he had observed and the

shock and revulsion he has felt when encountering them in his work: "most people think
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it's [the pornography] just dirty pictures of the Internet, but some of the stuféelare...
like two month old infants being sexually assaulted. It's horrifying to thinktifiss
going on out there”.
George, too, addressed the issue of child pornography and it's progression, but
added that, in his opinion and experience, this progression could actually lead to

committing contact offenses, some of which may never be discovered:

| believe there is a definite connection. The people that collect child
pornography or produce child pornography and the ones that molest kids -

there is a big connection. We'll have the cases where somebody comes to

meet one of our investigators, we get their computer, probably 90% of the time,
we find child pornography on those computers also. Very seldom do we not find
some type of child, whether it’s just the erotic pictures, or full fledged child
pornography. We find images pertaining to the age group that we were portraying
back there. He’s got a collection on his computer. So there is definitely a
connection. And as for the people that we get with just child pornography, I think
there is a big correlation where they probably have had encounters with kids that
we don’t know about.

Alice echoed George, Bill and Frank's comments and added that she thinks the
scourge of child pornography will continue to grow as technology grows:

| would say definitely that if they're viewing the images and the videos of child
pornography, that it's almost a natural progression, especially if they doiyt real
have really any other kind of relationship with anyone. They’re going to star
looking at those pictures and images and say: hey, you know, this is what | need
to start looking for.

She went on to explain:

I've had maybe five or ten that have actually sent either images or videos of child
pornography. So I think it's definitely going to keep going up and up, especially
with the peer to peers. | think you're going to start seeing a lot more nabes i
press and with people who are trading the child pornography. Think back fifteen,
twenty years ago, when child pornography was magazines, pictures, you could
send back and forth through the mail. Now it’s, this is just so easy for them to use
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the Internet to basically make their living, unless they’re collectoes, they
don’t care, they just want the stuff. So | think it's going to start playing daamuc
bigger role.

George’s opined on the possibility of a progression from dabbling to actually

offending against a child and saw pornography as playing a role:

| guess there could probably be a progression from dabbling in child pornography
and maybe doing socializing on some of these sites, these pedophile sites, that
may be enough to take somebody away from “well, it is wrong, but you know
what, let me try it, why not? Let me try it.

Finally, Joe spoke about what can be done to stop these individuals from
offending:

What should we do? Short of putting some of these people on an island all by

themselves ... locking them away forever? Some of the perpetrators have

wanted, have asked for that, because they know they have a sickness. They know
they have an illness and it's not treatable, or not successfully yet.

Summary

When describing personal characteristics of the perpetrators of intemes
against children, the participants' descriptions included demographic infmmreath as
gender, age, marital status, ethnicity, education, socioeconomic status, @patiooc
The gender of the perpetrator was reported to be predominantly male, with only a very
few females. Those females with whom the investigators have come intcoatac
described as wanting twok up with someone for sexual purposes for activities that
included the children, or were offering up the children for sexual activity. The
investigators indicated that there was a possibility that more femaletpors wereut
there, but they had just not come in contact with them yet or perhaps had not found the

areas of the Internet that these individuals are frequenting.
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There was consensus among the participants that the ages of these pexpetrat
ranged from 18 years of age to age 60 and over. As for marital status thpaagic
agreed that there was a fifty-fifty split between offenders who wergadand those
who were single. Those who are married were described as often being unhappy and
their unhappiness led them to the computer wherehinatgd for something to fill the
void. It was reported not to be unusual for children to be in the home as well, often in
the same age range of ttlaldren whose images these perpetrators were viewing. All
the investigators described the ethnicity of these individuals to be predominantly
Caucasian. A few Asian and Hispanic perpetrators have been encountered, fawvery
African-Americans.

Level of education ranged from high school or below to college. However, the
consensus was that most were not, to quote Frank and Alice, "rocket scigntitsts"
rather possessed only enough knowledge to be able to get online and chat or download
the pornographic images. Socioeconomic status was seen to vary as wasarccupati
Again, the consensus was that while most of them were employed, they were not caree
oriented but used their jobs as a means to an end - to furnish money to buy the reecessitie
of life and also to provide the means to acquire a computer.

The sexual preferences exhibited by the perpetrators the investigatmustened
online were also described. As mentioned previously, initially the participants
descriptions tended to be expressed only in terms of demographics, but as the mterview

progressed, deeper insights into the types of personality traits the pati@paerve
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most often began to emerge. Commonalities included ethnicity, gender, age, addictive
characteristics, the lure of pornography and the downward spiral assouidté#d The
investigators were unanimous in their descriptions of the perpetrators asi@autaes,
and the ages of the perpetrators ranged between 18 and 75.

Alice commented even further regarding common characteristics of these
perpetrators:

There’s definitely some similarities. | would say they tend to kind of be kind of a
loner, not a real social butterfly, stay at home allot, on the computer a lot, whether
to chat or just looking at other things, pornography, whatever they're looking at.
You know, basically, they work, come home, get on the computer. That's what it
seems like. | think that would be the most profound similarity with all of them.
On the other hand, Fred's view of the perpetrator was decidedly different and he
indicated as much:
My opinion is different than a lot of people. In the time that I've been doing this
work, I think I've arrested sixteen people, and each of them was different. | think
they're totally different. A lot of people say it's the guy that lives atdarnth
his parents, still and he’s thirty. | think | might have had one that is really that
Obviously the pedophiles are out there looking strictly for the twelve year olds,
and | have had a few of those. But there are also the ones out there that are just
interested in sex anyway they can get it.
He went on to explain: "most of the guys I've arrested are in their twenties,
nineteen maybe. They're not always the older guys. There's also the niresteetdy
guy that is out there that is still looking for the twelve year old'.
The investigators unanimously agreed that pornography was the common
denominator shared by these perpetrators of Internet crimes agaidistrchibnother

common characteristic that appeared repeatedly in the interviews vwaddibtve
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behaviors exhibited by these individuals. These behaviors were exhibited in the
cognitive distortions of the perpetrators along with the compulsive behavior. The lure of
sex on the Internet, the accessibility, as well as the gradual progréssi accompanied
viewing pornography, the lack of self-control and the downward spiral assbwitle
obtaining and viewing child pornography were described consistently among the

participants.
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CHAPTER V: DISCUSSION

This study investigated perpetrators of Internet crimes against chitdrartte
unique perspectives of select ICAC investigators. The findings outlined in CRapte
of this study were derived from the participants and framed by the followiegroks
questions: (1) How do select investigators describe perpetrators of Int@mex cr
against children? (2) What, if any, common characteristics do participanti$yide
among the perpetrators and (3) How do participants’ descriptions compare and/or
contrast?

In this chapter, the descriptions provided by the participants were compdred a
contrasted with the literature. In addition, conclusions are drawn from the finditigs of
study and their implications considered. Lastly, suggestions are presentgdror f
research to further understand perpetrators of Internet crimes agaitstrghitcrease
awareness of the problem, and offer possibilities to reduce or prevent {hesety
crimes in the future.

Participants Descriptions Compared to the Literature

A significant degree of overlap was observed in the participants’ desnsuif
perpetrators of Internet crimes against children in this study and thoséedantthe
literature. For example, all participants in this study described thbetpatiors as being
predominantly non-Hispanic, Caucasian males. This finding was supported in the
literature (Finkelhor, Mitchell, & Wolak, 2000; Stanley, 2001; Wolak, Mitchell &

Finkelhor, 2003; Fried, n.d; Protecting Children, n.d.; Internet Child Predators, n.d..).
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The few females with whom the participants had come in contact were attgrapti
arrange sexual liaisons between themselves and their children with othsy adwith
other adults and their children.

Moreover, it is of interest to note that very few African-American pergeta
have been encountered; very few images of African-American children have bee
discovered as well. Ages of these individuals observed by the investigatad rang
roughly between 18 and 70 years of age. The age range in the literatwenasable,
although individuals younger than 18 were reported (Wolak, Mitchell, & Finkelhor,
2003). The marital status of offenders was described by the participari®/a® @plit
between married and unmarried, which is also consistent with the ligeratur
Interestingly, in this study married perpetrators often were describadhappy; thus
their unhappiness compelled them to seek sex via the Internet. Many of them were
described as having children living with them who were the same age as thenchildr
these individuals were attempting to meet online.

Furthermore, both educational level and type of occupation varied among
perpetrators, according to participants. Participants also reported enicguoddiege
educated individuals as well as others with a high school education or less. Then too,
they reported encountering perpetrators who were blue collar workers or unemmploye
This is consistent with the literature that these offenders are a heteoogegroup.

Participants in this study related that providing a description of the pegrstof

Internet crimes against children was difficult because these offendeis &ppeoss
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gender, socioeconomic, and occupational boundaries. As a result, a true typology or
profile of these individuals has yet to be established (Tomison, 1995; Danni & Hampe,
2000; Smallbone & Wortley, 2001; Lanning, 2001; Taylor & Quayle, 2003; Ferraro &
Casey, 2005).

This study further paralleled the literature regarding the sexual @nefes of the
offenders. Both indicated that not every person who sexually offends against a &hild is
pedophile; most have been classified as either preferential or situational cffende
(Lanning, 2001; Ferraro & Casey, 2005; Fried, n.d.). However, for the most part, the
participants described the perpetrators by their behaviors, rather than giecmin
distinct categories. It is noteworthy that the participants in this sisely the terms
preferential andsituational much less frequently and differently than in the literature

Lanning (2001) posited that online sexual offenders operated on a situational —
preferential continuum. However, participants in this study expressed thebaged on
their experiences that it was possible for situational offenders to embdvpreferential
offenders. Thus, while not inconsistent with Lanning’s description of an offending
continuum, the participants viewed the movement as quicker and more extreme.

The cognitive distortions manifested in the perpetrators’ apparent lack aroonc
for their victims as depicted in the literature (Stanley, 2001; Quaylay8of, 2003) are
not inconsistent with the investigators’ descriptions of the thinking of thes@ais.

The participants described these individuals as self-absorbed and uncaringr Furthe

evidence of cognitive distortion was evidenced by the fact that perpetratorseitieer
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show regard for their own health nor the health and safety of the children with whom they
were communicating

Finally, findings of this study supported Gillespie’s (2005) contention that the
Internet has contributed to an explosion in the number of pornographic images that are
now available. Participants attributed this rise to the easy accegsibiiild
pornography on the Internet and the anonymity the Internet provides. This escalation i
apparent when a perpetrator's computer is confiscated and thousands, often hundreds of
thousands of sexually explicit images are discovered.

In addition to these commonalities, some differences between ehatuite and
the findings of this study were found. One of the most notablereliifes was whether
sexual behavior on the Internet constituted addiction or simply probéebedtavior. In
the literature, the terms hypersexual disorder, problematicnittersage, pathological
sexuality, and pathological Internet usage were used to descri®e libbaviors rather
than addiction (Quayle & Taylor, 2003; Stein et al., 2001). Howevepdheipants in
this study expressed, in very strong terms, that they considaedbédhavior of
individuals with whom they came in contact online to be addiction. ¥ample, Frank
stated “I'm not a doctor, but | know it's an addiction ... They don't seem able to stop”.

Griffiths (2001) cited Young's assertion that excessive Internet usaga wa
means to fuel other addictions and that individuals who have experienced sexual
addictions were more like to develop addiction to sex on the Internet. He also pointed

out the lack of empirical data regarding online sexual behavior. Ferraro and Case
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(2005) also commented that the online characteristics and behaviors of perpetrators of
crimes directed toward children also merited further study. It is hopethihatudy will

add to the literature by providing empirical data supporting these online behasi
addictions.

In summary, it is noteworthy that significant overlaps between the findingssof
study and the literature were discovered. Consistencies included demographic
descriptions, sexual preferences, cognitive distortions of the perpetratbtbea
exponential growth of online pornography.

Conclusions Drawn

The findings of this study suggest that a better understanding of pengetfato
Internet crimes against children should include: (1) general demographigtiessrof
perpetrators, (2) descriptions of perpetrators’ sexual preferences, ¢Bptiess of their
behaviors, including (but not limited to) their Internet behaviors, and (4) descriptions of
their motivations.

General Descriptions of the Perpetrators

When describing the sexual preferences of the individuals with whom they come
in contact online, participants occasionally used the term “preferentiadeffe It is
noteworthy that the term preferential offender, as used by the participdhis study,
was different than that found in the literature. The literature referred tfexqmtial

offender as an individual who could possibly be a pedophile, but could also be a diverse

88



offender who may not have a strong preference for children (Lanning, 2001) or an
individual who possesses a variety of abnormal sexual interests (Fried, n.d.)

The participants in this study reported that, in their experience, the predkerenti
offender is an individual who desires to have sex with children and only with children.
They have found this type of offender prefers a particular gender, body tipenlbg
eye color, etc. They also described this type of perpetrator as beingtihg faost
dangerous type of offender.

Unlike the preferential offender, who prefers sexual encounters with childeen, t
situational offender was described by participants as an individual havingeeestnh
anything and everything sexual. The participants related that theseluads/iwvere the
ones seen most often and were also referred to as dabblers. Bill, for exafepledto
them as “dipping their hand into every bucket” and “thinking below the waist”. These
findings are not inconsistent with the literature.

Investigators indicated that they considered situational offenders legsrdas
than the preferential offender. Nevertheless, the curiosity and interelsthimgé sexual
that this type of perpetrator possesses can lead to much more sinister behavior.
Specifically, investigators maintained the possibility that situationahdéies could
evolve into preferential offenders. This is a new, significant finding thatrsliffem the
description of situational offenders discovered in the literature.

Another significant finding of this study was a category used by thieiparits

that was not found in the literature, the categoryindncial offender. Although the
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literature mentions the manufacturing and distributing of pornography, which infers
financial activities, the specific category of financial offender waslisabvered.
Participants in this study related that within the category of finaoffethder were
individuals who victimize their own children, grandchildren, or other related children
primarily for monetary gain. The investigators indicated that often the ehildrthese
pictures are smiling, which leads them to conclude that the children know, and are
comfortable with, the person taking the picture.

In describing the motives of persons who commit Internet crimes againseahildr
disinterest in adult pornography emerged as a precursor to viewing and possessing
pornographic images of children. Not only were these individuals described as
progressing—or perhaps more accurately digressing—in the type of images inhelyich t
were interested, but also moving towards more graphic images, and evennedlgs iof
younger and younger children. Once this digression occurs it is not uncommon for
perpetrators to begin to seek images of pubescent, prepubescent, and even infants being
sexually assaulted.

In summary, perpetrators of Internet crimes against children werelzkssas
preferential, situational or financial offenders, with the preferentiahdéeconsidered to
be the most dangerous. The investigators’ description of a preferential offendeddiffe
significantly from the definition discovered in the literature. The partitgpdescribed a
preferential offender as one who prefers sex only with children and who prefers a

particular type of child.  Additionally, participants maintained that it isiptesfor
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situational offenders to evolve into a preferential offender. While this view isvgloat
consistent with the position of Lanning (2001), who maintained that these individuals
operate on a preferential/situational continuum, the participants indicatedehat
movement along that continuum is more rapid and extreme. The category ofdinanci
offender was not discovered in the literature, but described by the participamts a
individual who victimizes children for monetary gain.

Descriptions of Behaviors
Pornography Activities

Child pornography on the Internet was identified by the participants astihiéya
they encountered most frequently. The accessibility and the ease of obtaining
pornographic images were cited as possible reasons for the rapid increase in
downloading, possession, and trading of child pornography. As Joe related, “It's out
there and it's not like you have to go through three locked doors to get it”. Possession,
downloading, trading, and manufacturing of child pornography constitute criminal
behavior and it is these types of activities that bring these perpetmthesattention of
the investigators.

The manufacturers and distributors who sell these images are businessapdople
follow the laws of supply and demand. Joe explained that the individuals who provide
the pornography are well aware of the curiosity and interest thatithages incite:

“They will show you a free trailer, or sell you one. They know that’s enough to plant the

seed”. Once the seed is planted, the cycle of pornography is likely to begin.ofthe m
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images available, the more people will view them. The more people view thesjrttage

more images the manufacturers and distributors will produce. (See Figure 1.)

Pornography~ Individual

manufactured views and
and made downloads
available
More images Manufacturer
viewed and observes
downloaded interest
\ More

pornography
made available

Figure 1. Cycle of pornography.

The participants were quite passionate in stating that every image of anchild i
pornography was a case of child sexual abuse. They did not consider this to be a
victimless crime. Bill pointed out that “these guys think, because it's an iomagaper,
that there’s nothing wrong with looking at it and trading it. They think ‘it's not like
we're actually hurting a real child”. The investigators maintaineddhidren are

victimized each time these types of images are downloaded and viewed.
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A significant finding of this study was that the participants, based on their
experiences, considered viewing child pornography and its subsequent progression to be
a learned behavior. Computers have become extremely user friendly and, combined
with the availability and accessibility of the pornography, individuals quickipioe
skilled at finding the images. They soon learn that their sexual fantasies easilie
fulfilled online.

The perpetrators often begin by viewing adult pornography, but eventually begin
to experiment with other forms, including child pornography. This progression described
by the participants occurred frequently and indicated a much strongesnstat
between viewing and progressing to more sinister activity. As with angtaedi
behavior, it takes more and more to satisfy the addict’s needs. Thus they move to
communicating with a child and then attempting to meet a child for a sexual emcounte

Not only did the participants in this study describe a possible progression in the
viewing of pornography, they also indicated a progression from situatioeabeff to
preferential offender. Participants related that these individuals begin to Wwmvdér
would be to talk to one of these young people. From there, they maintain, it is a small
step to desire direct contact. The perpetrator may start talking with seroelame and
then, as Fred stated “they step further to actually trying to meet somesren dasy”.

Frank also alluded to the dangerous progression from pornography to harming a child:
“gathering the porn and looking at that stuff is only one step away from actuaihlyigg

a child and living it out”.

93



Grooming the Victims

The perpetrators of Internet crimes described in this study were depscteing
adept at grooming their victims. Grooming by sexual predators is not a new
phenomenon, nor is the amount of time devoted to this activity. However, the
anonymity provided by the Internet facilitates the grooming procesming (1992)
reported that individuals who seduce children on the Internet were “willing to devote
considerable amounts of time, money and energy to the process” (p. 89). Time and
energy expended by the perpetrators to bond with their young victim was repohisd in t
study as well; however, findings which add to the literature were also disdover

For example, participants in this study provided more detail on the grooming
process and indicated that it can, and often does, begin and progress very quickly. Some
perpetrators begin using explicit sexual language almost immediatiedy Will ask for
the victim’s name, age, and physical location, followed by an explicit question,such a
“are you a virgin”? On other occasions, the process can take place over a period of
months. The perpetrator gradually develops trust and bonds with the child over time.
Regardless of whether this process develops over time or transpires ghieksults
are the same. The perpetrator breaks down the child’s defenses, builds a trusting
relationship, and progresses to actually meeting them.

It should be noted that chatrooms serve as the initial contact between a child and
the perpetrator. Participants in this study described this activitshasy. The

perpetrators are making contact, hoping thadrewill bite. Once the perpetrator finds a
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person who is willing to chat with them about sexual matters, they move to moetliscr
areas where one on one communication can take place.
Internet Behaviors

Chatrooms continue to be popular with young people, especially teenagers. They
enjoy going online to chat with their friends and develop new relationships. The dange
lies in the fact that those to whom they are chatting are not always who, anchefat, t
appear to be. The anonymity of the Internet is a boon for individuals who seek to contact
children for illicit purposes. These individuals develop a virtual persona self, and they
can be anyone or anything they choose. In fact, not only do these predators have an
online persona, they quite often have more than one. Investigators reported that it is not
uncommon for perpetrators to have anywhere from three to six different screes na
and portray themselves differently in each one.

Lanning (2001) noted that perpetrators have historically been the first to obtain
and use the latest technology. His findings are consistent with descriptions of
perpetrators’ use of the Internet as indicated by the participants in this Jtoege
investigators reported that they must constantly try to stay on the cuttingfedge
technology. They are basically forced to do so in order to keep up with the perpetrators.

For example, as mentioned above, communication with victims was described as
occurring most frequently in chatrooms. However, participants in thig stlated that

other areas of the Internet are becoming more popular and are thus even more dangerous
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Specifically, they identified social networking sites, web cams, InstalalyRChat, and
file sharing programs as the vehicles now being used more and more often byrpredat

Then too, investigators have discovered that the predators are becoming more and
more aware that the people with whom they are chatting could possibly be law
enforcement officers. As George pointed out: “They know that big brothetehing’'.

They are cognizant of the fact that a question relating to anything sexilraise
suspicion by other chatters or even law enforcement. In order to protect thesismin
detection, the perpetrators have begun taking greater care to verify thiy ioetite

person with whom they are chatting. They may make initial contact in a chatroom, but
move into one on one communication to avoid detection by law enforcement.

As a further means to prevent detection, participants indicated that thedensreda
have begun to want either a phone call or a web cam image to make certain that they are
communicating with a young person and not a police officer. Webcams are inexpensive
and easy to use. These devices assist the perpetrators in ascertaiieqtiiysof the
person with whom they desire to communicate. By actually seeing the petson wi
whom they are talking, they can be assured that it is not a member of laneerdotc
These devices serve an even more diabolical purpose. The perpetratayased by
the knowledge that they are being observed, and are observing others engaguuali
acts.

In addition to the social networking sites and web cams, investigators described

even newer technological advances of which the perpetrators are taking advahtame
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of them that are being used more and more often are Instant Relay ChadrftR@er to
peer (P2P). IRCs allow for private one on one communication and transfer of data. P2P
is a file sharing software program that permits the user to receisgerfédgher of which
goes through a server. The pornographic images can also be hidden in jpeg files.
Descriptions of Motivations of the Perpetrators
Motivated by Lack of Social Skills and Sexual Addiction
Participants described the offenders they encounter as often being laieng, la
in social skills, suffering from low self-esteem, and having difficulty wedtgping and
maintaining relationships. The Internet serves to empower these indivitdadtsys
them to engage in activities they would be fearful of attempting in the real.wlorl
should be noted that according to participant reports, not every offender fits this
description. Perpetrators are often motivated by sexual interest and preascupati
Perpetrators were described by the participants as often exhibiting sorefarid
obsessive characteristics. The participants related that they had erembimdafiduals
who were so completely absorbed in their online activity that the participeotdla
walked up behind them, catching them in the act, and actually had to tap them on the
shoulder to get their attention. Participants also related that they have enedunt
individuals who are so into sexual activity on the Internet that they live in filth. r&mst
is the compulsion and obsession that perpetrators are interested in nothing els&, not eve

personal cleanliness. The compulsive behaviors are further evidenced by thatfact
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these individuals often appear to be unable to stop their behavior even after betad arres
and out on bail.

The medical definition of addiction, based on criteria from the American
Psychiatric Association and World Health Organization (Melimis, n.d.)yivahavior
meeting at least three of the following seven criteria during a 12-montiuper

e Tolerance. Using more and more over time.
e Withdrawal. When you stop using, you experience at least one of the following

symptoms: irritability, anxiety, shakes, sweats, nausea, or vomiting.

e Difficulty controlling use. Sometimes using more or for a longer time ybard
like.

e Negative consequences. Continuing to use even though there are negative
conseqguence to mood, self-esteem, health, job, or family.

e Significant time or emotional energy spent obtaining, using, conggglianning,
or recovering from use.

e Putting off or neglecting activitie®Reduced social, recreational, work, or
household activities because of use.

e Desire to cut down. Repeated thoughts of cutting down or controlling use.
Unsuccessful attempts to cut down or control use made (paragraph 2).

Five of the seven: tolerance, withdrawal, difficulty controlling use, negative
consequences, significant time or energy spent, and putting off or negletiwitgeac
were observed in perpetrators described by the participants in this studgranteland
difficulty controlling use were also indicated by the observation that patpet require
more and more images of children and more graphic images of younger and younger
children. In addition, these individuals were found to need sexually “taboo” images and
practices to achieve and maintain arousal. Negative consequences and amiment of ti
spent pursuing sexual activity on the Internet were demonstrated by the\@ssessi

compulsive behaviors of the perpetrators.
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Additionally, Dr. Howard Shaffer of the Division on Addiction, Harvard
University, described “the three Cs” of addiction as “behavior that is medat
emotions ranging along tl&raving toCompulsion spectrunontinued use in spite of
adverse consequences, and LosSaftrol’ (What is Addiction, n.d., paragraph 16). All
three were observed and described by participants in this study. This studig@rovi
compelling evidence that the types of behaviors exhibited by perpetra@ddictions.
Downward Spiral of Pornography as Motivator

Of particular significance in this study is the downward spiral assdoiath
child pornography. Participants indicated that, in their experience, individuais ofte
begin by looking at adult pornography, but soon begin to experiment, looking for images
that are more interesting and sexually stimulating. On other occasions tsipgleild
pornography are mixed in with the adult porn, which in turn arouses a new interest. Joe
commented that “these people may also have adult pornography, but we can see when the
child pornography starts”.

Perpetrators were described as often being curious, wanting to experiment,
perhaps not cognizant of a sexual interest in children. They start checkinfferenti
sites and different images. Initially, curiosity drives them to begin dabipliclgild
pornography. Once their curiosity and interest is aroused, a downward spiral begins.
These individuals need more excitement and more graphic images to sustainrdach mai
arousal. They begin with pubescent, then prepubescent children, and eventually spiral

down to viewing sexually explicit images of infants.
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Photographs may be an area of interest initially, but soon the perpetrator
progresses and wants video with sound. Not only is sexual gratification obtained from
looking at the images themselves, but the sounds of children being sexually abused is a
means of arousal also. The spiral can progress—or more accurately, regriéss—t
point where, as Bill explained: “Fantasy turns into obsession, and obsession tirns int
reality; that reality is victimizing a real child” (see Figure Zlhey have progressed to
the point that they want to act out the scenes depicted in the pornography. Previous
research has revealed similar findings, but was based on data obtained feenstadpa
of one individual (Quayle & Taylor, 2001).

View adult pornography
Curiosity peaked
Progress to child pornography
View younger and younger children

More graphic images

Molesting a child

Figure 2. Downward Spiral of Pornography.

Summary
The purpose of this study was to investigate perpetrators of Internet crimes
against children. From descriptions of these individuals provided by select ICAC

investigators, it was anticipated that a narrative portrait would emerg¢ji@ough not a
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typology or a profile, nonetheless a composite description of the individuals who
perpetrate these crimes was generated from participant descriptions.

The following is a composite photograph of a perpetrator of Internet crimes
against children. This photograph is similar to the police sketches rendered from
descriptions of witnesses to a crime. Although it is neither perfect nor, éxact
insightful and noteworthy.

Perpetrators of Internet Crimes Against Children are mostly non-ticspa
Caucasian males roughly between the ages of 18 to 75. Some are employed, some are
not; some are white collar professional, others are blue collar laborers. fidiggkials
cannot be spotted easily as there is not one physical description that applies$ tioeaf
collectively. They are, however, more readily identified by their behabgrtheir
addiction to sex and pornography, and by their unrelenting dedication to their goal: to
engage in sexual activity with children. These offenders may or may not be highly
educated, but they are resourceful and creative. The Internet—alongswitfattooms,
web cams, Instant Relay Chat, social networking sites, and peer to patafing
software—are the tools of their despicable trade.

Quayle and Taylor (2003) related the emergence of a new type of Internet
offender, an individual who is more or less a voyeur. Lanning (2001) maintained that
there are no new perpetrators, just perpetrators using more advanced techBatmsg).
on the findings in this study, an even newer type of perpetrator is emerging. This

individual may be a pedophile, a preferential offender who only obtains sexual
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gratification with children. He may also, however, be someone who starts out as curious,
interested in anything sexual, then evolves into a preferential offender.

Once the perpetrator is enticed by, and aware of, pornography, a downward spiral
begins. Pornography in general—and child pornography in particular— is addicgve. A
with any other addiction, the addiction is progressive. The individual who begin the
downward spiral soon needs not only more graphic images, but also progressively
younger victims.

The participants also described a financial offender who victimizes ahilore
monetary gain. Of particular significance, is the category of offendscsided by
participants in this study. Perhaps the most striking characteristicsef dffenders is
the interest that propels them to exploit children. They are sexual predatpiE.ehe
dangerous, and they present a risk to children.

Implications for Counseling Practice

Research has shown that the tremendous growth of Internet usage for sexual
purposes has resulted in growth in the numbers of individuals seeking counseling and
therapy for problems associated with online sexual activity (Freemagmnlas cited in
Griffiths, 2001). It has also been suggested that increased Internet usagestvilkely
result in more and more clinicians encountering patients presenting with psoblem
stemming from, or manifested as, online sexual compulsivity (Cooper et al., 2000).

Exposure to pornography was described by the participants in this study as the
first step in a downward spiral, a spiral with the potential to progress intottted ac

commission of a sexual offense against a child. Associated with this downwatdsspir
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the potential for becoming addicted. It is imperative that counselors be awaee of t
magnitude and complexity of the problem, to understand that pornography is seductive,
but insidious, and to be vigilant for the warning signs in those presenting for care.
Proposed Model of Therapy

It should be noted that few successful treatments for individuals who sexually
molest children have been discovered, nor is there a “cure” (Terry & Tallon, ntds). |
imperative to keep children safe on the Internet and safe from those who wish tmdo the
harm. That is the primary concern along with pursuing tougher penalties fuffehder.

Of secondary concern would be treatment for those who sexually abuse afchild. 1
“radical change” does not occur with treatment, “incarceration becomessagey’
(Earle, Dillon & Jecmen, 1989, p. 49) to protect the children.

The findings in this study indicate that perpetrators of Internet crim@ssaga
children often display cognitive distortions, along with obsessive and compulsive
behavioral traits, low social skills, inability to form and maintain relatigpsskand
addictive behaviors. The lure and addictive nature of pornography, the downward spiral
associated with exposure to pornography were also significant findings. areeeef
treatment program that incorporates cognitive-behavioral therapy, indiyidnal in
groups, is suggested. Level, intensity, and length of therapy would be contingent upon
the level of the downward spiral on which each individual was operating.

e Cognitive distortions are evident in the lack of empathy, rationalizations for

inappropriate sexual behavior, and denial of a problem.
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Cognitive behavioral techniques could lead to the perpetrator understanding that
thoughts and actions can be controlled and that thoughts and actions have
implications for their lives (Jones & Butman, 1991).

Using cognitive restructuring and other cognitive-behavioral techniques,
individuals can be taught to identify triggers for their behaviors and, in so doing,

alter behavior (Chou, Condron & Belland, 2005).

Participants in this study described perpetrators as often being irdiduadrs,

lacking in social skills and the ability to develop successful relationships.

Recommendations to address these issues include:

Using cognitive restructuring, perpetrators could learn to modify cognitive
distortions, develop empathy (Earle, Dillon, & Jecmen, 1998), improve
relationship skills, social skills, self-control, and self-confidencer{T&rTallon
(n.d.)

Individual therapy should include family of origin issues such as abuse and/or
patterns of abuse (Earle, Dillon, & Jecmen, 1998).

Group therapy would be beneficial in assisting the perpetrator to develop
interpersonal skills, communication skills, accountability and social skills.

It is important to understand that striving for tougher penalties for the offender

and keeping children safe on the Internet is not totally incongruent with loving, and

providing help for, the offender. Earle, Dillon and Jecmen (1989) pointed out that “one

of the major challenges for many patients is alienation from self, otheérGad” and

that “dealing with the patient in terms of developing authentic intimattyseif and
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God is an essential part of treatment” (p. 54). In order to facilitate théogewent of
authentic intimacy, it is recommended that the following tenets be includeshimént:

e Christian counselors should always be cognizant of the fact that every human
being is made in the image and likeness of God.

e Spiritual brokenness, lack of self-worth, low self-esteem, impure and
inappropriate cognitions displayed by individuals engaging in Internetrime
against children are indications of a broken relationship with Christ.

¢ Integration of cognitive-behavioral techniques with the building, or rebuilding, of
an intimate relationship with God to restore completeness, deliverance, and
freedom from pornography and/or sexual addiction.

Implications for ICAC and Law Enforcement

Implications for law enforcement would include ICAC investigators askin
guestions regarding family of origin issues, history of abuse, the role of pgshggeand
effect of exposure to pornography at a young age to their interviews withrperpe
Using a team approach with psychologists, psychiatrists, and counselors would be
helpful.

The findings of this study could be included in ICAC training programs. The
characteristics, behaviors, and categories of offenders described indyisvsuld be
important to share with other ICAC units and investigators. Understanding what other
investigators experience, understanding addictions and obsessive compulsive $ehavior
would be important in building knowledge of perpetrator characteristics, onliis,ha

and personality traits to identify and apprehend these individuals.
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The investigators indicated the lack of knowledge of parents and the general
public as one of the dangers of the Internet. The findings and conclusions of this study
could provide useful material for the investigators to use in their educational
presentations to parents, children, schools, and other organizations. In addition, the
findings of this study could be used as supporting documentation for future funding and
requests for additional personnel. As the Internet continues to grow and asapangpetr
become more and more technologically advanced, it would be important for thendliffere
ICAC units to share information that would assist in their identification, appseire
and conviction.

Suggestions for Future Research

Suggestions for future research resulted from the conclusions drawn from this
study and resultant questions raised. For example, perpetrators of Intenestagainst
children were described as being non-Hispanic, Caucasian males. Ragigigacated
very few African-American perpetrators have been encountered and very few
pornographic images of African-American children. Research exploring ekptea
for these ethnic differences would seem to be highly beneficial.

The participants of this study indicated that female perpetrators were grobabl
“out there”, but that they have not encountered them often. As George stated: “We
[investigators] just aren’t seeing them in the solicitation part of it. bdatys just not the
right mix yet”. Future research into the characteristics and online behavbitmmales is
suggested to ascertain if females are just beginning to use the Internahaeict

children, and/or if they are using the Internet differently than their male erpants.
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This present study was a collective case study exploring perpetratotsroet
crimes against children from the perspective of eight select ICAC iga&sts. It is
recommended that a follow up study be conducted in two to three years with the same
participants, if possible to see if any changes have occurred in technology aed onli
habits of perpetrators.

Both qualitative and quantitative measures should be employed in searching for
guestions emerging from this present study. For instance, comparing the fiofdinigs
study with other ICAC units utilizing a survey could be combined with interviews of
perpetrators. However, it is suggested that referrals of select pgopefrom ICAC
units and treatment programs should be solicited in order to attain a samplebté relia
and credible informants.

Research on the relationship between pornography and offending is indicated
(Ferraro & Casey, 2005; Hernandez, 200). Future research studies modeled after the
Hernandez study with incarcerated individuals utilizing pre and post questiortoaires
these individuals followed by individual interviews is suggested.

One wonders how the nature of the work in which these investigators are involved
affects other areas of their lives. There was no doubt of their dedication atal zea
protect children from online predators. They described terrible and troublingsraad
activities that they encounter on a daily basis. A phenomenological study or an
ethnography investigation of the experience of being an ICAC investigatar &qulbre

relationships with spouses and children, and the coping mechanisms that each
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investigator has, and most likely must, develop in order to keep pursuing this type of
work .
Investigators described offenders as quite often suffering from lowselm,
inability to form relationships, and possessing poor social skills. Therefggestions
for future research include studies of personality traits of the perpstr&pecific
personality traits of self-esteem, introversion, and antisocial disorder wangéltlibe
helping professions as well as law enforcement.
Summary
This chapter discussed the implications of the findings of this study.
Recommendations for further research were presented as was a suggested model
treatment. Cognitive-behavioral techniques integrated with Christian ciognisel
develop positive self-worth, positive regard for others, the development of empathy,
stopping the cycle of pornography, and establishing and maintaining a relationshg wit
loving, forgiving God were recommended. Along with this model was added the caveat
that treatment is not always successful and when it is not, incarceration megessary
to protect the children.
Final Summary
This study explored perpetrators of Internet crimes against childrenteom t
unique perspective of select ICAC investigators. Chapter One included thedasxckgr
and purpose of the study, the research questions, definitions, and significance of the
study. A review of the literature followed in Chapter Two. Next, the reseagtiioth

was presented in Chapter three. This chapter included a description of the catbsdive
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study method, bounding of the case, the research questions, and explanation of data
collection and analysis. Subsequently, in Chapter Four the co-researcleers wer
introduced and findings of the study were compared and contrasted with the literature
Lastly, discussion of the findings and implications for counseling practice and la
enforcement were presented in Chapter Five. A proposed model of treatment was

provided as well as suggestions for future research.
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Appendix A
Perpetrators of Internet Crimes Against Children: A Collective Casty/S
By
Janet M. Brown

Liberty University

Informed Consent for Participation in a Research Study

You are invited to be in the above research study. As a member of an Internet
Crimes Against Children (ICAC) Task Force, you were selected as &legsaiticipant.
Please read this form and ask any questions you may have before agreeimgthe be i
study.

Background Information:

The purpose of this study is to develop an understanding of perpetrators of
Internet crimes against children, and to understand them from the unique persjéctives
Internet Crimes Against Children (ICAC) Task Force investigators.

Procedure:

You will be interviewed for approximately one and one half to two hours. The
interviews will be audio recorded, transcribed by the researcher and theiptansad
and analyzed. You can review your interview after it has been transcribed and before

final submission of the study if you so desire.
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Risks and Benefits:

There are always risks and discomforts associated with partigjpata research
study. These include, but are not limited to: (a) becoming fatigued from responding to
the interview questions, (b) emotional stress from the content of the questiong, and (c
discovery of your responses without your written consent. The risks are moreéhan li
no greater than those you experience in daily life. To minimize the risk of digadve
your responses, your name will not be used in written or recorded records.
Confidentiality:

The records of this study will be kept private. Your name will never be used, only
the code you have been assigned. In any sort of report that might be published, no
information will be included that will make it possible to identify you and your
responses. Research records, including tapes, will be stored securely ahd only t
researcher will have access to them. The tapes will be erased afteniteomsand the
transcripts will be shredded after the report is completed. You can revieypéae t
interview for accuracy if you so desire.

Voluntary Nature of the Study:

Your participation in this study is strictly voluntary and you may withdraangt
time without prior notification. If you have already been interviewed, y@jpomse can
be withdrawn from this study by contacting the researcher.

Contact information and questions:
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Please direct any questions about this research study to me, Janet M. Brown, at
(540) 947-5537 or jmbrown@liberty.edu.

Your consent to participate in this study will be indicated by your signattine at
bottom of this form. Please submit a signed copy to the researcher before being

interviewed and keep one copy for your records.

Participant Signature Printed Name Date
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APPENDIX B
INTERVIEW GUIDE

1. Tell me about yourself, your job/work, what you do.

Prompts:
How long in law enforcement?
How did you get involved in law enforcement?
How long with ICAC?
How did you get involved in ICAC?
2. Describe a "typical" day at work.
3. What do you consider to be the purpose of your work and how do you go about
accomplishing that goal?
4. Tell me about/describe for me your understanding of the individuals that are the focus
of your work.

Prompts:
Marital status
Occupation/Activities/Hobbies
Education
Age/Ethnicity
Sexual preference
Drug use

Prior offenses
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Other

5. Describe your understanding of how the computer/internet is used by the individuals
who are the focus of your work.

Prompts:

Web page

Chatroom

Game sites

Pornography.

Web cam.

Solicitation.

6. What have you learned about these individuals who are the primary focus of your
work?

7. Describe for me what, if any commonalities you have observed in thegduats.

8. Describe for me what, if any, differences you have observed in these inldividua

9. Based on your experience, what do you consider to be the biggest danger on the
Internet?

Is there anything else significant to this topic that you would like to share?

10. Mention/request for a follow-up interview
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APPENDIX C
Categories and Subcategories of Themes
Theme One: Demographic Descriptions
Age/Ethnicity
Marital Status
Education/Occupation
Sexual Preference
Theme Two: Descriptions of the Behaviors
Use of Pornography
Grooming of the Victims
Internet Behaviors
Theme Three: Descriptions of the Motivations
Lack of Social Skills
Sexual Addiction

Downward spiral of pornography
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